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Preface

Exposure to risk is inescapable in most domains. People and families, enterprises,
governments, private and public organisations, infrastructure providers, service
providers, and so forth all encounter risks on an ongoing and frequent basis. The
kinds of risks however vary from domain to domain, be it safety, economy, informa-
tion and ICT security, politics, civil protection, emergency planning, defence, law,
health, and so on. The need for understanding and managing risk is self-evident.
Risk management is moreover in many cases imposed as a prerequisite, be it by
law and legal regulations or from the public opinion, in particular within critical
areas that may affect privacy and welfare, or even health and human life. In other
cases, the lack of good routines, cultures and processes for managing risk may be a
decisive factor for risks to emerge that should or could have been avoided.

In this book, we present CORAS, which is a model-driven approach to risk anal-
ysis. Risk analysis is a core part of the overall process of risk management. In order
to conduct risk analysis in practice, there is clearly a need for well-defined methods,
techniques and guidelines for how to do this, and this is precisely what CORAS
offers. Risk analysts, or for that matter anyone with a need for identifying and un-
derstanding risks, will in this book find guidance on how to conduct a stepwise,
structured and systematic analysis and documentation of risks.

The book also serves as an introduction to risk analysis in general, and as an in-
troduction to the central and well-established underlying concepts and terminology.
Practitioners, as well as graduate or undergraduate students, particularly within the
IT domain, are therefore main target groups of this book. CORAS is strongly related
to international standards on risk management, and this book therefore serves as an
introduction to many of the issues that are addressed in these standards.

An important objective of this book is to accompany standardised risk manage-
ment guidelines and terminology with comprehensive pragmatic support. Interna-
tional standards generally focus on the what, but say little or nothing about the how.
This book is a self-contained contribution not only to understand what risk man-
agement, risk analysis and risk related concepts are, but also to learn how to do risk
analysis in practice. Extensive use of practical and illustrative examples furthermore
facilitates a deep understanding of both the pragmatics and the conceptual aspects.

v
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The comprehensiveness of CORAS is manifested by the three complementary
parts of the approach. CORAS consists of a customised language for risk mod-
elling, a tool supporting the language, and a risk analysis method into which the
tool-supported risk modelling language is tightly interwoven. It is particularly the
specialised support for risk modelling that distinguishes CORAS from other ap-
proaches to risk analysis. The CORAS language provides explicit support for the
risk analysis steps and tasks, and is furthermore closely related to the underlying
risk analysis concepts.

The CORAS approach as presented in this book is the result of work that was ini-
tiated in 2001, and that draws upon academic research, empirical studies, thorough
experience, as well as close interaction and cooperation with actors from several
industrial domains. Along the way, we have benefited greatly from fruitful coop-
eration with many colleagues, and much work on different aspects of CORAS has
already been published in articles, papers, reports and doctoral theses. Several col-
leagues have also contributed to this book by coauthoring some of the chapters, or
by giving valuable criticism, suggestions and feedback, and for this we owe them
great thanks.

We are deeply grateful to Ida Hogganvik Grgndahl for her influential doctoral
work. Many aspects of the CORAS approach as presented in this book are strongly
inspired by her work, in particular the basic CORAS language.

We owe our great thanks to Gyrd Braendeland, Atle Refsdal and Fredrik Seehusen
for each coauthoring a chapter in this book, and for their valuable suggestions and
comments. Fredrik Seehusen has moreover contributed by being the main developer
of the current version of the CORAS tool. Many thanks also to Folker den Braber,
Heidi Dahl and Fredrik Vraalsen for their contributions over the past years, and to
Olav Ligaarden for helping us with the index and for making valuable suggestions.

Many thanks to Tobias Mahler for his many comments and fruitful criticism, in
particular on the chapter on legal aspects. His doctoral work on legal risk manage-
ment served as a valuable source of inspiration, and we acknowledge the synergies
between his work and the work that has led to this book.

We are thankful to Jan @yvind Aagedal, Iselin Engan, Bjgrn Axel Gran, Jan
Heim, Siv Hilde Houmb, Tormod Havaldsrud, Tom Lysemose, Aida Omerovic, Eva
Skipnes and Jan Havard Skjetne, each of which has contributed by valuable sugges-
tions or via fruitful cooperation in CORAS related work.

We are thankful to our colleagues at SINTEF ICT, including our Head of De-
partment Bjgrn Skjellaug. Many thanks also to the colleagues that we have worked
with in several national and international projects that have been related to CORAS.
These people include Demissie Aredo, Gustav Dahll, Theo Dimitrakos, Ivan Djord-
jevic, Rune Fredriksen, Chingwoei Gan, Eva Henriksen, Erik Mork Knutsen, Mon-
ica Kristiansen, Simon Lambert, Katerina Papadaki, Xavier Parent, Athanasios
Poulakidas, Dimitris Raptis, Brian Ritchie, Yannis Stamatiou, Nikos Stathiakis,
Atoosa Thunem, Erik Wislgff and Bjarte @stvold.

We also recognise the valuable feedback and knowledge acquired from many in-
dustrial field trials and commercial risk analyses based on CORAS. In relation to
this, we would like to thank Tor Aalborg, Semming Austin, Nils Inge Brubrerg, Pet-
ter Christensen, Sten Vidar Eikrem, Havard Fridheim, Are Torstein Gimnes, David
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Goldby, Janne Hagen, Rune Hagen, Tor-Gaute Indstgy, Hege Jacobsen, Ole Jarl
Kvammen, Arne Bjgrn Mildal, Per Myrseth, Mikkel Skou, Petter Taugbgl, Anne
Karin Wahlfjord, Hermann Steen Wiencke and Jon @lnes.

We are also in debt to the many students who have followed our course INF5150
at the University of Oslo since it was started up in 2001, as well as the to the MSc
students who have addressed various aspects of CORAS in their thesis work. In
particular, we would like to thank Emese L. Bogya, Jenny Beate Haugen, Vikash
Katta, Igor Kodrik, Mihail Korabelnikov, Stig Torsbakken, and Shahbaz Chaudhary
Yaqub.

Our work on developing the CORAS approach has benefited from research in
joint projects with a number of good partners. The initial CORAS approach was
developed within the CORAS project funded by the European Commission that ran
from 2001 until 2003. We are thankful to the project coordinator Yves Paindaveine,
as well as the project leaders Tom Arthur Opperud and Tony Price, for providing a
good environment for fruitful research. We are also grateful to Habtamu Abie who
together with Eva Skipnes in 1999 invited us to join the consortium that later started
the CORAS project.

Some of the research results that is reported in this book has partly been funded
by the Research Council of Norway through the projects COBRA, COMA, DIGIT,
EMERGENCY, ENFORCE and SECURIS. The research has also partly been
funded by the European Commission through the projects iTrust, MASTER, MOD-
ELWARE, SecureChange, S3MS and TrustCoM.

Oslo, Norway Mass Soldal Lund
Bjgrnar Solhaug
Ketil Stglen



Contents

PartI  Introductory Overview

1

Introduction . . . . . . . ... ... 3
1.1 The Importance of Risk Analysis . . . .. ... ... ....... 3
1.2 Asset Identification . . . .. .. ... ... .. ... .. .. ... 4
1.3 RiskModelling . . ... ... ... ... ... ... ... 5
1.4 The CORAS Approach . . . . .. ... ... ... ........ 5
1.4.1 The CORAS Language . ... ............... 6
142 TheCORASTool . .. ... .. ... ... ........ 6
143 The CORASMethod . ... ... ... .......... 6
1.5 The Generality of CORAS . . . . . . . ... ... ... ...... 7
1.6 Overall Aim and Emphasis . . . . .. .. ... ... ....... 8
1.7 Organisation . . . . . . . .. .. .. 8
1.7.1 Part I: Introductory Overview . . . .. ... ... ... .. 9
1.7.2 Partll: Core Approach . . . . . . ... ... ........ 9
1.7.3 PartIII: Selected Issues . . . . ... ............ 11
1.7.4 Appendices . .. ... ... ... .. 12
1.8 Colours in CORAS and inthisBook . ... ... ......... 13
Background and Related Approaches . . . . . ... ... ....... 15
2.1 BasicTerminology . . . . . . . .. .. .. ... ... .. .. ... 15
2.2 Related Approaches . . . . . ... .. .. ... ... ... ... 17
2.2.1 Risk Analysis Methods . . . . ... ... .. ....... 17
2.2.2 Table-based Risk Analysis Techniques . . . . ... .. .. 18
2.2.3 Tree-based Risk Analysis Techniques . . . . . .. ... .. 18
2.2.4 Graph-based Risk Analysis Techniques . . . . . . ... .. 19
2.2.5 Situating CORAS Within this Picture . . . . . ... .. .. 20
A Guided Tour of the CORAS Method . . . . . . ... ... ... ... 23
3.1 Preparations for the Analysis . . . . ... ... ... ....... 23
3.2 Customer Presentation of the Target . . . . . . . ... ... .... 25
3.3 Refining the Target Description Using Asset Diagrams . . . . . . . 26



Contents

3.4 Approval of the Target Description . . . . . . ... ... ..... 31
3.5 Risk Identification Using Threat Diagrams . . . . . . .. ... .. 33
3.6 Risk Estimation Using Threat Diagrams . . . . . .. .. ... .. 37
3.7 Risk Evaluation Using Risk Diagrams . . ... ... ... .... 39
3.8 Risk Treatment Using Treatment Diagrams . . . . . ... ... .. 41

PartII Core Approach

4

The CORAS Risk Modelling Language . . . . . .. ... ....... 47
4.1 CentralConcepts . . . . . . . . . v i 48
4.1.1 WhatisaThreat? . ... .................. 48
4.1.2 Whatis a Threat Scenario? . . ... ............ 49
4.1.3 Whatis a Vulnerability? . . . . . ... ... ... .... 51
4.1.4 Whatis an Unwanted Incident? . . . . . .. ... .. ... 53
4.1.5 Whatisan Asset? . . . ... ... ... ... 55
4.2  The Diagrams of the CORAS language . . . . ... ... ... .. 56
42.1 AssetDiagrams . .. ... ... ... ... ... ... 56
422 Threat Diagrams . . . . . ... . ... ... ... 58
423 RiskDiagrams . . . . .. ... ... ... ... 60
424 Treatment Diagrams . . . . . .. ... ... ........ 62
4.2.5 Treatment Overview Diagrams . . .. ... ... .. ... 64
4.3 How to Schematically Translate CORAS Diagrams into English
Prose . . . . . . 65
4.3.1 How to Translate Asset Diagrams . . . . . . ... ... .. 65
4.3.2 How to Translate Threat Diagrams . . . . . ... ... .. 67
4.3.3 How to Translate Risk Diagrams . . . . . ... ... ... 69
4.3.4 How to Translate Treatment Diagrams . . . . . . ... .. 69
4.3.5 How to Translate Treatment Overview Diagrams . . . . . . 70
44 Summary . . ... e 71
Preparations for the Analysis . . . . ... ... ... ......... 73
5.1 OverviewofStepl . . .. ... ... ... ... . ....... 73
5.2 Conducting the Tasksof Step1 . . . . . ... ... ... .. ... 76
53 SummaryofStepl . .. ... .. ... ... ... ... 78
Customer Presentation of the Target . . . . . ... ... ....... 81
6.1 Overviewof Step2 . . . . . . .. . ... ... 81
6.2 Conducting the Tasksof Step2 . . . . ... ... ... ... ... 83
6.2.1 Presentation of the CORAS Terminology and Method . . . 83
6.2.2 Presentation of the Goals and Target of the Analysis . . . . 86
6.2.3  Setting the Focus and Scope of the Analysis . . . . .. .. 89
6.2.4 Determining the MeetingPlan . . . . . .. ... ... ... 91
6.3 SummaryofStep2 . . ... ... 94
Refining the Target Description Using Asset Diagrams . . . . . . . . 95

7.1 Overviewof Step3 . . . . . . . . ... .. 95



Contents xi

10

11

7.2 Conducting the Tasks of Step3 . . . . . . . ... ... ... ... 97
7.2.1 Presentation of the Target by the Analysis Team . . . . . . 97
7.2.2 Asset Identification . . ... ... ............. 101
7.2.3 High-level Analysis . . . .. ... ... .......... 106
7.3 Summaryof Step3 . . .. ... oL 109
Approval of the Target Description . . . . . . ... ... ... .... 111
8.1 Overviewof Step4 . . . . .. ... L 111
8.2 Conducting the Tasksof Step4 . . . . . . ... ... ... .... 113
8.2.1 Approval of the Target Description . . . . ... ... ... 114
8.2.2 Rankingof Assets . . .. ... ... ... ... . ... 115
8.2.3 Setting the Consequence Scales . . . . .. ... ...... 116
8.2.4 Setting the Likelihood Scale . . . . . . ... ... .. ... 118
8.2.5 Defining the Risk Function . . . ... .. ... ... ... 120
8.2.6 Deciding the Risk Evaluation Criteria . . . . . . ... ... 122
8.3 Summaryof Step4 . . ... 124
Risk Identification Using Threat Diagrams . . . . . . . ... ... .. 125
9.1 Overviewof StepS . . . . .. ... ... ... 125
9.2 Conducting the Tasks of Step5 . . . . . . . ... ... ... ... 128
9.2.1 Categorising Threat Diagrams . . . . . .. ... ... ... 128
9.2.2 Identification of Threats and Unwanted Incidents . . . . . . 129
9.2.3 Identification of Threat Scenarios . . . . ... ... .... 133
9.2.4 Identification of Vulnerabilities . . . . . ... ... .... 137
9.3 Summaryof StepS . . . ... 144
Risk Estimation Using Threat Diagrams . . . . . . . ... ... ... 147
10.1 Overviewof Step6 . . . . . . . . . ... ... 147
10.2 Conducting the Tasksof Step6 . . . . . . ... ... ... .... 149
10.2.1 Likelihood Estimation . . . . . ... ... ... ...... 150
10.2.2 Consequence Estimation . . . . . . . ... ... .. .... 154
10.2.3 Risk Estimation . . . ... ... ... ........... 157
103 Summary of Step6 . . . . . ... 163
Risk Evaluation Using Risk Diagrams . . . . . . ... ... ... .. 165
11.1 Overview of Step7 . . . . . . . . . . 165
11.2 Conducting the Tasksof Step7 . . . . . . .. ... ... .. ... 167
11.2.1 Confirming the Risk Estimates . . . . .. ... ... ... 167
11.2.2 Confirming the Risk Evaluation Criteria . . . . . ... .. 168
11.2.3 Providing a Risk Overview . . . . ... ... ... .... 169
11.2.4 AccumulatingRisks . . . .. ... ... ... ... 170
11.2.5 Estimating Risks with Respect to Indirect Assets . . . . . . 173
11.2.6 EvaluatingtheRisks . . . . . ... ... ... ....... 182

11.3 Summaryof Step7 . . . . . ... ... . 185



xii Contents

12 Risk Treatment Using Treatment Diagrams . . . . . ... ... ... 187
12.1 Overviewof Step8 . . . . . . . . . . .. ... ... 187

12.2 Conducting the Tasks of Step8 . . . . . .. ... ... ... ... 188
12.2.1 GroupingofRisks . . . . .. ... ... ... ... 189

12.2.2 Treatment Identification . . . . . . ... ... ....... 191

12.2.3 Treatment Evaluation . . .. ... ... .......... 196

12.3 Summary of Step 8 . . . . . ... 203

Part III Selected Issues

13 Analysing Likelihood Using CORAS Diagrams . . ... ... .. .. 207
13.1 Using CORAS Diagrams to Calculate Likelihood . . . . ... .. 208
13.1.1 Specifying Likelihood Using CORAS Diagrams . . . . . . 208

13.1.2 Rules for Calculating Probability in CORAS Diagrams . . 210

13.1.3 Rules for Calculating Frequency in CORAS Diagrams . . . 222

13.1.4 Likelihood as Probability or Frequency . . . . . . ... .. 226

13.1.5 Generalisation to Intervals and Distributions . . . . . . . . 227

13.2 Using CORAS Diagrams to Check Consistency . . . .. ... .. 229

13.3 Using CORAS to Analyse Scenarios with Logical Connectives . . 233
13.3.1 Using CORAS to Analyse Scenarios with Logical

Conjunction . . . . . . .. ... 233
13.3.2 Using CORAS to Analyse Scenarios with Logical

Disjunction. . . . . . . ... ... ... 236

13.4 How to Structure a Threat Diagram to Exploit the Potential for
Likelihood Analysis . . . . . .. ... .. .. ... ... ..., 237
13.4.1 Enabling Application of Rules by Composition . . . . . . . 237
13.4.2 Enabling Application of Rules by Decomposition . . . . . 239
135 Summary . . . . ..o 243
14 The High-level CORAS Language . . . .. ... . ... ... . ... 245
14.1 Referring Elements and Referenced Diagrams . . . . . ... . .. 246
14.1.1 Threat Scenarios . . . . . . . . . . . ... ... 247
14.1.2 Unwanted Incidents . . . . . . ... ... ... .. .... 250
1413 Risks . . . . . .o 251
14.1.4 Treatment Scenarios . . . . . . . . .. .. ... ...... 253
14.2 Likelihoods in High-level CORAS . . . . . ... ... ... ... 257

14.2.1 Reasoning About the Likelihoods in a High-level Diagram . 260
14.2.2 Reasoning About the Likelihoods in a Referenced Diagram 261
14.2.3 Analysing the Relation Between the Likelihoods of a

Referring Element and the Likelihoods in the Referenced

Diagrams . . . . . . .. ... 263
14.3 Consequences in High-level CORAS . . . . . ... ... ... .. 264
14.4 Risk Levels in High-level CORAS . . . . .. ... .. ... ... 266

14.5 How to Schematically Translate High-level CORAS Diagrams
into EnglishProse . . . ... ... ... ... ... ... ... 267



Contents xiii

15

16

17

14.5.1 Referring Elements . . . . ... ... ... ... ..... 267
14.5.2 Referenced Diagrams . . . . . ... ... ... ...... 270
14.6 Example Case in High-level CORAS . . . . . ... .. ... ... 271
14.6.1 Threat Diagram . . . ... ... ... ... ........ 272
14.6.2 Risk Diagram . . ... ... ... ... .......... 275
14.6.3 Treatment Diagram . . . . ... ... ... .. ...... 277
147 Summary . . . . . ..o e e e e e 279
Using CORAS to Support Change Management . . . . . . .. .. .. 283
15.1 Classification of Changes . . . . . . .. ... ... ... ..... 283
15.1.1 Targetof Analysis . . . . ... ... ... ... ...... 284
15.1.2 Scopeand Focus . . . . . ... ... ... ... 285
15.1.3 Environment . . . . . ... ... ... ... .. ... ... 285
15.1.4 Assumptions . . . . . .. ... 285
15.1.5 Partiesand Assets . . . . . . . . . ... ... ... 286
15.1.6 Context . . . . . . . . . i i 286
15.1.7 Changes in our Knowledge . ... ... ... .. ... .. 287
15.2 ManagingChange . . . . .. .. ... .. ... ... ... ... 287
15.2.1 Maintenance Perspective . . . . ... .. ... ...... 288
15.2.2 Before-after Perspective . . . . . .. .. ... ... .... 290
15.2.3 Continuous Evolution Perspective . . . . . . ... ... .. 294
153 Summary . . . . . ... 296
The Dependent CORAS Language . . . . ... ............ 297
16.1 Modelling Dependencies Using the CORAS Language . . . . . . . 298
16.1.1 Dependent CORAS Diagrams . . . . . . .. ... ..... 299
16.1.2 Representing Assumptions Using Dependent CORAS
Diagrams . . . . . . .. ... 300
16.1.3 How to Schematically Translate Dependent CORAS
Diagrams into English Prose . . . . ... ... ... ... 303
16.2 Reasoning and Analysis Using Dependent CORAS Diagrams . . . 305
16.2.1 Assumption Independence . . . . . . .. ... ... .... 307
16.2.2 Assumption Simplification . . . ... ... ... ... .. 308
16.2.3 Target Simplification. . . . . . . . ... ... ... .... 309
16.2.4 Assumption Consequence . . . . . . . . . . ... ..... 310
16.3 Example Case in Dependent CORAS . . . . . .. ... ... ... 311
16.3.1 Creating Dependent Threat Diagrams . . . . . . . ... .. 311
16.3.2 Combining Dependent Threat Diagrams . . . . . ... .. 313
164 Summary . . . . . ... 316
Using CORAS to Analyse Legal Aspects . . . ... ... ....... 319
17.1 Legal Risk . . . . . . .. . . 319
17.2 Uncertainty of Legal Aspects . . . . . ... ... ... ...... 321
17.2.1 Legal Uncertainty . . . . . ... ... ... ........ 322
17.2.2 Factual Uncertainty . . . . . ... ... ... .. ..... 323

17.2.3 Combining Legal and Factual Uncertainty . . . . ... .. 324



Xiv Contents
17.3 Modelling Legal Aspects Using the CORAS Language . . . . . . . 326
17.3.1 Legal CORAS Diagrams . . . . ... .. ......... 326

17.3.2 How to Schematically Translate Legal CORAS Diagrams
into EnglishProse . . . . ... ... ... ... ...... 328
17.4 Analysing Legal Aspects through the Eight Steps of CORAS . . . 330
175 Summary . . . . . . oL 337
18 The CORASTool . . . . . .. .. ... .. . ... .. ... ...... 339
18.1 Main Functionality of the CORASTool . . . . . . . ... ... .. 339
18.2 How to Use the CORAS Tool During Risk Analysis . . . ... .. 341
18.2.1 Initial Modelling Before a Meeting . . . . . .. ... ... 341
18.2.2 On-the-fly Modelling During a Meeting . . . . . . ... .. 342
18.2.3 Revising and Analysing Diagrams After a Meeting . . . . . 344
18.3 Integration with Other Tools . . . . . . . ... ... ... .. ... 344
184 Summary . . . . . . . .. 345
19 Relating CORAS to the State of the Art . . . . . . .. ... ... .. 347
19.1 Risk Modelling . . . ... ... ... ... .. .. . . ..., 347
19.2 Risk Analysis Methods . . . . .. ... ... ... ..... ... 350
19.3 Likelihood Analysis . . . . . . . ... ... ... ... ...... 351
19.4 High-level Risk Modelling . . . . . ... ... ... ........ 353
19.5 Change Management . . . . ... ... .............. 354
19.6 Dependency Analysis . . . . . . . .. ... ... ... 355
19.7 Legal Risk Management . . . . . .. ... ... .......... 356
Appendix A The CORAS Language Grammar . . . . . ... .. ... .. 359
A.l BasicCORAS . .. ... ... . . 359
A.1.1 Meta-model . . ... ... ... ... ... ... 359
A.12 EBNFGrammar . . . ... ... .............. 364
A.l3 Examples. . . . . .. ... e 366
A.2 High-level CORAS . . ... ... ... ... .. ... .. ..., 370
A2.1 Meta-model . ... ... ... .. ... ... ... 370
A22 EBNFGrammar . . ... .................. 374
A23 Examples. . . . ... ... 377
A3 Dependent CORAS . . . ... ... ... ... .. ........ 383
A3.1 Meta-model . . ... ... ... ... ... ... ... 383
A32 EBNFGrammar . . . ... ... ... ........... 385
A33 Example . . . ... ... 386
A4 Legal CORAS . . . . . . . .. 387
A4.1 Meta-model . ... ... ... ... 0oL 387
A42 EBNFGrammar . . . . ... ... ... .......... 388
A43 Example . . . . ... ... 389
Appendix B The CORAS Language Semantics . . . . . ... ... .... 391
B.1 BasicCORAS . ... ... ... ... 391

B.1.1 Elements . . . . . . . . . . . .. .. 392



Contents

B.2

B.3

B4

B.1.2
B.1.3
B.14

Relations . . . . . ... .. .. ... ... .........
Diagrams . . . . . . . . ...
Examples. . . . . . .. ... o

High-level CORAS . . . . . . .. .. .. . ...

B.2.1
B.2.2
B.23
B.24

Referring Elements . . . . . .. ... ... ... .....
Relations . . . . ... ... ... ... .. ...
Referenced Diagrams . . . . .. ... ... ... .....
Examples. . . . . .. ... .. . oL

Dependent CORAS . . . . . . .. .. . .. ... .. ... ...

B.3.1
B.3.2
B.3.3

Border . . . .. .. .. ...
Dependent Diagrams . . . . . .. ... ... .. .....
Example . . . ... ... ... . ... .. . ...

Legal CORAS . . . . . . . .. . .

B4.1
B.4.2
B4.3

Elements . . . . . . . .. . . .. . ... ..
Relations . . . . . . . .. . .. .. . ... ..
Example . . . ... ... ... ...

Appendix C The CORAS Guidelines . . . . ... ... ... ........

C.1
C2

C3

C4

C5

C.6

Step 1:
Step 2:
C21

C22

C23
C24
Step 3:
C3.1
C3.2
C33
Step 4:
C4.1
C4.2
Cc43
C4.4
c4.5
C4.6
Step 5:
C5.1
C52
C53
Cs54
Step 6:
c.6.1
C.6.2

Preparations for the Analysis . . . ... ... ... ....
Customer Presentation of the Target . . . . . . . ... ...
Step 2a: Presentation of the CORAS Terminology and
Method . . . . . ... ... . ..
Step 2b: Presentation of the Goals and Target of the
Analysis . . . . . ...
Step 2c: Setting the Focus and Scope of the Analysis . . . .
Step 2d: Determining the Meeting Plan . . . . . . ... ..
Refining the Target Description Using Asset Diagrams . . .
Step 3a: Presentation of the Target by the Analysis Team . .
Step 3b: Asset Identification . . . . . . ... ... ... ..
Step 3c: High-level Analysis . . . .. ... ... .....
Approval of the Target Description . . . . . ... ... ..
Step 4a: Approval of the Target Description . . . . . . ..
Step 4b: Ranking of Assets . . . . . ... ... ... ...
Step 4c: Setting the Consequence Scales . . . . ... ...
Step 4d: Setting the Likelihood Scale . . . . . . ... ...
Step 4e: Defining the Risk Function . . . . . . . ... ...
Step 4f: Deciding the Risk Evaluation Criteria . . . . . . .
Risk Identification Using Threat Diagrams . . . . . . . . .
Step 5a: Categorising Threat Diagrams . . . . . ... ...
Step 5b: Identification of Threats and Unwanted Incidents .
Step Sc: Identification of Threat Scenarios . . . . . . . ..
Step 5d: Identification of Vulnerabilities . . ... ... ..
Risk Estimation Using Threat Diagrams . . . . . ... ..
Step 6a: Likelihood Estimation . . . . . .. .. ... ...
Step 6b: Consequence Estimation . . . . .. ... .. ...

XV

392
393
394
398
398
399
402
403
410
410
411
411
412
412
412
415

417
418
418

419



XVi Contents
C.6.3 Step 6¢: Risk Estimation . . . . . . ... ... .. ..... 430

C.7 Step 7: Risk Evaluation Using Risk Diagrams . . . . .. ... .. 430
C.7.1 Step 7a: Confirming the Risk Estimates . . . . . .. .. .. 431

C.7.2 Step 7b: Confirming the Risk Evaluation Criteria . . . . . . 431

C.7.3 Step 7c: Providing a Risk Overview . . . . . ... ... .. 432

C.7.4 Step 7d: Accumulating Risks . . . . . ... ... ... .. 432

C.7.5 Step 7e: Estimating Risks with Respect to Indirect Assets . 432

C.7.6 Step 7f: Evaluating the Risks . . . . ... ... ... ... 433

C.8 Step 8: Risk Treatment Using Treatment Diagrams . . . . . . . . . 433
C.8.1 Step 8a: Groupingof Risks . . . . ... ... ... .... 434

C.8.2 Step 8b: Treatment Identification . . . . .. ... ... .. 434

C.8.3 Step 8c: Treatment Evaluation . . . . . . ... ... .... 435
Appendix D The CORAS Terminology . . . . . . ... ... ... ..... 437
Appendix E Glossaryof Terms . . . . .. ... .. ............. 445
E.l Logic . . . .. . e 445

E2 Sets. . . . . . . e 445

E.3 Likelihoods . ... ... .. ... ... ... 445

E.4 Likelihood Intervals . . . . . ... ... ... ... ........ 446

E.5 Deductions . . . . . .. ... 447

E.6 Extended Backus-Naur Form . . . ... ... ... ........ 447

E.7 Semantics . . ... ... .. ... 448

E.8 Miscellaneous . . . . . . . . ... ... 448
ACTONYMS . . . . . . . o oo e 449
References . . . . . . . ... . .. 451
Index . . . . . . . . . 455



	Preface
	Contents


<<
  /ASCII85EncodePages false
  /AllowTransparency false
  /AutoPositionEPSFiles true
  /AutoRotatePages /None
  /Binding /Left
  /CalGrayProfile (Gray Gamma 2.2)
  /CalRGBProfile (sRGB IEC61966-2.1)
  /CalCMYKProfile (ISO Coated v2 300% \050ECI\051)
  /sRGBProfile (sRGB IEC61966-2.1)
  /CannotEmbedFontPolicy /Error
  /CompatibilityLevel 1.3
  /CompressObjects /Off
  /CompressPages true
  /ConvertImagesToIndexed true
  /PassThroughJPEGImages true
  /CreateJDFFile false
  /CreateJobTicket false
  /DefaultRenderingIntent /Perceptual
  /DetectBlends true
  /DetectCurves 0.0000
  /ColorConversionStrategy /sRGB
  /DoThumbnails true
  /EmbedAllFonts true
  /EmbedOpenType false
  /ParseICCProfilesInComments true
  /EmbedJobOptions true
  /DSCReportingLevel 0
  /EmitDSCWarnings false
  /EndPage -1
  /ImageMemory 1048576
  /LockDistillerParams true
  /MaxSubsetPct 100
  /Optimize true
  /OPM 1
  /ParseDSCComments true
  /ParseDSCCommentsForDocInfo true
  /PreserveCopyPage true
  /PreserveDICMYKValues true
  /PreserveEPSInfo true
  /PreserveFlatness true
  /PreserveHalftoneInfo false
  /PreserveOPIComments false
  /PreserveOverprintSettings true
  /StartPage 1
  /SubsetFonts false
  /TransferFunctionInfo /Apply
  /UCRandBGInfo /Preserve
  /UsePrologue false
  /ColorSettingsFile ()
  /AlwaysEmbed [ true
  ]
  /NeverEmbed [ true
  ]
  /AntiAliasColorImages false
  /CropColorImages true
  /ColorImageMinResolution 150
  /ColorImageMinResolutionPolicy /Warning
  /DownsampleColorImages true
  /ColorImageDownsampleType /Bicubic
  /ColorImageResolution 150
  /ColorImageDepth -1
  /ColorImageMinDownsampleDepth 1
  /ColorImageDownsampleThreshold 1.50000
  /EncodeColorImages true
  /ColorImageFilter /DCTEncode
  /AutoFilterColorImages true
  /ColorImageAutoFilterStrategy /JPEG
  /ColorACSImageDict <<
    /QFactor 0.40
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /ColorImageDict <<
    /QFactor 1.30
    /HSamples [2 1 1 2] /VSamples [2 1 1 2]
  >>
  /JPEG2000ColorACSImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 10
  >>
  /JPEG2000ColorImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 10
  >>
  /AntiAliasGrayImages false
  /CropGrayImages true
  /GrayImageMinResolution 150
  /GrayImageMinResolutionPolicy /Warning
  /DownsampleGrayImages true
  /GrayImageDownsampleType /Bicubic
  /GrayImageResolution 150
  /GrayImageDepth -1
  /GrayImageMinDownsampleDepth 2
  /GrayImageDownsampleThreshold 1.50000
  /EncodeGrayImages true
  /GrayImageFilter /DCTEncode
  /AutoFilterGrayImages true
  /GrayImageAutoFilterStrategy /JPEG
  /GrayACSImageDict <<
    /QFactor 0.40
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /GrayImageDict <<
    /QFactor 1.30
    /HSamples [2 1 1 2] /VSamples [2 1 1 2]
  >>
  /JPEG2000GrayACSImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 10
  >>
  /JPEG2000GrayImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 10
  >>
  /AntiAliasMonoImages false
  /CropMonoImages true
  /MonoImageMinResolution 600
  /MonoImageMinResolutionPolicy /Warning
  /DownsampleMonoImages true
  /MonoImageDownsampleType /Bicubic
  /MonoImageResolution 600
  /MonoImageDepth -1
  /MonoImageDownsampleThreshold 1.50000
  /EncodeMonoImages true
  /MonoImageFilter /CCITTFaxEncode
  /MonoImageDict <<
    /K -1
  >>
  /AllowPSXObjects false
  /CheckCompliance [
    /None
  ]
  /PDFX1aCheck false
  /PDFX3Check false
  /PDFXCompliantPDFOnly false
  /PDFXNoTrimBoxError true
  /PDFXTrimBoxToMediaBoxOffset [
    0.00000
    0.00000
    0.00000
    0.00000
  ]
  /PDFXSetBleedBoxToMediaBox true
  /PDFXBleedBoxToTrimBoxOffset [
    0.00000
    0.00000
    0.00000
    0.00000
  ]
  /PDFXOutputIntentProfile (None)
  /PDFXOutputConditionIdentifier ()
  /PDFXOutputCondition ()
  /PDFXRegistryName ()
  /PDFXTrapped /False

  /Description <<
    /CHS <FEFF4f7f75288fd94e9b8bbe5b9a521b5efa7684002000410064006f006200650020005000440046002065876863900275284e8e5c4f5e55663e793a3001901a8fc775355b5090ae4ef653d190014ee553ca901a8fc756e072797f5153d15e03300260a853ef4ee54f7f75280020004100630072006f0062006100740020548c002000410064006f00620065002000520065006100640065007200200035002e003000204ee553ca66f49ad87248672c676562535f00521b5efa768400200050004400460020658768633002>
    /CHT <FEFF4f7f752890194e9b8a2d7f6e5efa7acb7684002000410064006f006200650020005000440046002065874ef69069752865bc87a25e55986f793a3001901a904e96fb5b5090f54ef650b390014ee553ca57287db2969b7db28def4e0a767c5e03300260a853ef4ee54f7f75280020004100630072006f0062006100740020548c002000410064006f00620065002000520065006100640065007200200035002e003000204ee553ca66f49ad87248672c4f86958b555f5df25efa7acb76840020005000440046002065874ef63002>
    /DAN <>
    /ESP <>
    /FRA <>
    /ITA <>
    /JPN <>
    /KOR <FEFFc7740020c124c815c7440020c0acc6a9d558c5ec0020d654ba740020d45cc2dc002c0020c804c7900020ba54c77c002c0020c778d130b137c5d00020ac00c7a50020c801d569d55c002000410064006f0062006500200050004400460020bb38c11cb97c0020c791c131d569b2c8b2e4002e0020c774b807ac8c0020c791c131b41c00200050004400460020bb38c11cb2940020004100630072006f0062006100740020bc0f002000410064006f00620065002000520065006100640065007200200035002e00300020c774c0c1c5d0c11c0020c5f40020c2180020c788c2b5b2c8b2e4002e>
    /NLD (Gebruik deze instellingen om Adobe PDF-documenten te maken die zijn geoptimaliseerd voor weergave op een beeldscherm, e-mail en internet. De gemaakte PDF-documenten kunnen worden geopend met Acrobat en Adobe Reader 5.0 en hoger.)
    /NOR <>
    /PTB <>
    /SUO <>
    /SVE <>
    /ENU (Use these settings to create Adobe PDF documents best suited for on-screen display, e-mail, and the Internet.  Created PDF documents can be opened with Acrobat and Adobe Reader 5.0 and later.)
    /DEU <FEFF004a006f0062006f007000740069006f006e007300200066006f00720020004100630072006f006200610074002000440069007300740069006c006c0065007200200037000d00500072006f006400750063006500730020005000440046002000660069006c0065007300200077006800690063006800200061007200650020007500730065006400200066006f00720020006f006e006c0069006e0065002e000d0028006300290020003200300031003000200053007000720069006e006700650072002d005600650072006c0061006700200047006d006200480020>
  >>
  /Namespace [
    (Adobe)
    (Common)
    (1.0)
  ]
  /OtherNamespaces [
    <<
      /AsReaderSpreads false
      /CropImagesToFrames true
      /ErrorControl /WarnAndContinue
      /FlattenerIgnoreSpreadOverrides false
      /IncludeGuidesGrids false
      /IncludeNonPrinting false
      /IncludeSlug false
      /Namespace [
        (Adobe)
        (InDesign)
        (4.0)
      ]
      /OmitPlacedBitmaps false
      /OmitPlacedEPS false
      /OmitPlacedPDF false
      /SimulateOverprint /Legacy
    >>
    <<
      /AddBleedMarks false
      /AddColorBars false
      /AddCropMarks false
      /AddPageInfo false
      /AddRegMarks false
      /ConvertColors /ConvertToRGB
      /DestinationProfileName (sRGB IEC61966-2.1)
      /DestinationProfileSelector /UseName
      /Downsample16BitImages true
      /FlattenerPreset <<
        /PresetSelector /MediumResolution
      >>
      /FormElements false
      /GenerateStructure false
      /IncludeBookmarks false
      /IncludeHyperlinks false
      /IncludeInteractive false
      /IncludeLayers false
      /IncludeProfiles true
      /MultimediaHandling /UseObjectSettings
      /Namespace [
        (Adobe)
        (CreativeSuite)
        (2.0)
      ]
      /PDFXOutputIntentProfileSelector /NA
      /PreserveEditing false
      /UntaggedCMYKHandling /UseDocumentProfile
      /UntaggedRGBHandling /UseDocumentProfile
      /UseDocumentBleed false
    >>
  ]
>> setdistillerparams
<<
  /HWResolution [2400 2400]
  /PageSize [595.276 841.890]
>> setpagedevice




