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Foreword 

Cryptography applied to elections holds the promise of being: 

• A critical step in a centuries-long and hard-fought struggle for voting rights. 
• An end to disputed elections justifying power grabs and the erosion of  

democracy. 
• A stop to a legacy of profit from bungled technology and outmoded analysis. 
• A potential reversal of declining voter confidence. 
• A breakthrough that for the first time lets voters verify that their own votes 

are counted. 
• A scalable system for secret ballot elections with transparent integrity. 
• A technology capable of taking democracy to new levels. 

If you are interested in this challenging problem—a problem that even school chil-
dren can understand but that is made harder than traditional computer security by 
requirements for public verifiability and ballot secrecy—then this volume is for you. 
Just as cryptography can keep messages secure for senders no matter the routing to the 
destination, in principle it can keep votes secure for voters, from vote casting all the 
way through to inclusion of votes in the final tally. The challenge addressed here is to 
find practical means suitable for actual elections. 

In 2001, Ron Rivest and myself invited all those we could find who had published 
more than one academic paper on voting security to a “Workshop On Trustworthy 
Elections.” Almost all of them attended. This first workshop on the subject took place 
in a room built nearly a century earlier to house, fittingly, technology for the first 
public global radio communication system. A remarkable consensus emerged during 
the discussion session on the last day, the conclusion that cryptography holds real 
promise to improve elections and a decision to explore it further. 

A series of WOTE workshops ensued, sometimes under names adapted to sponsor-
ing organizations, and ultimately resulting in an annual event sponsored by its own 
international association—the International Association for Voting Systems Sciences. 
In addition to this open series of conferences, there was also a week-long invitation-
only workshop in 2007. 

This volume represents, for each of these meetings, papers selected by a key mem-
ber of the respective Program Committee serving as an invited editor. The volume 
aims to be comprehensive as far as the flavor and scope of the field and to bring to-
gether important but previously unpublished works. It should prove a valuable re-
source for those curious about, entering, or seeking a deeper understanding of this 
extraordinarily important and open-ended new field. 

 
February 2010 David Chaum 
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