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Abstract. This paper presents Virtage, Hitachi’s virtualization technology,
which enables logical partitioning of server platforms. Logical partitioning ar-
chitecture brings two benefits to this virtualization technology, one is hardware
transparency and another is better performance.

We first describe its key feature: hardware transparency. With the advantage
of hardware transparency for logical servers, it is possible to provide the same
guest Operating System (OS) interface from both physical servers (non-
virtualized servers) and logical servers. Virtage is hypervisor-type virtualiza-
tion, and therefore has a natural performance advantage over host-emulation
virtualization offerings because guest OSs can be simply and directly executed
on the virtualized environment without host intervention.

Then we demonstrate this lower overhead for CPU and I/O with perform-
ance experiments and explain how Virtage brings mainframe-class virtualiza-
tion to blade servers. In this paper we study the factors of virtualization
overhead for CPU and I/O by using original event monitoring tool that can get
hypervisor-event information.

Keywords: virtualization technology; Virtage; server; pass-through method;
hardware transparency; benchmark; scalability.

1 Introduction

Recent developments in server hardware technology have resulted in increased num-
bers of CPU cores and the need to install greater memory capacity on each server,
thereby making it harder to efficiently utilize the full performance of a server with a
single Operating System (OS). This problem can be resolved through server virtual-
ization technology, which allows one server to run multiple applications on top of
independent OSs. Currently, server virtualization technology is mainly used for server
migration from old and low performance systems to new high performance hardware.
It is important to have high performance, high availability and easy system manage-
ment for server consolidation.

Virtage is the new server virtualization technology available on Hitachi's Blade-
Symphony servers. Virtage implements a logical partitioning system, which presents
the physical server hardware configuration to logical servers without abstraction of
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the hardware configuration. This is a unique virtualization feature. By using this logi-
cal partitioning system, Virtage users can utilize high availability cluster systems or
database systems.

The purpose of this paper is to introduce Virtage and this new approach of server
virtualization technology. It is suitable for a wide range of business and research ap-
plications. We discuss the design aspects of Virtage and its advantages. In the rest of
the paper, we describe the key features of Virtage with some examples of system
implementation and operations management. We also present some experimental
results of Virtage performance.

2 Design Policy

For blade servers—which are often employed in businesses' mission-critical sys-
tems—running a virtualized environment, it is desirable to maintain support for high-
availability and high-operability systems in order to secure the same high reliability
and operational efficiency as physical servers.

Research was carried out in the field of mainframe computing systems in the 1970s
in pursuit of higher performance in virtual machines [2], [3]. Even today, products
based on logical partitioning are heavily used in mainframe computing systems.

Our development goal is a server product intended for mission-critical systems,
which requires a virtualization system suitable for this kind of usage profile. For this
reason, Virtage adopts the logical partitioning method.

Virtage has been designed to provide "hardware transparency” for logical servers.
It provides the same guest OS interface for both logical servers and physical servers.
The logical partitioning of systems provides the following benefits:

— The same file system can be used in both the virtual and the physical server en-
vironment. (e.g. NTES, EXT3, etc.) With this Virtage feature, a system disk
which was deployed in a virtual environment can also be used in a physical
environment.

— Both a CPU dedicated mode and a CPU shared mode are available. The CPU ser-
vice ratio can be assigned in units of one percent when using CPU shared mode.

— Less performance overhead caused by the virtualization control.

— In a logical server environment, I/O intensive application software works nor-
mally, just as it works on a physical server. Examples are storage management
software and cluster control software of hot-standby systems.

In the logical server environment of Virtage, any application software can work nor-
mally, because a guest OS and its applications can access I/O devices in the same way
they would access the physical server’s hardware interface.

2.1 Hardware Transparency

In this section, we discuss hardware transparency, which is a distinctive characteristic
of Virtage. Here, hardware transparency is defined according to the two conditions
specified below. We will examine what benefit is delivered by hardware transparency
when these two conditions are satisfied.
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1. All /O commands issued by the guest OSs (OSs on virtual computers) and their
responses must be identical to those on a physical server.

2. The format of the disk used by the guest OSs must be identical to that of a physical
server.

If the process executed by a guest OS on the disk is just a simple read/write, condition
1 does not necessarily need to be satisfied. In general, neither condition 1 nor condi-
tion 2 is satisfied with other virtualization software. However, in order to return cor-
rect responses to the execution of control-related commands issued by cluster control
software etc., condition 1 should be satisfied. To put it another way, when this condi-
tion is met, a cluster of linked logical servers can be structured without special
restrictions.

Meanwhile, two advantages are obtained when condition 2 is met. One advantage
is that, because the file system can be accessed directly, the system can be accessed
from a backup server that does not support virtualization. This makes it possible to
adopt the so-called LAN-free backup configuration, in which the incremental change
data of the disk used by the guest OSs is backed up, file by file, via SAN, without
going over the LAN.

The other advantage arises from the ability to write data from the guest OSs to the
disk unit securely. In general, virtualization software often adopts a virtualized file
system as the disk unit's recording format. In this case, it is common to prepare a disk
cache in the server’s memory. If the virtualization software has a disk cache, data is
likely to be retained in the cache for a certain period of time after a data-write-
completion-response has been returned, even when the guest OSs execute a raw write
(intending to record data securely on a physical disk). Such caching means that the
system cannot maintain the journal files necessary to preserve the reliability of trans-
action monitors and database software. Some virtualization software does have raw
write capability: a guest OS can write data directly into disk units, bypassing the vir-
tualized file system. However, to use this capability, users have to consider which
volumes must be configured with virtualized file systems and which volumes must be
configured with normal file systems. This adds to the complexity of configuring
production systems.

2.2 Comparison of I/0 Virtualization Methods

There are two typical I/O virtualization methods. One is the pass-through method and
the other is the hypervisor emulation method, which is often used in other virtualiza-
tion software. The pass-through method is desirable in order to achieve hardware
transparency.

e Pass-through method

The pass-through method is a technique that does not need the intervention of the
hypervisor when a guest OS activates and executes an I/O operation.

The DMA address set up by the guest OS on the I/O device is a virtualized
memory address. Therefore, if the I/O device executes data transfer as is, the data
will be transferred to the wrong memory location. To prevent this error without
the intervention of the hypervisor, hardware assistance is required.
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e Hypervisor emulation method

The hypervisor emulation method is a virtualization technique that executes ad-
dress translation for DMA transfer by guest OSs by means of emulation, using hy-
pervisor traps at the time of I/O activation.

Fig. 1 shows conceptual diagrams of the two virtualization methods, and Table 1
compares their functional features.

physical server physical server
Log.Sv. 1| | Log.Sv.2 Log.Sv n Log.Sv. 1| |Log.Sv. 2 Log.Sv. 3
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Fig. 1. Structure of I/O virtualization methods

Table 1. Comparison of I/O virtualization methods

Pass-through Method Hypervisor Emulation Method
VO performance G Hi gh performan.ce N Large overhea}d
by direct execution due to emulation

Clustering for hot standby Hard to gain right

Hardware transparency | G system is available N response for control accesses
. LAN free backup/ Virtual file system prevents
File system transparency | G |pBMS use available N |common system use
Disk virtualization N [not supported G Virtual Machine migration

available

G: Good, N: Not good

On the basis of the comparison in Table 1, we decided to adopt the pass-through
method for virtualization on the BladeSymphony BS1000 servers, which is aimed at
businesses' mission-critical systems.

As discussed above, hardware assistance is needed to implement pass-through I/0.
We developed a unique I/O virtualization assist mechanism to implement this hard-
ware assistance. Thus, we have succeeded in creating a practical pass-through
method.
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3 Performance Experiments

In a real-life virtualized environment, some virtualization control overhead cannot be
ignored, such as emulation processing. We have made a performance experiments
with Virtage. It is a system-level test with a 3-tier application program running on
several logical servers (LPARs) on a physical server in order to investigate the scal-
ability of this workload.

In this test, we used a typical ERP workload model, Sell from Stock load Scenario,
for the system test because it is CPU and memory intensive and uses substantial
amounts of network traffic and disk I/O.

Fig. 2 shows the test environment used. The system used for the experiments con-
sisted of application servers on logical servers (one application server per LPAR), a
database server on a separate physical server, and external test drivers connected to
the application servers.

Drivers:
Generate transactions

LAN ee=tmeee, ':

Physical Server Configuration for AP Servers

: virtual switch
v CPU : Intel® X5460 (3.16GHz)
‘ ‘ K ‘ 2 sockets (total 8 CPU cores)
B Memory : 32GB
PYYY Guest OS : Microsoft® Windows® Server 2003
4 R2 SP2(x64)

DB server -
(physical Physical server Grnnnnn Processing sequence of

server) for AP server LPARs as each transaction

AP server

Fig. 2. 3-tier (database server, application servers, and the drivers) application program model
and the environment

We evaluated three levels of transaction workloads; heavy, middle, and light with
60%, 40%, and 20% of CPU utilization in the system respectively. The performance
is given by measuring the response time of the transactions with these workloads. The
test server has eight physical CPU cores. In the test, we used four, six, and eight logi-
cal servers (LPARSs) as application servers, and each application server had two vir-
tual CPUs. Therefore, a maximum of 16 virtual CPUs is running in this test.

In the case of four running application servers, the number of virtual CPU cores
equals the number of physical CPU cores. However, with six and eight application
servers, the number of virtual CPU cores exceeds the number of physical CPU cores.
We call this processor over-commitment. This ERP workload test is designed to be
completed with a two second response time for practical use.

Fig. 3 shows that this condition can be satisfied in the cases of four and six logical
servers (LPARs) running simultaneously in one physical server for all levels of trans-
actions. On the other hand, in the test with eight logical servers, this condition is satis-
fied only for the middle and light transaction workloads.
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Fig. 4. Practical workload of each transaction case

We can easily understand above phenomenon if we have the graph which plots
practical consumed physical CPU cores. Fig. 4 shows numbers of CPU cores that
consumed in each case, heavy, middle and light. It shows that only one case exceeds
numbers of existing “physical CPU cores” that is 8 and Fig. 3 shows that only this
case exceeds the response time limitation. In other words, if numbers of consumed
CPU core is less than numbers of existing physical CPU cores, the system achieves
enough quick response time.

Therefore, relatively good performance with processor over-commitment is shown
for light and middle transaction workloads. Only the heavy transaction workload with
eight logical servers cannot achieve the desired performance. We are investigating
whether this is due to a performance limitation of this test model (that is, an applica-
tion limitation) or whether it is due to virtualization overhead.

4 Performance Overhead Analisys

"CPU performance overhead" in server virtualization is the additional processing time
which does not exist on physical server processing. From viewpoints of instruction
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execution time, some hypervisor instruction streams are inserted in the application
and OS instruction stream in virtualization environment. The performance overhead
is the additional time to execute the inserted hypervisor instruction streams.

Examples of causes of the inserted hypervisor instruction streams are as follows.

— Critical resource accessing : If guest OSs access critical resources like control
registers or I/O registers for MMIO operations, the hypervisor has to emulate
the resources.

— Page fault occurrence : If page fault is occurred on guest OSs, the hypervisor
has to maintain memory management tables like page table or TLB.

— Interrupt from hardware : If external interruptions are occurred on the hardware,
hypervisor has to emulate another interruption for specified guest OS.

It is useful to measure the frequency and execution time to detect the cause of per-
formance overhead and think out the measures, because the frequency of those hyper-
visor events depends on the characteristic of the executions of application programs.

We developed the event counter and the event tracer functions as a performance
monitor and put them into the hypervisor. The event counter counts the hypervisor
events and sum up their execution time respectively. The event tracer records the
hypervisor events in sequence.

We measured the virtualization overhead factors using Virtage performance moni-
tor in former ERP workload. The Intel® X5460 platform, Virtage uses SPT(Shadow
Page Tables) method for guest to host address translation. The overhead is relatively
high because the hypervisor execution is needed for address translation. Concretely
hypervisor set the guest to host translation to SPT at Page fault and invalidate it at CR
access which is issue by OS at guest process switch.

The Intel® X5570 platform, Virtage uses EPT(Extended Page Tables) method for
guest to host address translation. In EPT method the address translation is executed by
hardware and hypervisor execution is not needed. The overhead is 76.6% less than the
one in SPT method.

Table 2. Result of performance monitoring

Factor of VMexit Groupin_g SPT method| EPT method

PF REASON INST EMULATIONMMIO 0053 0000
mmioCacheEmulation MMIO 0000 0000,
External interrupt Interrupt 0033 0054
Interrupt window Interrupt 0 003 0001
GPUID Instruction Emulation| 0000 0000
IMOV DR Instruction Emulation| 0000 0000,
1/0 instruction ACPI timer 0002 0002,
RDMSR Instruction Emulation| 0000 0000,
WRMSR Instruction Emulation| 0000 0000
TPR below threshold Interrupt 0003 0 003]
APIC(EQD Interrupt 0017 0033
APIC(other) Interrupt 0090 0088|
vmexitEptViol COST MMIO 0000 0052
HLT(host) Halt 0009 0001
PF REASON SPT UPDATE Page Fault 0482 0000
CR access CR access 0306 0000,
INVLPG MMU 0001 0000
PF REASON GUEST PF MMU 0001 0000
Total 10 0234
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Table 2 shows the result of the performance monitoring for ERP workload bench-
mark, and Fig. 5 shows performance overhead analysis results between SPT method
and EPT method in the workload case.

100 %
MMIO 5.3 % Y others 0.4 %

interruption 14.6 %

HALT",
Pagefault 48.2% | 0-9%

others 0.3 %

N23.4%
MMIO 5.2 %

CR access 30.6 %
interruption 17.9 %

(a) SPT Method (b) EPT Method

Fig. 5. Performance overhead analysis

It shows that the principal cause of overhead by SPT method is Page Fault and CR
access. Page Fault occurs when the address required by running program is not
mapped to the physical address. In virtualization environment, a hypervisor translates
the address that required by guest program to the physical address on the host side
and registers the translation information into SPT when Page Fault occurs. As long as
the translation information exists in SPT, when the same page is accessed, processor
refers SPT and converts guest address to host physical address. Therefore, Page Fault
does not occur. The overhead depends on how often new pages access occur. In this
workload, new page access occurred with certain frequency. Consequently, it can be
seen a lot of Page Fault overhead. CR access occurs when OS switch the executing
process. With the occurrence of CR access, Hypervisor switch SPT. This cause an-
other overhead on CR access if there are many processes switches.

Here we compare it with former research for such analysis of virtualization
overhead.

Apparao[13] points out that processing cost increase 600% for context switching
when numbers of VM increase from 1 to 4, in their virtualization evaluation environ-
ment using Xen hypervisor and SPECjbb2005 workload. It also points out that rea-
sons of the large processing cost are TLB flush, page walk and cache pollution.

Our workload and virtualization software environment is different to above re-
search, but our measurement results takes on similar aspect to it from viewpoint that
the primary factor of overhead is management of context switch.

The analysis of here is from a viewpoint of hypervisor software processing, and
former research analysis is based on hardware processing factor. That is, the cause of
“page fault” and “CR access” in fig. 5 is context switch. Hypervisor makes another
SPT for new context, and it changes current page table contents for new SPT, and
after that TLB is flushed. Along with execution of new context, page walk process is
configured by hardware.
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Page fault overhead time measured in fig. 5 includes these particular actions on
hypervisor. Similarly CR access on guest OS needs particular actions made by hyper-
visor. Guest OS accesses logical CR to dispatch new process, hypervisor traps it and
emulates for physical CR access with validity check.

EPT method has a feature that processor is able to translate from guest address to
host address directly. It is not necessary SPT management. With no hypervisor inter-
vention, no overhead is achieved with EPT method. As a result, if there is a lot of SPT
update such as this workload, substantial performance improvement can be expected
with applying EPT method.

Fig. 5(b) shows overhead factors of same ERP benchmark workload when the sys-
tem uses Intel® X5570 processor. Factor of page fault and CR access are suppressed
in EPT method, those are appeared in SPT method, and only the overhead which is
related to I/O operations like MMIO or interruptions are remain.

At the result, in principle 78.8% of overhead in SPT method is suppressed because
of supporting EPT hardware (Fig.5(a)), in practice the overhead of EPT method is
smaller 76.6% than SPT method (Fig.5(b)).

This case must be treated carefully as one case, it is not applicable for all cases, but
we can understand that EPT method is extremely good control method for achieving
low performance overhead.

5 Concluding Remarks

This paper describes a new virtualization technology and presents a comparison be-
tween implementations of hardware transparency by software virtualization and
hardware-assisted virtualization. In addition, with some performance experiments, we
show that Hitachi’s virtualization technology, Virtage, has a wide range of practical
applications, from the enterprise business area to the high performance computing
area.

For achieving its performance, Virtage has performance monitor functions, and it
helps resolving much performance problems on virtualization environment.

Hardware transparency on Virtage simplifies complicated system configurations
for enterprise systems thanks to the hardware assist features for I/O control. This
cannot be achieved with pure software virtualization. The hardware transparency not
only enables low emulation overhead from the hypervisor, but it also enables efficient
virtualization control, high availability, and high operability.

We examined the performance of virtualization overheads and scalability under
different workloads within a Virtage environment. This experiment indicates that
Virtage has small virtualization overhead and relatively good performance scalability
in practical use with processor over-commitment. Virtage is ready to use for a wide
range of applications in the business and high performance computing areas.

However, since with Virtage the guest OS can directly access the hardware specifi-
cations of the physical server, it does not meet some user requirements. For example,
that a new server installed with a new chipset should be able to support the old ver-
sion of an OS running on old servers. The new server might be considered unsup-
ported hardware for the old OS.
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Our future work will be in the areas of enhancing hardware transparency and satis-

fying user needs for supporting old OSs on new servers with new chipsets. Also,
additional performance evaluation of Virtage in more realistic situations is needed.
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