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Preface 

This issue contains a special section on “Forensic Image Analysis for Crime Preven-
tion,” edited by Yan, Bouridane and Kankanhalli, containing two papers. In addition, 
the issue also contains four regular papers. The first paper by Cha and Kuo reviews 
recent development of multi-carrier code division multi-access (MC-CDMA)-based 
fingerprinting systems, presents new results on capacity, throughput, and distortion of 
a colluded media file, and points out important open research problems. To prevent 
illegal matching, Ito and Kiya propose in the second paper a phase correlation-based 
image matching in scrambled domain. The last two papers by Weir and Yan deal with 
visual cryptography. In the former, a comprehensive survey on visual cryptography is 
presented, which summarizes the latest developments, introduces the main research 
topics, and outlines directions and trends for future research. In the latter, a more 
powerful visual cryptographic scheme is proposed, in which multiple secrets are con-
sidered and a key share is generated for all the secrets. 

We hope that this issue is of great interest to the research community and will trig-
ger new research in the field of data hiding and multimedia security. Finally, we want 
to thank all the authors, reviewers, editors and special section organizers, who have 
devoted their valuable time to the success of this fifth issue. Special thanks go to 
Springer and Alfred Hofmann for their continuous support. 

 
 

April 2010 Yun Q. Shi (Editor-in-Chief) 
Hyoung-Joong Kim (Vice Editor-in-Chief) 

Stefan Katzenbeisser (Vice Editor-in-Chief) 
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Introduction to the Special Section on Forensic Image Analysis for Crime 
Prevention 

WeiQi Yan, Queen’s University Belfast, UK 
Ahmed Bouridane, Northumbria University, UK 
Mohan S. Kankanhalli, National University of Singapore, Singapore 

Digital image forensics involves performing complex analysis tasks on a large set of 
image data, which are of usually low quality, to detect useful and highly 
discriminative patterns. Pattern recognition has been suggested as a possible solution, 
and a lot of research has been devoted to the development of highly efficient systems 
for digital image forensic problems.  

This special section on “Forensic Image Analysis for Crime Prevention” aims at 
presenting some of the recent research results in the area of digital image forensics. 
The objective of this special section is to highlight some quality research efforts that 
address the challenges in the emerging area of image-based evidence for forensic 
science and crime prevention applications with a view to provide the readers 
(researchers and forensic scientists) with an overview of the state of the art in this 
field.  After several rounds of reviews, two papers were selected for publication in 
this special section.  

The first contribution introduces partial palmprint matching using invariant local 
minutiae descriptors. In forensic investigations, it is common for forensic 
investigators to obtain a photograph of evidence left at the scene of crimes to aid them 
catch the culprit(s). Although fingerprints are the most popular evidence that can be 
used, crime scene officers claim that more than 30% of the evidence recovered from 
crime scenes originates from palms. Usually, the palmprint evidence left at crime 
scenes is partial with full palmprints obtained very rarely. In particular, partial 
palmprints do not exhibit a structured shape and often do not contain a reference point 
that can be used for their alignment to achieve efficient matching. This makes 
conventional matching methods based on alignment and minutiae pairing, as used in 
fingerprint recognition, to fail in partial palmprint recognition problems. In this paper, 
a new partial-to-full palmprint recognition approach based on invariant minutiae 
descriptors is proposed where the partial palmprint's minutiae are extracted and 
considered as the distinctive and discriminating features for each palmprint image. 
This is achieved by assigning to each minutiae a feature descriptor formed using the 
values of all the orientation histograms of the minutiae at hand. This allows for the 
descriptors to be rotation invariant, thus avoiding any image alignment at the 
matching stage. The results obtained show that the proposed technique yields a 
recognition rate of 99.2%. The solution can potentially provide high confidence to 
judicial juries in their deliberations and decisions. 

The second contribution is concerned with color-based tracing in real-life 
surveillance data where variations in viewpoint, light source, background and shading 
are encountered. Tracing is a new problem in the area of surveillance video analytics 
– it is related to, but is substantially different from, tracking. Given that a suspect can 
be captured on multiple cameras distributed over time and space, tracing aims to link 
the tracked person across such multiple data collections. All these variations in 
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ambient conditions impact on the appearance of the person in the data in many ways. 
Moreover, the suspect can deliberately alter his appearance in order to avoid 
detection. To develop automated systems for analytics, methods needed are that are 
robust to all these variations. In this paper, the authors discuss what types of 
invariance can be introduced to deal with these variations. They discuss tracing 
methods that can use these invariance characteristics to deal with real-life data and 
show that tracing algorithms can obtain better results if the algorithm is made 
invariant to specific changes in the data. This empirical work is a first toward 
developing robust tracing algorithms. 

Both of the papers in this section were selected after stringent peer review and 
expert scrutiny. It represents the leading front of research in this very vital area of 
forensic image analysis. Overcoming the challenging research problems in this area 
requires a significant amount of intellectual resources, but we are very confident that 
it will attract substantial efforts in the future. In a certain sense, this special section is 
a small sampler of the exciting future of digital forensics. 
 



Table of Contents

Forensic Image Analysis for Crime Prevention

Partial Palmprint Matching Using Invariant Local Minutiae
Descriptors . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 1

Moussadek Laadjel, Ahmed Bouridane, Fatih Kurugollu,
Omar Nibouche, and WeiQi Yan

Color Based Tracing in Real-Life Surveillance Data . . . . . . . . . . . . . . . . . . . 18
Michael J. Metternich, Marcel Worring, and Arnold W.M. Smeulders

Regular Papers

Collusion-Resistant Fingerprinting Systems: Review and Recent
Results . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 34

Byung-Ho Cha and C.-C. Jay Kuo

Phase-Only Correlation Based Matching in Scrambled Domain for
Preventing Illegal Matching . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 51

Izumi Ito and Hitoshi Kiya

A Comprehensive Study of Visual Cryptography . . . . . . . . . . . . . . . . . . . . . 70
Jonathan Weir and WeiQi Yan

Secure Masks for Visual Cryptography . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 106
Jonathan Weir and WeiQi Yan

Author Index . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 129



<<
  /ASCII85EncodePages false
  /AllowTransparency false
  /AutoPositionEPSFiles true
  /AutoRotatePages /None
  /Binding /Left
  /CalGrayProfile (Gray Gamma 2.2)
  /CalRGBProfile (sRGB IEC61966-2.1)
  /CalCMYKProfile (ISO Coated v2 300% \050ECI\051)
  /sRGBProfile (sRGB IEC61966-2.1)
  /CannotEmbedFontPolicy /Error
  /CompatibilityLevel 1.3
  /CompressObjects /Off
  /CompressPages true
  /ConvertImagesToIndexed true
  /PassThroughJPEGImages true
  /CreateJDFFile false
  /CreateJobTicket false
  /DefaultRenderingIntent /Perceptual
  /DetectBlends true
  /DetectCurves 0.1000
  /ColorConversionStrategy /sRGB
  /DoThumbnails true
  /EmbedAllFonts true
  /EmbedOpenType false
  /ParseICCProfilesInComments true
  /EmbedJobOptions true
  /DSCReportingLevel 0
  /EmitDSCWarnings false
  /EndPage -1
  /ImageMemory 1048576
  /LockDistillerParams true
  /MaxSubsetPct 100
  /Optimize true
  /OPM 1
  /ParseDSCComments true
  /ParseDSCCommentsForDocInfo true
  /PreserveCopyPage true
  /PreserveDICMYKValues true
  /PreserveEPSInfo true
  /PreserveFlatness true
  /PreserveHalftoneInfo false
  /PreserveOPIComments false
  /PreserveOverprintSettings true
  /StartPage 1
  /SubsetFonts false
  /TransferFunctionInfo /Apply
  /UCRandBGInfo /Preserve
  /UsePrologue false
  /ColorSettingsFile ()
  /AlwaysEmbed [ true
  ]
  /NeverEmbed [ true
  ]
  /AntiAliasColorImages false
  /CropColorImages true
  /ColorImageMinResolution 150
  /ColorImageMinResolutionPolicy /Warning
  /DownsampleColorImages true
  /ColorImageDownsampleType /Bicubic
  /ColorImageResolution 150
  /ColorImageDepth -1
  /ColorImageMinDownsampleDepth 1
  /ColorImageDownsampleThreshold 1.50000
  /EncodeColorImages true
  /ColorImageFilter /DCTEncode
  /AutoFilterColorImages true
  /ColorImageAutoFilterStrategy /JPEG
  /ColorACSImageDict <<
    /QFactor 0.76
    /HSamples [2 1 1 2] /VSamples [2 1 1 2]
  >>
  /ColorImageDict <<
    /QFactor 0.76
    /HSamples [2 1 1 2] /VSamples [2 1 1 2]
  >>
  /JPEG2000ColorACSImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 15
  >>
  /JPEG2000ColorImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 15
  >>
  /AntiAliasGrayImages false
  /CropGrayImages true
  /GrayImageMinResolution 150
  /GrayImageMinResolutionPolicy /Warning
  /DownsampleGrayImages true
  /GrayImageDownsampleType /Bicubic
  /GrayImageResolution 150
  /GrayImageDepth -1
  /GrayImageMinDownsampleDepth 2
  /GrayImageDownsampleThreshold 1.50000
  /EncodeGrayImages true
  /GrayImageFilter /DCTEncode
  /AutoFilterGrayImages true
  /GrayImageAutoFilterStrategy /JPEG
  /GrayACSImageDict <<
    /QFactor 0.76
    /HSamples [2 1 1 2] /VSamples [2 1 1 2]
  >>
  /GrayImageDict <<
    /QFactor 0.76
    /HSamples [2 1 1 2] /VSamples [2 1 1 2]
  >>
  /JPEG2000GrayACSImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 15
  >>
  /JPEG2000GrayImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 15
  >>
  /AntiAliasMonoImages false
  /CropMonoImages true
  /MonoImageMinResolution 600
  /MonoImageMinResolutionPolicy /Warning
  /DownsampleMonoImages true
  /MonoImageDownsampleType /Bicubic
  /MonoImageResolution 600
  /MonoImageDepth -1
  /MonoImageDownsampleThreshold 1.50000
  /EncodeMonoImages true
  /MonoImageFilter /CCITTFaxEncode
  /MonoImageDict <<
    /K -1
  >>
  /AllowPSXObjects false
  /CheckCompliance [
    /None
  ]
  /PDFX1aCheck false
  /PDFX3Check false
  /PDFXCompliantPDFOnly false
  /PDFXNoTrimBoxError true
  /PDFXTrimBoxToMediaBoxOffset [
    0.00000
    0.00000
    0.00000
    0.00000
  ]
  /PDFXSetBleedBoxToMediaBox true
  /PDFXBleedBoxToTrimBoxOffset [
    0.00000
    0.00000
    0.00000
    0.00000
  ]
  /PDFXOutputIntentProfile (None)
  /PDFXOutputConditionIdentifier ()
  /PDFXOutputCondition ()
  /PDFXRegistryName ()
  /PDFXTrapped /False

  /Description <<
    /CHS <FEFF4f7f75288fd94e9b8bbe5b9a521b5efa7684002000410064006f006200650020005000440046002065876863900275284e8e55464e1a65876863768467e5770b548c62535370300260a853ef4ee54f7f75280020004100630072006f0062006100740020548c002000410064006f00620065002000520065006100640065007200200035002e003000204ee553ca66f49ad87248672c676562535f00521b5efa768400200050004400460020658768633002>
    /CHT <FEFF4f7f752890194e9b8a2d7f6e5efa7acb7684002000410064006f006200650020005000440046002065874ef69069752865bc666e901a554652d965874ef6768467e5770b548c52175370300260a853ef4ee54f7f75280020004100630072006f0062006100740020548c002000410064006f00620065002000520065006100640065007200200035002e003000204ee553ca66f49ad87248672c4f86958b555f5df25efa7acb76840020005000440046002065874ef63002>
    /DAN <>
    /DEU <>
    /ESP <>
    /FRA <>
    /ITA (Utilizzare queste impostazioni per creare documenti Adobe PDF adatti per visualizzare e stampare documenti aziendali in modo affidabile. I documenti PDF creati possono essere aperti con Acrobat e Adobe Reader 5.0 e versioni successive.)
    /JPN <>
    /KOR <FEFFc7740020c124c815c7440020c0acc6a9d558c5ec0020be44c988b2c8c2a40020bb38c11cb97c0020c548c815c801c73cb85c0020bcf4ace00020c778c1c4d558b2940020b3700020ac00c7a50020c801d569d55c002000410064006f0062006500200050004400460020bb38c11cb97c0020c791c131d569b2c8b2e4002e0020c774b807ac8c0020c791c131b41c00200050004400460020bb38c11cb2940020004100630072006f0062006100740020bc0f002000410064006f00620065002000520065006100640065007200200035002e00300020c774c0c1c5d0c11c0020c5f40020c2180020c788c2b5b2c8b2e4002e>
    /NLD (Gebruik deze instellingen om Adobe PDF-documenten te maken waarmee zakelijke documenten betrouwbaar kunnen worden weergegeven en afgedrukt. De gemaakte PDF-documenten kunnen worden geopend met Acrobat en Adobe Reader 5.0 en hoger.)
    /NOR <>
    /PTB <>
    /SUO <>
    /SVE <>
    /ENU <>
  >>
>> setdistillerparams
<<
  /HWResolution [2400 2400]
  /PageSize [595.276 841.890]
>> setpagedevice




