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Abstract

A recent work by Nuida and Hanaoka (in ICITS 2009) provided a proof technique for security of
information-theoretically secure cryptographic schemes in which the random input tape is implemented
by a pseudorandom generator (PRG). In this paper, we revisit their proof technique and generalize
it by introducing some trade-off factor, which involves the original proof technique as a special case
and provides a room of improvement of the preceding result. Secondly, we consider two issues of the
preceding result; one is the requirement of some hardness assumption in their proof; another is the gap
between non-uniform and uniform computational models appearing when transferring from the exact
security formulation adopted in the preceding result to the usual asymptotic security. We point out
that these two issues can be resolved by using a PRG proposed by Impagliazzo, Nisan and Wigderson
(in STOC 1994) against memory-bounded distinguishers, instead of usual PRGs against time-bounded
distinguishers. We also give a precise formulation of a computational model explained by Impagliazzo et
al., and by using this, perform a numerical comparison showing that, despite the significant advantage of
removing hardness assumptions, our result is still better than, or at least competitive to, the preceding
result from quantitative viewpoints. The results of this paper would suggest a new motivation to use
PRGs against distinguishers with computational constraints other than time complexity in practical
situations rather than just theoretical works.

Keywords: Information-theoretic security, pseudorandomization, unconditional security, Impagliazzo—
Nisan-Wigderson pseudorandom generator

1 Introduction

1.1 Background and preceding works

In practical uses of cryptographic schemes, pseudorandom generators (PRGs) are usually applied to efficiently
“stretch” short (truly) random bits to much longer pseudorandom sequences used in the schemes. From
the viewpoint of provable security, it is reasonable to combine computationally indistinguishable PRGs to
computationally secure cryptographic schemes. In contrast, when the cryptographic schemes under discussion
have information-theoretic security, i.e., security against adversaries with unbounded computational powers
is considered, a straightforward application of PRGs to such schemes seems problematic, as there exist
no (non-trivial) PRGs whose proof of indistinguishability requires no constraints on computational powers
of distinguishers. This problem might be a hurdle when one wants to rigorously implement information-
theoretically secure cryptographic schemes in practical applications.

Recently, Nuida and Hanaoka [11, 12] invented a proof technique for combinations of PRGs with a certain
kind of information-theoretically secure schemes, which enabled us to prove that the differences of attack
success probabilities for the scheme in random case (i.e., when truly random bits are used in the scheme) and
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in pseudorandom case (i.e., when the output of a PRG is used in the scheme instead) are bounded without
computational constraints on the adversary’s attack algorithm. Their provable bound depends not only on
the strength of indistinguishability of the PRG, but also on the size of the input set for the adversary’s attack
algorithm (which is determined by the formulation of a security notion under consideration); the larger the
adversary’s input set is, the worse the resulting bound will be. Therefore, the adversary’s input set should
be significantly small to make the bound effective, which is a somewhat considerable restriction for types of
the cryptographic schemes. (Another proof technique was presented in an earlier work of Dubrov and Ishai
[3], but the restriction for the cryptographic schemes in their argument seems much more severe than that
in [11, 12]; see Section 2.3 for a detailed discussion.)

On the other hand, it is mentioned in [12] that their proof technique still requires some hardness assump-
tion, despite that the computational constraints on the adversary’s attack algorithms for the cryptographic
schemes have been removed. For example, the numerical example in [11] used a certain PRG given in [4],
whose proof of indistinguishability is based on the DDH assumption (in addition to certain constraints on
computational times of distinguishers). As such a hardness assumption may be compromised due to time
passage (in contrast to the information-theoretic security of the original cryptographic scheme), this also
becomes a disadvantage from the viewpoint of long-term security. To the author’s best knowledge, there are
no preceding works that discuss the problem.

1.2 Owur contributions, and organization of the paper

In order to investigate the restriction for the proof technique of Nuida and Hanaoka [11, 12] mentioned
above, in Section 2 we give another proof technique for the security of pseudorandomization of information-
theoretically secure cryptographic schemes. Recall that the size of the adversary’s input set was a crucial
factor in the result of [11, 12]. Intuitively, our argument interprets the size of the adversary’s input set as
“the number of components in the partition of the adversary’s input set into subsets consisting of a single
element”, and our proof technique generalizes the shapes of the partition in order to reduce the number
of the components. In fact, the bound derived in [11, 12] also depends on the computational complexity
of certain “imaginary distinguishers” (involving the original cryptographic scheme as a part) introduced in
the proof, and our generalization actually introduces a trade-off between the number of components in the
partition and the complexity of the imaginary distinguishers. We also introduce another generalizing factor,
i.e., approximability of the adversary’s attack algorithms by probabilistic ensembles of relatively simpler
algorithms. A detailed study on the matter of the approximability is left as a future research topic.

For the other issue of [11, 12] on the requirement of hardness assumptions, we notice that there exist
PRGs whose indistinguishability against distinguishers with constraints on computational complexity of
some types other than time complexity is provable without any hardness assumption and that, by using such
a PRG instead of those used in [11, 12], the requirement of hardness assumptions in [11, 12] can be removed.
An example of such PRGs is the one given by Impagliazzo, Nisan and Wigderson [6] (henceforth called INW
PRG@), with constraints on the distinguishers specified in terms of memory complexity. Moreover, we point
out another issue of the argument in [11, 12] using PRGs against time-bounded distinguishers. Namely, the
argument in [11, 12] is based on the exact security formulation (e.g., (T, €)-security), while the standard
security formulation for such PRGs is asymptotic security, as a convincing verification of the underlying
hardness assumption in terms of time complexity in exact security formulation is very difficult. Now if we
want to convert the argument in terms of exact security into that in terms of asymptotic security, then we
will face a gap between non-uniform and uniform models of computation (such as ones recently discussed by
Koblitz and Menezes [7]). This issue is also resolved by using e.g., INW PRGs, as the exact security of the
PRG can be rigorously evaluated (without any hardness assumption). A more detailed discussion (including
a relation to some PRGs against constant-size circuits proposed in [3]) will be given in Section 3.

For the sake of quantitative evaluation of the indistinguishability, in Section 4 we give a precise formulation
of a computational model which suits the structure of INW PRGs. In fact the idea of the model was
already explained in [6] without a precise formulation; we establish a mathematically rigorous model that
enables us to perform a detailed quantitative evaluation. Intuitively, this model interprets a computation
process using a random input tape as a “bucket-brigade” played by the cells of the random tape, where an



intermediate computation result stored in the memory is delivered from a currently accessed cell to the next
cell. The model is thus described in terms of multi-party protocols; for the purpose, we also summarize
a mathematical formulation of multi-party protocols. We emphasize that, although in the computational
model each algorithm is expressed as a multi-party protocol, it does not mean that the cryptographic scheme
itself should be a multi-party protocol. (When the cryptographic scheme under consideration is a multi-
party protocol, it has also to be concerned who should execute the PRG and how to securely and efficiently
distribute the PRG’s outputs to players of the protocol in the presence of computationally unbounded
adversary. However, this issue need not be concerned when the whole of the PRG’s output is used by a
single player; for instance, fingerprint code [2] studied in our numerical example below satisfies the condition.)

In Section 5, we summarize a construction of INW PRGs given in [6]. We also show some properties of
INW PRGs, a part of which improves slightly the counterpart in [6]. Section 6 gives an evaluation of the
seed lengths of INW PRGs combined with information-theoretically secure cryptographic schemes according
to our proof technique. By Theorem 4 below, the seed length l/g is asymptotically estimated as

v ~ 3(1ogy 1)? + 2Nyead logy | M| logy pu + 2logy(n/e) logy 1 (1, | M| — 00), (1)

where 1 denotes the original bit length of the random input, M denotes the set of the possible memory state
used by the imaginary distinguishers mentioned above (hence log, |M| means the bit length of the memory),
Nieaq means that each cell of the random tape is accessed at most Nyeaq times during the computation,
n denotes the number of components in the partition of the adversary’s input set mentioned above, and ¢
denotes the desired bound for the differences of attack success probabilities for the cryptographic scheme
in random and pseudorandom cases. Finally, in Section 7 we provide a numerical example in the same
setting for the cryptographic scheme as the example in [11]. This example shows that the performance of
our technique in reducing the required random bits is better than, or at least competitive to, the one in [11],
despite the removal of hardness assumptions which are required by the argument in [11].

2 Our proposed proof technique

In this section we describe, by using a toy example, our proposed proof technique to prove information-
theoretic security of a scheme in which some random objects are constructed by using a pseudorandom
generator (PRG). We emphasize that the indistinguishability of any PRG (except trivial ones) requires
computational constraints on the distinguishers, while we are concerning the cases of adversaries without
computational constraints (which is the targeted situation of information-theoretic security), therefore our
proof technique is never trivial. We also notice that our technique is an improvement of the one proposed
by Nuida and Hanaoka [11, 12], as mentioned in Section 2.3.

2.1 Notations and terminology

Here we summarize some notations and terminology used below. For each probabilistic algorithm A, let
dom(A) denote the set of inputs for A for which A halts within finite time, and let ran(A) be the output set
of A. Let Fa denote the probabilistic function dom(A) — ran(A) realized by the algorithm A.

Each probabilistic function f: X — Y, with X and Y being both finite sets, is in one-to-one correspon-
dence to a matrix p(f) = (p(f)y.«)zex,yey defined by

p(f)yw = Pr(f(z) =yl foreveryz € X,y €Y . 2)

Now for a collection (f;)¢_, of probabilistic functions X — Y and a probability distribution (p;){_, on the
index set {1,2,...,¢} (i.e.,0 < p; < 1 for every i and Zle p; = 1), we define Zle pi.fi to be the probabilistic
function X — Y corresponding to the matrix (Zle Dip(fi)y,z)zex,yey, namely, the value (Elepifi)(x)
for x € X is determined by first choosing f;, according to the probability distribution (p;){_, and secondly
calculating f;,(z). Such a function Zle pifi is called a probabilistic ensemble of the functions f;.



For two probabilistic functions f,g: X — Y, we define the distance d(f,g) between f and g by

df.9) = max |p(fye—p(@yal - (3)

Then for two sets C,C’ of probabilistic functions X — Y, we define

r(C,C") ;== sup inf d(f,g) . (4)
fec 9€c’

Intuitively, the quantity 7(C,C’) measures the approximation error of each member of C approximated by a
suitably chosen member of C’. Note that we have r(C,C') =01if C C C’.

2.2 Illustrating example

Here we explain our proposed proof technique to prove information-theoretic security for a pseudorandomized
scheme, by applying it to an example of a typical situation for security evaluation. We consider the following
kind of security game associated to a certain security notion for a cryptographic scheme. Although the
following argument looks like a toy example, the proof technique itself can be applied to more general and
various situations.

The security game is described as follows. First, a protocol II runs to generate an object s which should
be concealed from the adversary, and during the execution of II, the adversary receives some information
denoted by z. Secondly, the adversary tries to guess a certain property of the secret s from the object z, by
using an algorithm A to output the guess g. Whether the adversary’s guess g hits the property of s (denoted
by ‘1’) or not (denoted by ‘0’) is evaluated by an algorithm Eval, namely Eval(g, s) € {0,1}. In this setting,
when (a part of) the random object that controls the probabilistic behavior of II is provided by a random
source R, the success probability Succ(A; R) of the adversary is given by

Succ(A;R) := Prir < R; (s,x) < II(r); g < A(z); b + Eval(g,s) : b= 1] (5)

(see Figure 1 for a picture of the security game). Here, in order to focus on the random source R, a random
output 7 of R used in the protocol II is regarded as the input for II, and any original input for II given
independently of r (if exists) is regarded as an implicit parameter for II.

random || _, | protocol | = secret
source R 1I s i
adversary’s% attack |_, guess _, Eval _, l:success
input x A g 0: failure

Figure 1: Security game in the example

Let R, S, X and G denote the set of possible choices of the objects r, s, z and g, respectively. Let A denote
the set of the possible attack algorithms A: X — G considered by the security notion. If we are discussing
information-theoretic security, the definition of A is not relevant to any constraint on computational costs
(despite that an attack algorithm may be ruled out by some other reason, e.g., Marking Assumption for
fingerprint codes [2]). Now the protocol II is regarded as secure in the current sense, if Succ(A;R) is
sufficiently small for every attack algorithm A € A and an ideal random source R on the set R. (Note that
our present argument is based on exact security such as (¢, €)-security, rather than the usual asymptotic
security. See also a related discussion in Section 3.)

The aim of this paper is to present a proof technique to prove that the attack success probability
Succ(A;R) for any A € A is almost unchanged when the ideal random source R is replaced with a pseudo-
random source R’, i.e., the protocol with the pseudorandom source R’ also has the desired security. For the
computational indistinguishability of R’, we put the following assumption:



Definition 1. In the above setting, let Class be a class of algorithms (distinguishers) D: R — {0, 1} for the
pseudorandom source R’, and let eciass > 0. We say that R’ is (Class, ecjass)-secure, if for any distinguisher
D € Class, the advantage Advg/ (D) of D defined by

Advz/(D) := |Pr[1 «+- D(R)] — Pr[1 < D(R')]| (6)
is not larger than ecjass-

Usually, such a class Class of distinguishers is defined in terms of some kind of computational cost, i.e., a
distinguisher D belongs to Class if and only if the computational cost of D is lower than a certain specified
level. For example, if Class is the class of distinguishers with computational time shorter than 7', then
the above security notion is the same as the (7, ¢)-security of PRGs appeared sometimes in the literature
(e.g., [4]). We assume that R’ is (Class, £class)-secure for a certain specified class Class of distinguishers. We
introduce some more definitions and notations. Let X = U?zl X; be a partition of X into disjoint subsets
Xi1,...,X,. For each index 1 < i < n, let C; be the set of all probabilistic functions Fa|x,: X; = G, where
“|x,” denotes the restriction of a function on X;. For any finite set B; of probabilistic functions X; — G,
let C'(B;) denote the set of all probabilistic ensembles res, Pff of the members of B;. Moreover, for each
probabilistic function f: X; — G, let Game; ; denote the probabilistic function R — {0,1} whose value is
determined in the following manner:

1. Given r € R, first calculate (z,s) :=II(r), and if x ¢ X; then let the final output be 0.
2. If z € X, then calculate g := f(x), and let the final output be Eval(g, s) € {0,1}.
Now we have the following result:

Theorem 1. In the above setting, suppose that for each index 1 < i < n, there exists a finite set B; of
probabilistic functions X; — G with the following properties:

e For each i and f € B;, there exists an algorithm A; y satisfying that Fa, , = Game; y and A; y € Class.
e For each i, we have r(C;,C'(B;)) < § for a common constant 6 > 0

(note that C'(B;) may have a member not belonging to C;). Then for any A € A, we have
|Succ(A; R) — Succ(A; R)| < 2|G| -0 +n - Eclass - (7)
Proof. First, for any algorithm A € A, we have

Succ(A;R) = > Prlr + R]Pr|(s,z) < ()| Prlg + A(z)]Pr[l < Eval(g, 5)]
(r,s,2,9)ERXSXX XG

I

Z PT[T — R]p(FH)(s,m)ﬁrp(FA)g,xp(FEval)1,(g,s) (8)

=1 (r,s,2,9) ERXSXX; XG

[
NE

Z P’I"[T < R]p(FH)(s,a:)wp(FMXi)g,xp(FEval)L(g,s) .
1 (r,s,2,9) ERXSXX; XxG

9

For each 1 < i < n, we have inf jcc/(5,) d(Falx;,g) < d by the assumption 7(C;,C'(B;)) < d. Therefore, for an
arbitrary 6’ > 4, there exists a probability distribution (gs) e, on B; satisfying that d(Fa|x,, ZfeB,-, qrf) <

&', e, [P(FAlx,)ge —P(Xtep, 47 f)gx| < 6 for every z € X; and g € G. Now we put
SUCC/(R) = Z Z PT[T — R}p(FH)(s,w),rp( Z qff)g,rp(FEval)l,(g,s) . (9)
=1 (r,s,2,9) ERXSXX; xG feB;



Then by the triangle inequality, we have
|Succ(A; R) — Succ(R)]

< Z Z PT[T%R]p(FH)(S,ZD)T (FA|X Z fo FEvaI)l (g,8)
=1 (r,s,2,0) ERXSXX; XG feB;
<> > Prlr < RIp(Fir)(s,e)r - 0 - P(FEval)1,(g,5) (10)
=1 (r,s,2,9)ERXSXX; XG
=0 Z PT[T — R]p(FH)(s,z),rp(FEval)l,(g,s)
(r,s,2,9) ERXSXXXG
<& > Prir < RIp(Fi)s,o)r =6 >, Prir« Rl =8> 1=|G|-& .
(r,s,2,9) ERXSXX XG (r,g)ERXG geG

When we consider R’ instead of R, the same argument implies that |Succ(A; R’) — Succ'(R’)| < |G| -4’. On
the other hand, by the definition of probabilistic ensembles of probabilistic functions, we have

Succ(R) = Z Z Prir < Rlp(Fi)(s,z),r Z arp(f)ge | P(Feval)1,(g.s)
i=1 (r,s,2,) ERXSXX; xG feB;
=>" > g > Prlr < RIp(Fi1) (s 0).0P(F)g.2P(Feva)1,(g.5) (11)

i=1 feB; (r,8,2,9) ERXSXX; xG

NGER

gfPr[l < Game; (R)]

1 feB;

i

~

e

and similarly Succ’(R') = >, > ses, 4rPr[l < Game; ¢(R')]. Therefore we have

|Succ’(R) = Succ' (R)] < > Y~ qf|Pr(l « Game; ¢(R)] — Pr[l + Game; ;(R')]]
i=1 feB;

= Z Z q}rAdVR/(Aiﬁf) s

=1 fEBI

(12)

where A; y is the algorithm specified in the statement associated to Game; ;. As R’ is assumed to be
(Class, eciass)-secure, the assumption A; 5 € Class implies that

|SUCCI(R) - SUCC/(R/)| < Z Z qfEClass = EClass Z Z qf = EClass Z 1=mn"-cclss - (13)

i=1 feB; i=1 feB;
Hence, by the triangle inequality and the above results, we have
|Succ(A; R) — Succ(A; R
< |Succ(A; R) — Succ’ (R)| + |Succ’ (R) — Succ’ (R')| + |Succ’ (R') — Succ(A; R')| (14)
<I|G| & +n-ccas+ |G|l 8 =2|G|- 6 +n-ecls -

Finally, by the fact that the value ¢’ > § is arbitrarily chosen, it follows that |Succ(A; R) — Succ(A; R')| <
2|G| - 6 + n - eclass, as desired. This concludes the proof of Theorem 1. O

We explain an intuition behind the above proof technique. A main idea is to approximate each attack
algorithm (which may be computationally unbounded) by a probabilistic ensemble of a common collection of



algorithms, which we call basic attack algorithms in this discussion. The parameter § in the statement of the
theorem bounds the approximation errors. First we consider the simplest case that each attack algorithm is
precisely expressed, not just approximated, by such a probabilistic ensemble (i.e., § = 0). In this case, it is
naively expected that the computational cost of the original attack algorithm is composed of the following
two parts; the cost of sampling the probability distribution associated to the probabilistic ensemble to choose
a basic attack algorithm, and the cost of computing each basic attack algorithm. The former cost varies
according to the arbitrary choice of the original attack algorithm, hence may be unbounded, while the latter
cost is independent of the original attack algorithm, hence is bounded. Now the above proof shows that,
when evaluating the difference of the attack success probabilities between the cases of the ideal random
source R and of the pseudorandom source R’, the former computational cost (which is the unbounded part
of the total cost) is in fact not relevant to the evaluation result. Therefore, as the remaining part of the
computational cost is bounded, the computational indistinguishability of R’ becomes sufficient to bound
the difference of the attack success probabilities even if the original attack algorithm is computationally
unbounded.

For the latter computational cost mentioned above, the cost for the basic attack algorithms is expected
to have positive correlation to the size of the domain X of the algorithms (for example, in the smallest case
|X| = 1, the basic attack algorithms can be defined to be constant functions; see Section 2.3). Therefore,
in order to decrease the cost for the basic attack algorithms, we divided the domain X into smaller parts
Xi,...,X,, and considered the basic attack algorithms with each smaller domain X;. This idea introduced
a trade-off between the cost for the basic attack algorithms and the size n of the partition of X.

For a general case that the probabilistic ensembles of the basic attack algorithms are just approximations
of arbitrary attack algorithms (i.e., 6 > 0), the derived bound for the difference of the attack success
probabilities involves additional term 2|G| - 6. For example, when the security notion under consideration is
some kind of indistinguishability, we usually have |G| = 2 and hence the additional term will be significantly
small if ¢ is sufficiently small. On the other hand, in general, the size of G may be very large. In such a
case, it is desirable to let the parameter § being 0, which makes the size of G irrelevant to the bound in our
result. For the purpose, we present the following corollary of the above theorem:

Corollary 1. In the above setting, suppose that for every 1 < i < m and every deterministic function
[+ Xi — G, there exists an algorithm A; y satisfying that Fp, , = Game; y and A; y € Class. Then for any
A € A, we have

|Succ(A; R) — Succ(A;R)| < 1+ eClass - (15)

Proof. For each 1 <14 < n, let B; be the set of all deterministic functions X; — G. Then for any algorithm
A € A, the probabilistic function Fa|x,: X; — G can be expressed as a probabilistic ensemble of the members
of B;; the coefficient of f € B; in the expression of Fa|x, is given by ¢y := ]-_LL’EX P(Falx,) f(z),»- Indeed, for
each x € X; and g € G, we have

(Y 4 Pee =Y, 4p(Now= >, ar

feB; feB; feBi; f(x)=g

= p(Falx;) g,z Z H P(Falx,)y Fy)y

fEBi; f(z)=g yeX;\{z}

= p(Falx,)g.x H Z (Falx,) fy),y

yeXi\{z} f(y)€G

=p(Falx)gx  [[ 1=p(Falx)ge

yeX;\{z}

(16)

This implies that 7(C;,C’(B;)) = 0, therefore the second condition in Theorem 1 is satisfied by putting § := 0.
Hence the claim follows from Theorem 1. O

Remark 1. The former of the two conditions in the statement of Theorem 1 implies that the protocol II itself
can be executed in sufficiently low computational cost to let the function Game; ; (involving II as a part)



be computable by an algorithm in Class. We emphasize that this condition does not mean that the protocol
should always be implemented in such a low-cost manner in a practical application; the above condition
requires only existence of such a low-cost implementation. Similarly, the condition in Theorem 1 also implies
that the (in)correctness of the adversary’s guess g about the secret s can be efficiently checked.

2.3 Comparison to preceding results

Here we discuss differences of our result above from the preceding results on pseudorandomization of
information-theoretically secure schemes. First, our result above is a generalization and an improvement
of the preceding result of Nuida and Hanaoka [11, 12]. Indeed, when we use the partition X = (J, .y {z} of
the set X into subsets with single elements (hence n = |X]|), the result of Corollary 1 in this case coincides
with the one by their result. In the preceding result, the size n of the domain X of attack algorithms is
required to be significantly small due to the term n - £¢jass Of the inequality in the theorem. Intuitively, our
improved technique introduces a trade-off between the size n of the partition of X and the costs for the basic
attack algorithms, which can reduce the constraint on the (small) size of X. Owing to the improvement, our
proof technique would be applicable to more various situations than the technique in [11, 12].

On the other hand, a method for pseudorandomization of some kinds of information-theoretically secure
schemes was also presented by Dubrov and Ishai [3], by introducing an extended notion for PRGs (that is,
PRGs against distinguishers whose output sets consist of more than two but bounded numbers of elements).
When applying their method to the above example, the protocol II is regarded as the extended distinguisher
for the pseudorandom source R’, in order to show that the distributions of the outputs (s, x) of II themselves
in the random and pseudorandom cases are statistically almost equal, resulting in almost equal attack success
probabilities even by computationally unbounded attack algorithms. However, the argument requires the
size of the output set S x X of the “distinguisher” II, in particular the size of S, to be significantly small,
which seems frequently not practical (as a secret s is frequently chosen from a large number of candidates
to achieve a desired security against brute-force attacks). In contrast, our proof technique does not require
any constraint on the size of .S, therefore the potential applications of our technique are wider than those of
the method in [3].

3 On types of distinguishers for the PRGs

In the preceding result by Nuida and Hanaoka [11, 12], it was mainly supposed that the PRGs used in the
pseudorandomization are of the following type: The class of distinguishers in the definition of indistinguisha-
bility are determined in terms of constraints on time complexity, and the formulation of indistinguishability
is based on exact security rather than asymptotic security. There are in fact two drawbacks in the choice
of PRGs. First, the existing PRGs against those time-bounded distinguishers require some hardness as-
sumptions (not only the computational constraints on distinguishers) to prove their indistinguishability.
As a result, if we use such kinds of PRGs in our pseudorandomization of information-theoretically secure
schemes, then the proof requires some hardness assumption even though there are no computational con-
straints on the attack algorithms, which somewhat spoils the advantage of information-theoretic security.
Secondly, for PRGs against time-bounded distinguishers, the formulation of indistinguishability based on
asymptotic security rather than exact security has mainly been adopted in the literature. When we want to
convert the result based on exact security into asymptotic security, we will face a gap between non-uniform
and uniform models of computation (cf., an article [7] by Koblitz and Menezes). Namely, in the case that
the security game under discussion is scalable with respect to security parameter 1%, it would be possible
that there is a basic attack algorithm (i.e., a member of B;) for each parameter 1* for which the difference
of attack success probabilities between random and pseudorandom cases is not significantly small, but there
does not exist an efficient uniform algorithm that agrees with the undesired basic attack algorithm at each
parameter 1% (in other words, it may happen that an undesired algorithm exists at each parameter 1%, but
these cannot be unified as an efficient uniform algorithm). If it happens, then even provable indistinguisha-
bility of a PRG cannot rule out such undesired basic attack algorithms, which prevents us to transfer from



exact security to asymptotic security.

To resolve the above two drawbacks, in this paper we propose to use PRGs of different types rather than
those against time-bounded distinguishers. More precisely, we use PRGs against distinguishers whose con-
straints are determined by the amount of memories (instead of computational times). A concrete example
of such PRGs are the one proposed by Impagliazzo, Nisan and Wigderson [6], which is henceforth called
INW PRG. A central advantage of INW PRG is that the indistinguishability against memory-bounded dis-
tinguishers can be proven in exact security formulation without any hardness assumption. This property fits
our result well, and by combining the PRG to our result, pseudorandomization of information-theoretically
secure schemes without any hardness assumption is achieved. In the following sections, we investigate a con-
crete computational model suitable for describing memory-bounded distinguishers for INW PRGs, for the
purpose of quantitative evaluation of the performance of our proof technique, i.e., appropriate seed lengths
for the PRGs used in the pseudorandomization.

Remark 2. One may think that the PRGs (more precisely, PRGs in the extended sense mentioned in Section
2.3) given in Section 3.2.1 of [3], whose indistinguishability against distinguishers with constant-depth circuits
was proven without any hardness assumption, can be used in our result instead of INW PRGs. However,
as the indistinguishability of those PRGs was considered in the form of asymptotic security, we will face
the same problem as the above case of PRGs against time-bounded distinguishers about the gap between
uniform and non-uniform computational models. On the other hand, if the indistinguishability of some other
PRG (against a class of distinguishers) can be proven without any hardness assumption in the form of exact
security, then such a PRG can be combined with our proof technique as well as INW PRGs.

4 The computational model

For quantitative evaluation of the indistinguishability of INW PRGs against memory-bounded distinguishers,
a computational model was introduced by Impagliazzo, Nisan and Wigderson [6] (see also papers by Babai,
Nisan and Szegedy [1] and by Nisan [9]). As the description of the model in the paper [6] is not enough
rigorous to perform detailed evaluations, in this section we give a formal description of this model.

In the computational model, which we call the bucket-brigade model, an execution of an algorithm using
a random input tape is interpreted as a multi-party protocol played by the cells of the random tape; the
computation process since the content of j-th cell is read until the content of (j + 1)-th cell is read is
interpreted as a local computation by j-th cell and a communication from j-th cell to (j 4+ 1)-th cell, where
the communicated message represents the intermediate computation result stored in the memory at the
time of reading the content of (j 4+ 1)-th cell. Figure 2 shows an illustrated example of the bucket-brigade
model. To rigorously deal with the bucket-brigade model in terms of multi-party protocols, in the following
subsections we summarize a formalization of the concept of multi-party protocols and present a precise
definition of the bucket-brigade model.

4.1 Notations and terminology

Here we summarize some notations and terminology used below. Unless otherwise specified, each (undirected)
graph and directed graph are finite and simple (i.e., without self-loops and multiple edges). We write
[n] :=={1,2,...,n} for an integer n. For sets X and Y, let f : X -+ Y mean that f is a partial map from X
to Y, that is, f is a map with range ran(f) = Y and the domain dom(f) of f is a subset of X (including
the simplest case dom(f) = X).

4.2 Multi-party protocols

This subsection summarizes a formulation of the concept of multi-party protocols adopted in this paper. We
also give a lemma for multi-party protocols used later.

Let II be a p-party protocol, consisting of input phase, communication phase and output phase. We use
the following notations. Let Pi,..., P, denote the u players of II, and put P(II) := {P1,...,P,}. Let Z,
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Figure 2: Algorithm A(m) = m @ r, m € {0,1}3, r < {0,1}® described in the bucket-brigade model (see
Section 4.3 for some notations)

and O; be the input space and the output space, respectively, for i-th player P;. A joint input space T is
determined as a subset of Z; x --- x Z,,. We say that a subset Z' C Z is rectangular if 7' = 77 x --- x T,
for some subsets Z] C Z;, i € [u]. Let M denote the common message space used during the communication
phase. Let C be the set of communication channels (or simply channels); each C' € C is a channel from a
single source source(C) € P(II) to the non-empty set of targets target(C) C P(II). For each index i € [u],
we define

Ciy :=={C €| source(C) = P;},C; :={C €C | P; € target(C)} , (17)

i.e., the outgoing and incoming channels for player P;. Moreover, let L; = (L;0;L;1;Li2;---) denote the
communication log for player P;, updated stepwise during the protocol.

In the input phase, a p-tuple z = (z1,...,2,) € Z of local inputs x; for players P; is chosen in a certain
specified manner. Then each communication log L; is initialized as L; := (L; o) with L; ¢ := z;.

The j-th step (j > 1) of the communication phase proceeds as follows:

1. Each player P; chooses a collection mf};-t: Ci—, + M of outgoing messages from P; during the step.
That is, P; uses the channels in the (possibly empty) subset dom(m OUt) C C;—,, and for each channel
C e dom( mg4) the message mg*(C) € M is sent to every player in target(C) We suppose that the
(possibly probabilistic) choice of mg"* depends solely on the 0-th to (j — 1)-th parts of L;.

;’; : C_; + M of incoming messages to P;. That is,

(C) := mZee(cy,; (C) for each C' € dom(my;).

source(C 2]

2. Each player P; consequently receives a collection m
dom(mj?) := C_; N, dom(mg"), and m?

3. The communication log L; for each P; is updated by appending a new component L; ; := (mf‘j‘t, m;“J)
to the last; Ll = (Li,O; cee ;Liyjfl; Li,j)~

4. If dom(m,‘l?f;»t) = () for every i € [u], i.e., no messages are communicated during the present step, then

the communication phase halts (note that each dom(m}") is also empty in this case).

We assume, unless otherwise specified, that II always halts within a finite number of steps.

Finally, in the output phase, each player P; chooses a local output y; € O; according to a (possibly
probabilistic) manner depending solely on P;’s communication log L;. Then the output of the protocol II is
the p-tuple y = (y1,...,y,), denoted by y = II(z) = (x4, ..., z,).

In the above setting, we introduce the following definitions:

Definition 2. First, we divide each mOut defined in the communication phase into mo‘;t self and mO‘;t -other
in such a way that

dom(mg"" selfy = {C € dom(m i) | target(C) = {i}}, dom(mg" othery — dom(m 240) \ dom(mg" selfy (18)
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Then we define the conditional communication capacity c¢(II|Z") of II conditioned on a subset Z' C T (or
the communication capacity c(I1) of II, when 7' = Z) to be the number of possible matrices meut-other .—
(mgut-other); 5 of outgoing messages during the communication phase, with input for II chosen from Z’.
(Intuitively, it counts the number of possible communication patterns during the protocol.)

Here we present the following lemma, which is an explicitly stated and slightly generalized version of a
fact mentioned (without proof) in the proof of Theorem 1 in [6]:

Lemma 1. Let II be a p-party deterministic protocol (i.e., the communication and output phases are not
probabilistic). Let T' = I7 X -+ X IL be a rectangular subset of Z. Suppose that the number of possible
outputs y of II with input chosen from I’ is not larger than k € Z. Then there exist subsets S; ; C ZI. for
i € [u] and j € [ke(II|Z")], with the property that I' is the disjoint union of the subsets Sy j x ---x S, ; over
J € [kc(II|Z)] and the output of II is constant on each subset S ; x --- x S, ; of possible inputs.

Proof. Put N := ¢(II|Z), and let m™, ... m(N) denote the possible matrices m®*-°ther appeared in the
definition of ¢(II|Z"). For each x = (x1,...,2,) € Z', let m*"*(x) denote the matrix m®"" := (mg}'); ; arising

from the input z for II (which is uniquely determined, as II is now deterministic). We define m°ut-sf(z),
mOut-other () and mi®(z) similarly. Now for each i € [u], h € [N] and possible output y of II, define S; .,
to be the set of all z; € I satisfying that mout-other(zy . z,) = m®" and O(zy,... ,x,) = y for some
wy € iy, i" € [p] \ {i}-

To prove the lemma, it suffices to show that, for each h € [N] and possible output y,

{z e T' | meuoter (2) = m™ and T(z) = y} = S1hy X - X Suny (19)

(note that there are at most k possibilities for y). The inclusion C is trivial. For the other direction, let
x; € Sip,y for each i € [u], and put = (z1,...,2,). Note that € Z’, as Z’ is now rectangular. By
the definition of the sets S; p 4, for each ¢, there exists a z; = (2;1,...,2;,,) € I satisfying that z;; = z;,
meutother () — () and T(z;) = y. Let Li(z) and L;(2) denote the communication logs for P; arising
from inputs = and z;, respectively. Now we have L; o(x) = (z;) = (2i;) = Li0(2;) for every i € [u]. Suppose
that L; j/(x) = L; j(z;) for every i € [p] and 0 < j° < j — 1. Then, as the outgoing messages from each

player P, at j-th step are determined solely by (L; ;- ;L j—1), we have meutself(z), , = mout-self (), .
for any i € [p], and meut-other (), ;= mout-other(z.),, . = mﬁ,hz = mout-other(z.y,, . for any 4,7’ € [u]. These

out ( out(

relations imply that m®"(z); ; = m°"(z;); ; and m'®(x); ; = m™(z;); ;, therefore we have L; j(z) = L; ;(z;)
for every 4. Hence, by induction, we have L;(x) = L;(2;) for every i, and m®"(x) = m" . This also implies
that the local output of each P; for the case of input x is equal to that for the case of input z; (i.e., y;),
therefore II(x) = y. Hence the proof of Lemma 1 is concluded. O

4.3 Bucket-brigade computational model

From now, we give a precise formulation of the bucket-brigade model for probabilistic algorithms. As
mentioned above, this model interprets an algorithm A as a multi-party protocol II(A) played by the cells
of the random input tape, in which the intermediate computation results stored in the memory are updated
and communicated by the “players” (cells) according to the original algorithm. We define the multi-party
protocol TI(A) associated to an algorithm A in the following manner (see Figure 2 above for a toy example).

We adopt the following settings. We suppose that the algorithm A uses a random tape with p > 2 cells.
The protocol II(A) has p players P; (i € [u]), each endowed with a random variable r; on a finite set R,
which represents the content of i-th cell of the random tape. Moreover, each player P; is also endowed with
his/her own communication log, by which he/she can record what messages he/she received and sent at
previous steps. Let M denote the (finite) set of possible states of the memory in the algorithm A, which is
regarded as the message space for the protocol II(A). We assume that |M| > 2, as otherwise the memory
has a constant state and hence is useless.

To express the configuration of the random tape used by the algorithm A, we introduce a directed graph
G(A) with vertex set [u], called the configuration graph. An edge in G(A) from i € [p] to i’ € [u] means that
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the tape head of the random tape can move from i-th cell directly to #’-th cell (for example, G(A) is the
path 1 — 2 — --+ — pu in the case of a read-once one-way random tape). Then we introduce the following
two kinds of channels for II(A). A channel C;; of the first type with source P; and target set {P;} is
introduced for each edge in G(A) from ¢ € [p] to ¢ € [p]. On the other hand, a channel C; | of the second
type with source P; and target set {P,} is introduced for each ¢ € [u], which will be used in the last of the
communication phase of II(A).

In the input phase of II(A), each player P; receives the local input 7; € R; chosen according to the
random variable ;. Moreover, the first player P, also receives an initial state memg € M of the memory as
input (which depends on the input for the original algorithm A), therefore the local input for P; is indeed
the pair (memg,77). Hence the joint input space is Z := M x Ry x --- x R, and an input for II(A) is given
by « := (memg,71,...,7,).

In j-th step (j > 1) of the communication phase, only one player P;; is active at the step, that is,
any other player P (i’ # i,) sends no messages at the step (i.e., dom(m‘i’,‘f}) = ()). We suppose that, when
j > 2, the active player P;, received a message mem;_; € M at the previous (i.e., (j — 1)-th) step. For the
first step, we set ¢; := 1. Then the j-th step proceeds as follows.

o If j > 2,4; = p and P, received the message mem;_; at (j — 1)-th step via a channel C;,_, | of the
second type, then the communication phase is going to halt, hence all players including P, send no
messages at the step.

e Otherwise, the active player P;; calculates a new memory state mem; € M from mem;_ 1, 7;; and the
communication log of P;; in a manner specified by the original algorithm A (we emphasize that the
local calculation has no computational constraints). Now

— if the original algorithm A should halt at this stage, then P;; sets i;41 := p and sends the message
mem; via the channel C;; | of the second type;

— otherwise, P, also determines 7,1 for which a channel C; of the first type exists, and sends

the message mem; via C;

3ot
ot
Naively speaking, boundedness of the memory size | M| implies boundedness of the communication capacity
of TI(A). See Section 6.1 for more details.

Suppose that the communication phase has halted at j-th step, therefore the last message received by
P, is mem;_; € M at (j — 1)-th step. Then in the output phase, the local outputs of the players other
than P, are set as empty, while the local output y,, of P, is calculated from mem;_; and the communication
log of P, in a manner specified by the algorithm A (we emphasize again that the local calculation has no
computational constraints). For simplicity, we identify the output y of the protocol II(A) with y, rather
than the p-tuple (0,0,...,0,y,).

5 Impagliazzo—Nisan—Wigderson PRGs

In this section, we summarize the construction of INW PRGs given in [6]. The PRGs were first described in
the context of pseudorandomization of random inputs for multi-party protocols, and then applied to usual
algorithms via the above-mentioned computational model. We also study some properties of INW PRGs.

5.1 Notations and terminology

Here we summarize some notations and terminology used below. For integers n > 0 and m > 1, let “n
mod m” denote the remainder of n modulo m, which is taken in such a way that n mod m € {0,1,...,m—1}.
Then we define an operation mod;"! on non-negative integers by mod;'(z) := (z mod m) 4+ 1 € [m], 0 <
x € Z. On the other hand, for integers n > 0 and m > 1, we put

(n mod m) - (m — (n mod m))

p(n,m) = e (20)
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Let Ux denote the uniform random variable over a finite set X. Moreover, let A(r1,72) denote the statistical
distance between two random variables r1,rs over a common finite set X:

A(ry,ra) = % > |Prlw 1] = Priz + 1] . (21)
rzeX

For any undirected graph G = (V, F), we suppose that some linear orderings on the vertex set V' and on
the edge set F are implicitly fixed to let expressions such as “k-th vertex” and “k-th edge” make sense. We
say that G is d-regular, if each vertex of G has precisely § edges. Let A(G) denote the adjacency matrix of
undirected graph G, that is, a |V| x |V| symmetric {0, 1}-matrix for which the (¢, j)-entry is 1 if and only if
i-th vertex of G is adjacent to j-th vertex of G. If G is a d-regular graph and Ay > Ay > -+ > /\\VI are the
eigenvalues of A(G) (note that A\; = §), then we put A = A\(G) := max{[Az2|,|\y||} which is called the second
largest eigenvalue for G.

5.2 A building block

Each INW PRG is constructed by composing smaller building-block PRGs according to some binary tree
structure. In this subsection, we describe the construction of the building-block PRGs g%o; Ny N,- The
parameters are chosen as follows: Let G = (V, E) be a d-regular (undirected) graph with v vertices (|V| = v),
and let Ny, N; and N, be integers satisfying Ng > véd and 1 < N; < v (i € {1,2}).

Definition 3. In the above setting, the PRG gjg\,o;]\,h]\,2 is defined as a map [Ng] — [IN1] X [IN2], where the
value gjgvo; Ny.N, (@) for @ € [No] is determined in the following manner:

1. Decompose x uniquely as = a1v9 + a20 + a3, where aj, as, az are non-negative integers with as < v
and ag < 4.

2. Take as-th vertex v € V of G.

3. Take as-th edge e € E of G among the § edges adjacent to v. Let v’ denote the other vertex of e.

4. Take the index a4 € {0,1,...,v — 1} satisfying that v’ is a4-th vertex of G.

5. Finally, set g%();Nl,NQ (x) = (mod}i (ag),modﬁ (a4)) € [N1] x [N2] (see Section 5.1 for the notations).

We notice that g]gvo; N, N, coincides with composition of the following three maps; mod )1 [No] — [vd],
955;141/: [v6] — [v] x [v], and mod}i X modﬁ: [V] X [v] = [N1] x [N2].

Roughly speaking, it can be shown without any hardness assumption that the PRG g%o; NN, 18 indis-
tinguishable against distinguishers given by 2-party protocols with bounded communication capacity. More
precisely, we have the following lemma, which is an improvement of Theorem 1 in [6] and Lemma 1 in [6]
(namely, the degree 1/2 of the positive integer term kc(II|Z') in the following lemma is lower than the degree
1 derived by the argument of [6]):

Lemma 2. Let IT be a 2-party protocol, T' = I} x T4 be a rectangular subset of the joint input space T of 11,
and let N € Z. We identify each I] with [n;], where n; := |Z!|. Suppose that N > vd, v > ny and v > ns.
Suppose further that the number of possible outputs of I arising from inputs chosen from I’ is not larger
than k € Z. Then we have
g A9)
AILGRr 1y 00 Un)s LUy 15 Upny))) < 55V ke(I|Z') + p(N,vd) + p(v,n1) + p(v,n2) (22)

(see Section 5.1 for notations).

Proof. First we present the following three lemmas (we notice that Lemma 3 and Lemma 5 are better than
the counterparts in the proofs in [6], which result in the above-mentioned improvement in Lemma 2):
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Lemma 3 (Expander Mixing Lemma; see e.g., Section 2.4 of [5]). Let G = (V, E) be a é-reqular graph with
v vertices. Put E(S,T) :={(s,t) € SxT | s and t are adjacent in G} for any subsets S,T C V. Then

sy - B < @) ST (23)

Lemma 4 (see Lemma 1 of [11]). For integers n > 0 and m > 1, we have A(mod;:l(U[n]), Upm)) = p(n,m).

Lemma 5. For any x1,...,x, > 0, we have > - x; < /ny ., x;2.
Proof. We have

n

nz:lcf - <le> =(n— 1)29@-2 -2 Z xi;
i=1 i=1

i=1 1<i<j<n

n—1 n

= <(n — i)wiQ + Z $52> -2 Z TiTj (24)
i=1 l=i+1 1<i<j<n
n—1 n n—1 n

= ($i2+$j2—21‘i$j):z Z (Z‘i—l‘j)Q >0 s
i=1 j=i+1 i=1 j=i+1

therefore (31, #;)° <n Y7, 2,2, as desired. O

To prove Lemma 2, we may assume without loss of generality that the 2-party protocol I is deterministic,
as a general II can be expressed as a probabilistic ensemble of deterministic ones. For simplicity, we put

o1 :==mod, !, 03 :=mod}}, 0 1= 01 x 03, 7 := mod}; . (25)

Moreover, let II? denote the 2-party deterministic protocol that, given an input (a1, az2) € [v] X [v], simulates
the protocol II with input o(aj,az) € Z’. Then by the relation g]g\,‘n1 ny = 0 09Gy5.,, °T, we have

ATL(GS 0, 0 (Uin)s H(Upny ) Upa)))

< AIGF 0, o i) T((0 0 955,,) Upe))) + A(TL((0 © g55.,,,) (Upa))), T (U, Upy))
+ Ao (U, Up))s (Upny ), Upna)))

< A(T(Uiny), Ups)) + A (g55.,,.,, (Urs); 117 (U, Un))) + A0 (U, Upi)s Upng] X Upng])

(26)

where we used the triangle inequality (to deduce the first inequality) and the fact (to deduce the second
inequality) that A(f(r1), f(r2)) < A(ry,72) for any random variables 71,72 over the same set and any map
f. Lemma 4 implies that A(7(Uny), Ups)) = p(N,v0) and

Ao (U, Up))s Upny) % Upngp) = A(01(Up) % 02(Up))s Upny) X Uny))

A(o1(Up)), Upny)) + Ao2(Up)), Upny)) = p(v,m1) + p(v, n2) - @

IN

To evaluate the remaining value A(H”(gf5;U7V(U[V5])),HU(U[V], Un)), put ¢ := c(Il|Z') = ¢(I17). Take the
subsets S; 5, C [V] (i € {1,2}, h € [kc]) given by Lemma 1 applied to II?. For each possible output y of II7,
define I, C [kc] in such a way that we have II?(zq,x2) = y if and only if (z1,22) € Si x Sz for some
h € I,. Note that [kc| is the disjoint union of those I,,. Moreover, for each (z1,z2) € [v] x [V], let (21, x2)
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denote the index h € [kc] with (z1,22) € S1,5 X S25. Then
A7 (955, Us)), 117 (U, Uny))

1
=3 > 1Prly « 17 (g%s.,,., (Uws))] = Prly < (U, Uy )|
Y

1
3 Z |Pri(zy,z2) + gg&y’u(U[w;]) su(xy, m2) € Iy] — Pr{(x1, 22) <= Upy x Uy = o(xr, 22) € 1] (28)
y

IN

1
5 Z Z (|P’I”[(.Z'1,.’IJ2) — gg&;u,y(U[l/(;]) : (.T],.’I}Q) € Sl,h X S2,h]
Yy hely,

—Pr{(z1, @) « Upy x Uy : (21,72) € S1p % 52,,7,]\) :

Now by the construction of gmS o the probability that gm; VV(U[,,(;]) outputs an element in Sy, x Sy, is
equal to |E(S1,,S2,1)|/(v9) (see Lemma 3 for the notation), while the probability that Uy x Up outputs
an element in Sy 5 X S, is [S1.p] - [S2,n|/v?. Therefore the right-hand side of (28) is equal to

E(S ,S S1nl-|S 1 0|S1.nl-|S
L5 [ IEGunSaal Sl ISl ‘lE 5o 5a ) — 150l 1824
v 208 v
he [kc] helkc]
PR CNENHEN (29)
he[kc

_A9) _A9)
Z |S1,m] - [S2,n| = 7\/7V2_2—6\/ﬁ,

hekc]

where the first inequality is implied by Lemma 3, the second inequality is implied by Lemma 5, and the
second last equality follows from the fact that [v] x [v] is the disjoint union of Sy p % Sz, for h € [kc]. Hence
the proof of Lemma 2 is concluded. O

5.3 The overall construction

From now, we describe the way of composing the building-block PRGs introduced in Section 5.2 to construct
an INW PRG. Let II be a p-party protocol (¢ > 2) with bounded communication capacity. For simplicity, we
assume that I is deterministic, which is in fact sufficient for our purpose (as an arbitrary II is a probabilistic
ensemble of deterministic ones). We suppose that the inputs for I are chosen from a rectangular subset
T' =17 x --- x I}, of Z. We identify each Z; with [n;], where n; := |Z]|.

To construct INW PRGs, first we introduce the following objects. Let T be a rooted binary tree with
u leaves, where i-th leaf is identified with i-th player P; of II. Let dp(v) denote the depth of a vertex v in
T, i.e., the number of edges in the path from the root to v. Let dp(T) := max, dp(v) be the depth of the
tree T'. We choose positive integers vg, 01, v1,...,0dap(7), Vdp(r) i0 such a way that v;_1 > v;6; for every
i € [dp(T)] and vap(p,) > n; for every i € [u]. Moreover, for each i € [dp(T')], let G; be a d;-regular graph
with v; vertices. In this setting, the INW PRG ¢"™W is defined as a map [vo] — [n1] X -+ x [n,] in the
following manner:

Definition 4. To define the value g'NW () of the INW PRG ¢"™W for input z € [1], we determine an inter-
mediate value z, associated to each vertex v of T inductively, and then we set g™V (z) := (zp,,zp,,...,zp,).
Each intermediate value z, is determined as follows. First, for the root vy of T, we simply set x,, := x.
For the other values, suppose that an element z, € [v;] has been determined for a non-leaf vertex v of
depth 7. If the left (respectively, right) child vy, (respectively, vg) of v in T is a leaf (say, Pj), then we put
my, := ny, (respectively, mpg := ny); otherwise we put my, := v; 41 (respectively, mg := v;41). Then we set

(Toy s Top) = g%}éme(:ﬂv) € [mr] x [mg].
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Roughly speaking, it can be shown without any hardness assumption that the INW PRG ¢""W is indis-
tinguishable against distinguishers given by p-party protocols with bounded communication capacity. The
proof of indistinguishability is reduced to the indistinguishability of the building-blocks ggﬁé L,mp against
2-party distinguishers. For the sake of the reduction, we explain a conversion method as follows, which was
used in [6], of a p-party protocol II into a 2-party protocol II:

Definition 5. For a u-party protocol II, we choose a partition P(II) = P; U Py of P(II) into two non-empty
disjoint subsets. Then we convert II into a 2-party protocol IT = IIp, by gathering all players in P; and in
P, as the first player P(1) and the second player P®) of TI, respectively. Namely, the local inputs for P(1)
and for P in II are collections of local inputs in II for the players in P; and in Ps, respectively. In the
communication phase, P() and P(® simulate the roles of all players in P; and in Ps, respectively. More
precisely, for each channel C' of II, we introduce a channel C of II in such a way that the source of C is P!
(respectively, P(®)) when source(C) € P; (respectively, source(C) € Ps), and P (respectively, P(?) is in
the target of C' when some player in P; (respectively, Ps) belongs to target(C). Now if a message is sent at a
step in the communication phase of II via a channel C', then the same message is sent at the corresponding
step in the communication phase of II via the corresponding channel C. Finally, the local outputs for P
and for P in II are collections of local outputs in II for the players in P; and in Ps, respectively.

We introduce some more notations. For each non-leaf vertex v of T, let T}, jesr and Ty yighy denote the
subtrees of T' with the roots being the left and the right children of v in T, respectively. Let L, jefr and
Ly vight denote the sets of leaves of T} 1efy and Ty right, respectively, and let L, ou¢ denote the sets of leaves
of T' not belonging to Ly jeft U Ly right- Now for each collection x, out 0of possible local inputs for the players
of IT in Ly out, let I;Mut denote the subset of 7’ satisfying that each component of any element of I:;u,out
corresponding to a player in L, oy coincides with the component of z,, , corresponding to the same player.
Note that Z;, is rectangular as well as Z'. We define

Ctwo ‘= IMax min{c(ﬁLv,le& |I/m1,,m,t)a C(ﬁL'U,right

VyZv,out

Lo} (30)

where the maximum is taken over all non-leaf vertices v of T" and over all possible z out.-
Now we have the following result, which is an improvement of Theorem 2 in [6] (by virtue of the above-
mentioned improvement of Lemma 2 from the counterpart in [6]):

Theorem 2. In the above setting, suppose that the number of possible outputs of I1 with inputs chosen from
T’ is not larger than k € Z. Let Vi,(T), 0 < h < dp(T) — 1, denote the set of non-leaf vertices of T with
depth h. Then we have

A" (Upo)): T(Upny)s - -, Upn, )

dp(T)-1 )\(gh+1) M (31)
< Y (D) (2%“\/ kctwo + p(vn, Vh+15h+1)) + ) p(Wap(p,)s i)
h=0 =1

(see Section 5.1 for notations).

Proof. We notice that the basic strategy of the proof is the same as the proof of Theorem 2 in [6]. In the
proof, to each vertex v of T we associate a set I, in such a way that we have I, = [v}] if v is not a leaf of
T and dp(v) = h, while we have I, = [n;] if v = P; (which is a leaf of T'). Let T, denote the subtree of T'
with root v. We define B to be the family of sets consisting of vertices of 7', in such a way that a set X of
vertices of T belongs to B if and only if every leaf of T is contained in a unique subtree Th, with v € X.
For example, the set L(T') of all the leaves of T' and the one-element set {vg} consisting of the root vy of T
are members of B. Now for each X € B, we define an auxiliary map ¢~ : [],cy I — [n1] x - -+ x [n,)] in the
following manner analogous to ¢"~W. Given (zv)vex €] I,, we determine elements x,, € I,, for vertices
u of subtrees Th, (v € X) inductively as follows:

veX
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Suppose that an element z,, € I,, has been determined for a non-leaf vertex u with depth i. Then

we put (Ty, ,Tuy,) = g\inJr|-1|1 L (xy) € I,, x I, where uy, and ug are the left and the right
uly wur, v -

children of u in T', respectively.

gl

Then we set g% ((2y)vex) == (zp,,...,Tp,).

By the above construction, we have g{vo} = ¢'™N\W while g“(*) is the identity map on [nq] x -+ x [n,].
From now, to evaluate the left-hand side of (31), we choose a sequence Xo := L(T'), X1,..., X := {vg} of
elements of B in a certain manner and evaluate the statistical distance between II(g*"~1((Uy, )vex,_,)) and
H(g*" ((Ur,)vex,)) for every h € [s]. Then these evaluation results will be gathered (by using the triangle
inequality) to deduce the inequality (31).

We define the elements X, of B inductively as follows: If X, has been chosen and X; # {vo}, then
take a vertex uy; of T" whose left child u.y1,7, and right child ui11 g are both members of X;, and define
Xit1 = (Xe\{wet1,0, ue+1,r}) U{wig1}. Note that such a vertex u;41 always exists (for example, the parent
of an element of X; with largest depth satisfies the condition for u;41) and the new set X;; is also a member
of B. Note also that the process halts within finitely many steps, as the sizes of X; are strictly decreasing.

For each ¢ € [s], put u := w,; for notational simplicity, and let gu: I, = [Iper, .0l 90t Tux =

INW

HPieLu,r;gm, [ni] and gyt Tl,ex,\quy Io = HPieLu,Out [n;] be maps defined in the same way as g**. Then

by the triangle inequality, the statistical distance between II(g*X*=1((Ur, )vex,_,)) and (g% (U1, )vex,)) is
bounded by the (weighted) average of statistical distances between I1(g.(Us,, ), 9, (Ur, ), &) and I((g, x

9.)(G(U1,)),€), where we put & := g/ ((Zv)vex,\{u})s G = Gap(u)+1 and g := glglul;\IuL\,\IuRl for notational
simplicity, over all collections (z,)yex,\{u} Of T, € I, for v € X; \ {u}. Now we define an auxiliary
2-party protocol II' (respectively, II”) in such a way that, given inputs z,, € I,, and z,, € I,, for
the two players, they perform the protocol Il with inputs g, (z.,) and (g, (zuy),€) (respectively, the
protocol Tz, ... with inputs g, (u,) and (gu(zu,),§)). Then we have ¢(Il') = ¢(Ily, ., |Z¢) and ¢(I1") =
¢(TIL, i | Z¢) Dy the definitions. We suppose for simplicity that ¢(II') < ¢(IT”) (the other case is similar).
Then we have ¢(II') < cywo by the definition of ciwo. Now we have (g, (Ur,, ), 9, (U, ), &) =1I'(Uy,,, , Us, )
and II((g, % g,,)(@(U1,)),&) = I'(g(Uy,)), therefore it suffices to evaluate the statistical distance between
Ir'(Uy,, Ut,,,) and II'(g(Uy,)). By Lemma 2, the statistical distance is not larger than

v, left

)‘(gd u 1)
25dp(( )):1 V kctwo + p(‘IHL Vdp(u)-‘rl(;dp(U)-‘rl) + p(Vdp(u)-i-lv |IuL |) + p(Vdp(u)-‘rla |IUR|) (32)
p(u

regardless of the choice of £. This implies that the statistical distance between II(g*X"1((Uy,)vex,_,)) and
(g™ ((Ur, )vex,)) is also bounded by (32). Note that dp(u) < dp(T')—1 in this case, therefore |I,,| = vqp(u)-
In summing up the values in (32) over all the specified vertices u = u, for t € [s],

e for the first two terms %\/kqwo + P(Vdp(u)s Vp(u)+10dp(u)+1), for each 0 < h < dp(T') — 1, the

case dp(u) = h appears precisely |V, (T')| times;

e for the remaining two terms p(Vap(u)+1s [Luzl) + P(Vap(u)+1> Hugl), it sums up p(Vap(v), [1o|) for all
vertices v of T other than the root of T, and we have |I,| = n; if v is a leaf P; of T, while we have
P(Vap(v)s Hol) = p(Vap(v), Vap(v)) = 0 if v is not a leaf of 7.

Hence the resulting sum is equal to the right-hand side of (31), concluding the proof of Theorem 2. O

6 On pseudorandomization using INW PRGs

Based on the results in the previous sections, in this section we give quantitative evaluations of advantages
of distinguishers for INW PRGs based on the above-mentioned bucket-brigade model. More precisely, as the
bound for the statistical distance in Theorem 2 is a function of the (conditional) communication capacity
of the multi-party protocol, the main task in this section is to estimate, in terms of the memory size |M|
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for a distinguisher, the (conditional) communication capacity of the multi-party protocol II(A) associated
to the distinguisher A under the bucket-brigade model. The communication capacity, hence the resulting
advantage, becomes smaller as the memory size is decreasing. A numerical example for some existing
information-theoretically secure scheme will be given in Section 7.

6.1 Advantages of distinguishers in bucket-brigade model

In principle, the (conditional) communication capacity appeared in Theorem 2 can be estimated for the
multi-party protocols II(A) associated to algorithms A described in bucket-brigade model with arbitrary
configuration graphs. However, the analysis of the case of arbitrary configuration graphs is too complicated,
therefore here we focus on a special case that the random tape is a one-way tape of circular shape. In terms
of configuration graphs, this means that the configuration graph G(A) for the random tape is the directed
cyclel -2 — -+ — p— 1, where p > 2 is the number of cells in the random tape (hence II(A) is a p-party
protocol).

To evaluate the communication capacity of II = II(A), we introduce the following quantity: Let Nyeaq
denote the maximum, taken over all i € [u], of the number of steps during the communication phase of II
in which player P; sends some message via a channel of the form C; ; with ¢’ € [u] U {L}. Intuitively, this
means that in an execution of the algorithm A, the content of each cell of the random tape is read at most
Nieaq times. Now we have the following result:

Lemma 6. In the above setting, suppose further that the initial memory state memg € M for Il =TI(A) is a
constant value; consequently, the joint input space I for 11 is identified with R1 x --- x R,,. Then the quantity
Ctwo defined by (30) in the case T' = T associated to II = II(A) is bounded by ciwo < C(u, |M|), where

‘M|2Nread —1

C(u, [M]) o= ((u = DIM]* +1) M2 —1

(33)
Proof. First, by the construction of the tree 7" and the definitions of the subsets L jefy and Ly right of leaves
of T, it suffices to show that c¢(Ilp,) < C(u,|M|) for any partition P(II) = P; U Py of P(Il) = {P,...,P,}
satisfying that Py = {Pn, Pht1,..., Pp—1, Pp} for some 1 < h < b’ < p— 1 (note that we have supposed
P, & P1). B

To count the communication patterns of 1lp,, first we consider the case that h > 2, hence Py, P, & P;.
Suppose that a communication phase of IT halts at (su+t+1)-th step, where 1 <t < pand 0 < s < Nyead—1,
therefore the last (non-empty) message in the communication phase is sent via a channel C; | (recall that
the configuration graph G(A) is a cycle). Now we divide the argument into the following subcases:

Case 1-1: h > 2,1 <t <h—1. By the shape of the configuration graph G(A), the channel for IT used at
each, say, j-th step is uniquely determined by j, therefore the communication patterns for II is expressed by
a sequence mi, Mg, ..., Mg, of messages m; € M sent at j-th step. Moreover, in the definition of c(Ilp,),
only the messages sent in II from a player in P; to a player in Py and the messages sent from a player in
P2 to a player in P; are concerned and the other messages are ignored. In the present case, the former ones
are Mp/, Myt h's -« M(s—1)u+h’ (all sent from Pjs to Py41 via the channel Cy pr41), s messages in total,
and the latter ones are mp_1, M, 1h—1,-- -, Ms—1)ut+n—1 (all sent from P,_; to P, via the channel Cp_1 ),
s messages in total. Therefore, the number of communication patterns counted by c¢(Ilp, ) in this case is not
larger than |M |25,

Case 1-2: h > 2, h <t < h'. We apply an argument similar to Case 1-1. Now, among the messages
mi, Mo, ..., Mg,y sent during the communication phase of 1I, the messages sent from a player in P; to a
player in Py are mps, My nrs .., M(s—1)utn (from Pyr to Pyryq via Cr pry1) and myy, 4 (sent from P to P,
via the channel C; 1), s + 1 messages in total. On the other hand, the messages sent from a player in P
to a player in P; are mp—1, Myth—1,. .., Meuth—1 (from Pn_1 to Py via Cr_14), s + 1 messages in total.
Therefore, the number of communication patterns counted by c(Ilp, ) in this case is not larger than |M|?5+2.
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Case 1-3: h > 2, i/ +1 <t < pu. We apply an argument similar to Case 1-1 and Case 1-2. Now, among
the messages m1, ma, ..., Mgu4¢ sent during the communication phase of II, the messages sent from a player
in Py to a player in Py are mp/, myipr, ..., Meutn (from P to Pyryy via Cpr pry1), s+ 1 messages in total.
On the other hand, the messages sent from a player in P> to a player in Py are mp—1, Muyth—1,- - Mspyth—1
(from Pj_1 to Py, via Cp_13), s+ 1 messages in total. Therefore, the number of communication patterns
counted by c¢(Ilp,) in this case is not larger than |M|?s72.

By summing up the above results over all 0 < s < Nygaq — 1 and 1 <t < pu, we have

B Nreaa—1 , reis oo | M|2Nreaa — 1
IIp,) < h—1)|M|** —h+D|M|**")=(h—1 —h+1)|M|*)——m—— 4
c(llp,) < ; ((h = DIM™ + (p = h+ DIM|™7) = (h = 1+ (g = b+ 1)|M]7) ME—1 (34)

(recall that we have assumed |M| > 2). Under the current condition A > 2, the coefficient h — 1 + (u —
h + 1)|M|? takes the maximal value at h = 2, which is (u — 1)|[M|* + 1. Hence the desired relation
c(Ilp,) < C(u,|M]) holds in the case h > 2.

Secondly, we consider the case that h = 1, hence P, € P; and P, ¢ P;. In the same way as above, we
suppose that a communication phase of II halts at (sp+t+1)-th step, where 1 <t < pand 0 < s < Nyeaq —1.
We divide the argument into the following subcases:

Case 2-1: h=1,1<t <h'. Now, among the messages mi,ma, ..., Mg, 4+ sent during the communication
phase of II, the messages sent from a player in P; to a player in Py are mps, My 1ns, - -, Ms—1)utp (from Py
to Ppryq via Chr pr41) and mg, 4 (sent from P, to P, via Cy 1), s+ 1 messages in total. On the other hand,
the messages sent from a player in P, to a player in P; are my, may, ..., ms, (from P, to P, via Cy,1), s
messages in total. Therefore, the number of communication patterns counted by c(Ilp,) in this case is not
larger than |M|?s+1,

Case 2-2: h=1, h+1<t<pu. Now, among the messages mi, ma, ..., Mg,u4+ sent during the communi-
cation phase of II, the messages sent from a player in P; to a player in Py are mp/, myqns, ..., Mgyutp (from
Py to Pyrgq via Chroprgq), s + 1 messages in total. On the other hand, the messages sent from a player in
P to a player in Py are my, may, ..., ms, (from P, to Py via C, 1), s messages in total. Therefore, the
number of communication patterns counted by ¢(Ilp,) in this case is not larger than |M|?5+1,

By summing up the above results over all 0 < s < Nyeaq — 1 and 1 < ¢t < pu, we have

o Nicaa—1 _— |M|2Nrcad 1
c(llp,) < Z pl M = /J\M||M|27_1 (35)
s=0

Now the conditions x4 > 2 and [M| > 2 imply that p|M| < (u — 1)|M[* + 1, therefore the inequality
c(Ilp,) < C(u, |M]) also holds in this case. Hence the proof of Lemma 6 is concluded. O

From now, we construct INW PRG ¢""W: [1y] — [n1] x -+ X [n,] that pseudorandomizes the random
input tape for II(A), where for each ¢ € [u], we put n; := |R;| and identify R; with [n;] (see Section 4.3
for the notations). We take a rooted binary tree T' in such a way that its depth dp(7') attains the minimal
possible value [log, i] and the leaves P, ..., P, of T (identified with the p players of II(A)) are arranged
in this order from left to right. This implies that, for any vertex v of T, the set of leaves of the subtree
Th, of T with root v are of the form {Py,, Pyy1,..., Py _1, Py} with 1 < h < k' < p. Then we define g'""W
as in Section 5.3 according to the tree 7. We put II := II(A) and Agna := (U}, - - -, Upn,]) (where, for
simplicity, the part memg € M of the input for II is made implicit), which means the output distribution of
the algorithm A with contents of the random tape given uniformly at random. On the other hand, we put
Apgrna = H(¢"™W(U, o )), which means the output distribution of A with the contents of the random tape
given by the PRG ¢'™W. Moreover, let Ny, denote the number of possible outputs of II (or equivalently,
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of A). Then the statistical distance A(Arnd, Aprnd), Which is the advantage of the distinguisher, can be
evaluated by using Theorem 2 and the above result:

Theorem 3. In the above setting, A(Arnd, Aprnd) s not larger than

dp(T)—2

(G
> 2 ( 2(5“1 V NouwsC(p, [M]) + p Vhth+15h+1)>
prs h+1
B (36)
(Gap(r
+ (p— 291 ( 25dp((T)) V NowtC (1, [M]) + p(Vap(r) -1, Vap(1) dp(T) ) +Zp(ydp(vi)7ni)
P 1=1

(see (33) for the definition of C(u,|M]), and see Section 5.3 for notations). Hence, if for every h we
have X(Gr)/(20n) < g4 for a common g4 € R, and for every h and i we have p(Vh,Vh+10p+1) < €, and
P(Vap(v:), i) < €p for a common €, € R, then we have

A(Arnd, Aprnd) < (1 — 1)eg/ Nouws C (1, |M]) + (20 — 1), - (37)

Proof. The latter inequality (37) follows from the former part of the statement and direct calculation,
therefore we prove the former part from now. As the choice of memy € M in the input phase of II is
independent of the other parts rq,...,r, of the input, we may assume without loss of generality (due to
the triangle inequality) that memg is a constant value. Then Lemma 6 can be applied, and it follows that
Ctwo < C(p, |M]) where we put Z/ = 7 in the definition of ciyo. Now we use Theorem 2 with Z/ = 7 (note
that k = Nou). By the construction of the binary tree T, we have |V}, (T)| = 2" for 0 < h < dp(T) — 2
and [Vapry—1] = p — 24p(T)=1 " Therefore, the bound in the statement is derived by using the inequality

Ctwo < C(p, |M|) and by substituting these values of |V},(T)| into Theorem 2. O

6.2 Asymptotic evaluation of sufficient seed lengths

Based on the arguments in Section 2.2 and Section 6.1, in this subsection we give an asymptotic evaluation
of a sufficient seed length of the INW PRG ¢'""W for pseudorandomization of an information-theoretically
secure protocol II. By Theorem 3, if a class Class of distinguishers D is defined by the constraints on the
quantities u, |[M| and Nyeaq associated to D (where p is equal to the length of the original random tape for
the protocol II), then g™W is (Class, £cjass)-secure with ecjass given by (36) (note that Nou¢ = 2 in this case,
as each distinguisher outputs either 0 or 1). Therefore, if we want to bound the difference of attack success
probabilities in random and pseudorandom cases by &, then Corollary 1 implies that it suffices to show that
N Eclass < €, Or equivalently eclass < £/n, where n is the number of components of the partition of the set X
introduced in Section 2.2.

Here we introduce some assumptions for simplicity. First, we assume that we have chosen the regular
graphs Gi,...,Gap(r) used in the construction of ¢™W, where dp(T) = [log, i, in such a way that the
degrees 01, ...,04p(1) are a common value § and vy, = vp410 for every 1 < h < dp(T) — 1. Secondly, we
assume that the second largest eigenvalues A(Gy,) of G, satisfy that A(Gp) < 24/ — 1 for every 1 < h < dp(T),
i.e., all G; are Ramanujan graphs (see e.g., [8]). On the other hand, we put R := maxi<;<, |R;| (e.g., R =2
in the case of a binary random tape). Then we have the following result:

Theorem 4. In the above setting, if the parameters are chosen in such a way that
§ = [8n2e™2u*C (i, | M])], Vap(T) = [ne 'uR], vo = 9v , Vg = [log,(n?e2u26(MR)] | (38)

where dp(T') = [log, ] and C(p,|M|) is as defined in (33), and every algorithm A; s specified in Corollary
1 belongs to the class Class, then the difference of attack success probabilities in random and pseudorandom
cases is bounded by . Moreover, when the length p of the original random tape for the protocol 11 and the
memory size |M| for the algorithms A; ¢ tend to oo while the alphabet size R for the random tape is constant,

the asymptotic seed length 1/8r of the INW PRG g""WV s given by

vl ~ 3(10gy 1) + 2Nreaa logy | M| logy 11 + 210go(n/e) logy p1 - (1, M| — 00). (39)
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Proof. For the first part, it suffices to show that the value e¢j,ss in (36) is not larger than £ /n under the current
choice of parameters. First, the assumption that 0,41 = ¢ and v, = vp419 for every 1 < h < dp(T) — 1
implies that p(vp,vp+10p41) = 0 for every 1 < h < dp(T) — 1. On the other hand, we notice the following
inequality for the function p;

(m//2)2 m/

< = — 40
n'm’ - n'm’ 4n/ ( )

(n" mod m') - (m' — (n’ mod m'))

p(n’,m') =

(note that 0 < (n’ mod m’) < m’). Then by the assumption that R > |R;| = n; for every ¢ € [u] and the
condition that vy, > vp4q for every 0 < h < dp(T) — 1, for every i € [u], we have

( y<—1 < R R :
Vdp(vy)r i) = — - ~ dnu
P\Vdp(v;) Wap(vs) ~ Wapry ~ dne~'pR - dnp

(41)

(where we used (38) to deduce the third inequality). The relation 14 = ydp(T)ddp(T)*l implies also that

(v, 1181 < vioy Vap(r) 6P < (ne='uR + 1)§P(T)
pP\Vo,V101) = Ao 4o = 4An2e—2u29(MR

2ne”'pROPM™ e < €
~ 4n2e—2p26dP(MR in

(42)

(where we used (38) to deduce the second inequality; recall that we have assumed p > 2). Moreover, we
have A\(Gp) < 24/6 — 1 for every 1 < h < dp(T) by the assumption. By substituting these relations to (36)
and by using the value Nyt mentioned above, we have

(T)-2
Vi1 e Vi1
EClss <~ 20 (u, [M]) + m Z 2}LT\/ 2C (p, |M])

dp(T 1 43
+ (= 20(T)- Vo \/WJFZW (43)
ﬁ

— (u-1) 200, [MI) + o < i3~ /2/2CTu,IM]) + o

By using (38) further, it follows that the first term of the right-hand side is not larger than €/(2n), therefore
we have ecjass < €/n, as desired. Hence the first part of the claim holds.

For the second part of the claim, first note that C(u, |M|) ~ pu|M|*Nread in the limit case u,|M| — oo.
Therefore we have § ~ 8n2e 23| M|?Nread | and consequently

logy 0 ~ 3 4 2logy(n/e) + 3logy ft + 2Nyead logy | M| ~ 21logy(n/e) + 3logy b + 2Nyeaa logy | M| . (44)
This and the property dp(7T') ~ log, p imply that
vl ~ 21ogy(n/e) + 2logy i+ dp(T) log, § + log, R

~ 2logy(n/e) + 2logy ju + 21og, plogy(n/e) + 3(1ogy 11)? + 2Nyead logy p1logy [ M| + logy R (45)
~ 2log, plogy(n/e) + 3(log,y ,u)2 + 2Nyead logs plogs | M|

(note that 2log,(n/e) +2logy plogy(n/e) ~ 2log, p1logs(n/c) and 2logy p+3(logs 11)? +logy R ~ 3(logs 11)?).
Hence the proof of Theorem 4 is concluded. O

7 Example for existing schemes
In this section, we apply the above general result to the case of specific existing schemes in order to estimate

the performance of our pseudorandomization technique further and to give comparison to the preceding
result in [11, 12].

21



7.1 Summary of the comparison

We consider an existing information-theoretically secure scheme and the associated security game described
in Section 7.2 below. The choice of the security game as well as the relevant parameters are the same as
the ones used in the numerical example of the preceding result [11]. We deal with the seven choices of
parameters, and Table 1 shows the estimated seed lengths of INW PRGs ¢"™W based on our result, together
with the original bit lengths u of the random input and the seed lengths calculated in the example in [11] (by
using the PRGs against time-bounded distinguishers proposed by Farashahi, Schoenmakers and Sidorenko
[4]). The last two rows of the table show the ratios of our seed lengths compared to the original bit lengths
w and the results in [11].

Table 1: Comparison of estimated seed lengths with the preceding result [11] (where p denotes the original
bit lengths of the random input)
N 103 10* 10° 10° 107 108 109
m 614 702 789 877 964 1052 1139
original p 9.21E6 | 1.05E8 | 1.18E9 | 1.31E10 | 1.44E11 | 1.57E12 | 1.70E13
length in [11] || 6.87E6 | 9.72E6 | 1.33E7 | 1.75E7 | 2.25E7 | 2.83E7 | 3.51E7
our length ug 1.28E5 | 1.63E5 | 2.09E5 | 2.53E5 | 3.10E5 | 3.63E5 | 4.21E5
ratio to pu 1.39E-2 | 1.55E-3 | 1.77E-4 | 1.93E-5 | 2.15E-6 | 2.31E-7 | 2.48E-8
ratio to [11] 1.86E-2 | 1.68E-2 | 1.57E-2 | 1.45E-2 | 1.38E-2 | 1.28E-2 | 1.20E-2

We give two remarks on the comparison. First, as explained in the following subsections, our estimate
of seed lengths is based on Theorem 4, where we assumed ideal choices of regular graphs Gi, ..., Gap(r) to
construct the INW PRGs ¢'"NW, which have not been practically assured so far. Due to the assumption, a very
explicit comparison of the values in Table 1 would not make sense. However, we still expect from the table
that the required seed lengths based on our result would be at least competitive to the ones in [11], despite
the removal of hardness assumptions in contrast to the result in [11] that was based on DDH assumptions.
Secondly, in our numerical evaluation of seed lengths, only one choice of the partition X = (JI_, X; of the
set X of the adversary’s inputs among the various possible partitions, which is the same as the one appeared
in [11, 12], is used due to the technical difficulty. Therefore, there is a room to improve the required seed
lengths in our result further by investigating better choices of the partition of the set X.

In the following subsections, we describe the details of the numerical evaluation of our seed lengths.

7.2 Security game for an information-theoretically secure scheme

The information-theoretically secure scheme studied in this section as an example is a fingerprint code
proposed by Nuida et al. [10], which is the same as the one used in [11]. The parameters, e.g., the number
¢ = 3 of the adversaries, are also chosen in the same way as [11]. Here we omit some details which are less
important in the present example; see [11] for those omitted details.

In the present case of the fingerprint code, the security game is described as follows, where N denotes
the number of users (i.e., codewords in the code), m denotes the code length, and 1 < i1 < is < i3 < N are
arbitrarily chosen three indices:

1. For each j € [m], a bit m; € {0,1} is chosen independently and uniformly at random.

2. For each i € [N] and j € [m], a bit w; ; € {0, 1} is chosen independently in such a way that Prw; ; =
1] = p(™1) where 0 < p® < 1 and p) =1 —p© are certain parameters with 15-bit accuracy (i.e., the
fractional part of the binary expression of p(®) consists of 15 bits).

3. The adversary receives three codewords w;, := (w;,,j)jeim], 1 <t < 3.
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4. The adversary outputs a word y € {0,1,7}™ (where ‘?’ is an extra symbol), called a pirated word. (In
fact, the word y is required to satisfy a constraint called Marking Assumption [2]. Our argument here
does not depend on the constraint.)

5. For each i € [N], a score sc; = Z;”:l sc;,; is calculated by

Un;

—uy—n; ify;=1land w;; =0,

ifyj=1landw;; =1,

SCig = - (46)
/ _u‘n'j lf yJ 7é 1 and wi,j =1 s
ul—ﬂ'j if Yj 7é 1 and Wi = 0 s
where
ug := 1.931793212890625 = (1.111011101000101)2 , )

uy = 0.5176544189453125 = (0.1000010010000101)5 ,

each having 15-bit accuracy.

6. Let i, € [N] be the index for which sc;, is the largest among all sc; with ¢ € [N] (if sc; takes the
maximum at two or more indices, then let i, be the last one among them). Then the result of the
security game is 1 (“attack succeeded”) if i, & {i1,142,43}, and 0 otherwise.

In the notations of Section 2.2, we have X = ({0,1}™)? = {0,1}3™ and G = {0,1,?}™.

7.3 Implementations of distinguishers in bucket-brigade model

In the above setting, the algorithms A; ¢ in Corollary 1 can be implemented in bucket-brigade model in the
following manner. We use the partition X = J,,¢(q 135m Xw, Xo 1= {w} of the set X, therefore the number
of components is n := 23™. For each w € {0,1}3™, any deterministic function f: X, — G = {0,1,?}™ is
identified with the element y := f(w) € G. Now for the algorithm A; ; = A, ,, our implementation uses
p:= (15N +1)m random bits ro ; (j € [m]) and 75 ;, (i € [N], j € [m], 1 < h < 15). (Note that the fractional
parts of the auxiliary values p(®, p(), uy and u; are represented by 15 bits.) The configuration graph G(A,, ,)
of the random tape consists of the edges Po; — Py j+1 (1 <j<m—1), Py = P11, Pijn — Pijnt1
(te[N],jem],1 <h<14), Pjis = Pijt11 (1 € [N, 1 <j<m-—1)and Pimis = Piy11.1
(1<i< N —1), and each cell of the random tape is read at most once (that is, Nyeaqa = 1). Hence the first
and the last cells are Py ; and Py, 15, respectively. Moreover, we define the format of each memory state
mem € M by

mem = (71, ..., Tm, SC, SCmax, flag.word, flag.index) , (48)

where each component has the following property:
o (m1,...,my) € {0,1}™: The component stores the bits 71, ..., m, appearing in the security game.

o (sc,sCmax): The component stores the score sc of the currently considered index ¢ € [N] and the
maximal score scpax. By the definition of scores and the bit lengths of ug and w1, both 2'5sc and
2195¢,1ax are integers from —2%mug to 21%mug, therefore the number of possibilities of this component
is at most (2%mug + 1)2.

e flag.word € {0,1,2}: First we notice that, the random variable w; ; with Pr[l < w; ;] = p(™) and
Pr0 < w; ;] = 1 — p(™) is realized by using the 15 bits r; ;; (1 < h < 15), by comparing the value
(0.7 517342+ - Tij15)2 With P9, Intuitively, the cases flag.word = 0, flag.word = 1 and flag.word = 2,
respectively, mean “the value of w; ; is determined as 0”7, “the value of w; ; is determined as 17 and
“the value of w; ; is not yet determined”, respectively.
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e flag.index € {0,1}: The cases flag.index = 0 and flag.index = 1, respectively, mean “the codeword
w;, of the highest score satisfies i, € {i1,12,i3}” and “the codeword w;, of the highest score satisfies
ix & {i1,42,13}, respectively.

In this setting, a u-party protocol II = II(A,,) given by the bucket-brigade model can be defined in the
following manner (note that the parameters w and y are hard-coded into the protocol and not included in
the memory state). For the input phase, the input for IT consists of the initial memory state mem and the
random bits rg ; (j € [m]) and r; ;5 (i € [N], j € [m], 1 <h < 15). The components of mem are initially set
as (71, ..., mm) = (0,...,0), (SC,SCmax) := (0, —muy), flag.word := 2 and flag.index := 1.

For the communication phase, the player Py ; (j € [m]) updates the component 7; of mem by 7; := r ;,
and then sends the updated memory state mem to Py ;41 (when j < m) or Pi 1,1 (when j = m). On the
other hand, if the player P; ; (i € [N], j € [m], 1 < h < 15) has received mem via a channel which is not
of the second type C, 1 (i.e., this is not the end of the communication phase), then the protocol proceeds
as follows, where w € {0,1}?™ is identified with the triple (w,ws,ws), w1, ws,ws € {0,1}™:

1. When j =1 and h = 1, the player initializes sc by sc := 0.
2. When h = 1, the player initializes flag.word by flag.word := 2.
3. When flag.word = 2,

e if r; j , = 0 and h-th bit of the fractional part of p© is 1 (which implies that (0551 Tij15)2 <
p©), then the player updates flag.word by flag.word := 1 — j;

e if 7, j;, = 1 and h-th bit of the fractional part of p(®) is 0 (which implies that (0.7 1 ---7ij15)2 >
p(o)), then the player updates flag.word by flag.word := 7;;

e otherwise, the player does not change flag.word.

4. When h = 15 and flag.word = 2 (which implies that (0.r; ;175 15)2 = p©)), the player updates
flag.word by flag.word := 7;.

5. When h = 15, if ¢ = ¢; with 1 < ¢ < 3 and flag.word # w; ; (which implies that w;, # w; and hence
(Wi, , Wiy, wiy) 7# w), then the player sends a message (0,0,...,0) € M to Py, 15 via the unique
channel of the form C, ; (i.e., this is the final message sent during the communication phase) and
skips the steps below.

6. When h = 15, the player calculates sc; ; as in (46), where flag.word plays the role of w; ;, and then
updates sc by sc := sc + sc; ;.

7. When 7 = m and h = 15, if sc > scyax, then the player updates flag.index by flag.index := 0 in the case
i € {i1,12,13} and by flag.index := 1 in the case i & {i1, 2,13}, respectively.

8. When ¢ = N, j = m and h = 15, the player sends a message (flag.index,0,...,0) € M to Py m 15
via the unique channel of the form C, ; (i.e., this is the final message sent during the communication
phase) and skips the step below.

9. The player sends the updated memory state mem to the next player (via the channel of the first type).

Finally, for the output phase, if the last player Py, 15 has received, via a channel C, ; of the second
type, the final message of the form (b,0,0,...,0) with b € {0, 1}, then the player outputs the bit b.

It is straightforward to check that the above protocol indeed implements the algorithm A, ,. Here the
parameters are given by = (15N + 1)m, |[M| = 6 - 2™(25mug + 1)? and Nyeaq = 1.

Remark 3. We notice that, in the preceding result [11, 12], it is required to theoretically evaluate the time
complexity of some algorithms that are counterparts of A, , above, which seems practically difficult or
complicated (cf., Section 4.3 of [11]). In contrast, our theoretical evaluation of A, , given above seems
simpler than that in [11], which also shows an advantage of our proposed technique.
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7.4 Estimation of seed lengths

In the numerical example given in the preceding paper [11], the parameters N and m given in the first
and the second rows of Table 1 were used. On the other hand, it was aimed in the example in [11] that
the difference of the attack success probabilities between random and pseudorandom cases is bounded by
€ := 10~%. Here we adopt the same parameters N, m and e, while we put R := 2 in Theorem 4. Moreover,
by virtue of the result in Section 7.3, we put p := (15N + 1)m, |M| := 6 - 2™ (20mug + 1), Nyeag = 1
and n := 23™. Then the value C(u,|M]|) in (33) is (u — 1)|M|? + 1, therefore the values in the statement of
Theorem 4 are estimated as

§ = [8n*e 2 C(p, |M|)] < 8ne™?p? - p|M|* = 8n’e 21’ |M|? (49)
and

vl = logy(n’e 2?6 R)]
< [logy(2 - ]llogs 11, 2[logy p]+2 . —2[log; ] 2,3 [logy 1]+2 |M|2f10g2 ©] )] (50)

= [1+ 3[log, u] + (2[logy p] +2)(3m + 6log, 10) + (3[logy p1] + 2) logy pu + 2[log, u] logy [M]] -
Now we have 3m + 6logy 10 < 3m + 20 and

logy | M| = logy (6 - 2™ (2'%mug + 1)?) = m + log, (6 - (126602m + 1)?)

51
< m+log,(8- (126603m)2) =m+ 3 + 2log,(126603m) , (51)
therefore we have
vh <1+ 3[log, p] + (2[logy 1] + 2)(3m + 20) + (3[log, p] + 2)[logy 4]
+ 2[logy 1] (m + 3 + 2[log, (126603m) | (52)

)
< 3[logy p1]* + (8m + 51 + 4[log, (126603m)]) [log, ] + 6m + 41 .

The resulting values of the right-hand side of (52) are given in Table 1.

8 Conclusion

In this paper, we revisited a preceding work by Nuida and Hanaoka [11, 12] on pseudorandomization of
information-theoretically secure schemes. First, we gave a proof technique for the security of such pseudo-
randomization, which admits tuning of some parameters in the proof and contains the argument appeared
in [12] as a special case. Secondly, we pointed out that, although the argument and numerical examples in
[11, 12] are mainly based on the use of PRGs against time-bounded distinguishers and consequently some
hardness assumptions are required, the use of other kinds of PRGs such as INW PRGs against memory-
bounded distinguishers can remove the requirement of the hardness assumptions. We also gave a precise
formulation of a computational model which suits the quantitative evaluation of memory costs of the distin-
guishers for INW PRGs. Finally, we gave a numerical comparison of the required seed lengths in our result
with those in the numerical example in [11], and showed that the reduction effect of required seed lengths by
our pseudorandomization result is still competitive with that of [11, 12], despite the removal of the required
hardness assumptions.
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