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Preface

Information and communication security must provide technological solutions
to the tension between the accelerating growth of social, economical and gov-
ernmental demand for digitalization of information on the one hand, and on the
other, the legal and ethical obligation to protect the individuals and organiza-
tions involved.

These proceedings contain the papers accepted at the 2010 International
Conference on Information and Communications Security (ICICS 2010), held
in Barcelona, Spain, during December 15-17, and hosted by the Information
Security Group of the Universitat Politècnica de Catalunya, UPC.

ICICS 2010 was the 12th event in the ICICS conference series, started in 1997,
which brought together leading researchers and engineers involved in multiple
disciplines of information and communications security, to foster the exchange
of ideas in aspects including, but not limited to, authentication and authoriza-
tion, distributed and mobile systems security, e-commerce, fraud control, intel-
lectual property protection, operating system security, anonymity and privacy,
and trusted computing.

In response to the call for papers, 135 submissions were received for this year’s
installment of the conference series. Each paper received at least three peer-
reviews on the basis of its significance, novelty, technical quality and relevance
to this event. The highly competitive selection process resulted in only 31 papers
being accepted, subject to a final revision before publication.

ICICS 2010 was held under the sponsorship of the Spanish government and a
number of private companies, particularly Scytl, which we would like to thank.
More generally, we would like to express our gratitude to all those people who, in
a different capacity, contributed to the realization of this event. We are indebted
to the Program and Organizing Committees for their hard work in dealing with
all matters related to the conference quality and organization. We are also in-
debted to our three invited speakers, Jianying Zhou, Grigori Kabatiansky and
Bart Preneel, for graciously accepting our invitation to deliver a special talk.
We would like to acknowledge the external reviewers’ constructive and insight-
ful comments during the review process.

We sincerely hope that you find these proceedings exceedingly interesting
and valuable to your research.

October 2010 Javier López
Miguel Soriano

Sihan Qing
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Program Committee

Mikhail Atallah Purdue University, USA
Alex Biryukov University of Luxembourg, Luxembourg
Frederic Cuppens Telecom Bretagne, France
Roberto Di Pietro University of Roma Tre, Italy
Jesus Dı́az-Verdejo University of Granada, Spain
Josep Domingo-Ferrer Universitat Rovira i Virgili, Catalonia
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Carles Padró Nanyang Technological University, Singapore
Andreas Pashalidis K. U. Leuven, Belgium
Rodrigo Román University of Málaga, Spain
Bimal Roy Indian Statistical Institute, India
Kouichi Sakurai Kyushu University, Japan
Pierangela Samarati University of Milan, Italy
Ben Smyth University of Birmingham, UK
Willy Susilo University of Wollongong, Australia
Guilin Wang University of Birmingham, UK
Duncan S. Wong City University of Hong Kong, China
Wenling Wu Institute of Software, Chinese Academy of

Sciences, China
Yongdong Wu Institute for Infocomm Research, Singapore
Jianying Zhou Institute for Infocomm Research, Singapore

Organizing Committee

Juan Caubet, Marcel Fernández, Jordi Forné, Carlos Hernández, Olga León, Jose
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