Lecture Notes in Computer Science

Commenced Publication in 1973
Founding and Former Series Editors:
Gerhard Goos, Juris Hartmanis, and Jan van Leeuwen

Editorial Board

David Hutchison

Lancaster University, UK
Takeo Kanade

Carnegie Mellon University, Pittsburgh, PA, USA
Josef Kittler

University of Surrey, Guildford, UK
Jon M. Kleinberg

Cornell University, Ithaca, NY, USA
Alfred Kobsa

University of California, Irvine, CA, USA
Friedemann Mattern

ETH Zurich, Switzerland
John C. Mitchell

Stanford University, CA, USA
Moni Naor

Weizmann Institute of Science, Rehovot, Israel
Oscar Nierstrasz

University of Bern, Switzerland
C. Pandu Rangan

Indian Institute of Technology, Madras, India
Bernhard Steffen

TU Dortmund University, Germany
Madhu Sudan

Microsoft Research, Cambridge, MA, USA
Demetri Terzopoulos

University of California, Los Angeles, CA, USA
Doug Tygar

University of California, Berkeley, CA, USA
Gerhard Weikum

Max Planck Institute for Informatics, Saarbruecken, Germany

6531



Mike Burmester
Gene Tsudik
Spyros Magliveras
Ivana Ili¢ (Eds.)

Information Security

13th International Conference, ISC 2010
Boca Raton, FL., USA, October 25-28, 2010
Revised Selected Papers

@ Springer



Volume Editors

Mike Burmester

Department of Computer Science
Florida State University
Tallahassee, FL, 32306-4530, USA
E-mail: burmester @cs.fsu.edu

Gene Tsudik

Department of Computer Science
University of California

Irvine, CA, 92697-3425, USA
E-mail: gts@ics.uci.edu

Spyros Magliveras

Department of Mathematical Sciences
Florida Atlantic University

Boca Raton, FL, 33431-0991 , USA
E-mail: spyros @fau.edu

Ivana Ili¢

Department of Mathematical Sciences
Florida Atlantic University

Boca Raton, FL, 33431-0991, USA
E-mail: iva_ilic@yahoo.com

ISSN 0302-9743 e-ISSN 1611-3349

ISBN 978-3-642-18177-1 e-ISBN 978-3-642-18178-8
DOI 10.1007/978-3-642-18178-8

Springer Heidelberg Dordrecht London New York

Library of Congress Control Number: 2010942728
CR Subject Classification (1998): E.3, E.4, D.4.6, K.6.5,C.2,J.1

LNCS Sublibrary: SL 4 — Security and Cryptology

© Springer-Verlag Berlin Heidelberg 2011

This work is subject to copyright. All rights are reserved, whether the whole or part of the material is
concerned, specifically the rights of translation, reprinting, re-use of illustrations, recitation, broadcasting,
reproduction on microfilms or in any other way, and storage in data banks. Duplication of this publication
or parts thereof is permitted only under the provisions of the German Copyright Law of September 9, 1965,
in its current version, and permission for use must always be obtained from Springer. Violations are liable
to prosecution under the German Copyright Law.

The use of general descriptive names, registered names, trademarks, etc. in this publication does not imply,
even in the absence of a specific statement, that such names are exempt from the relevant protective laws
and regulations and therefore free for general use.

Typesetting: Camera-ready by author, data conversion by Scientific Publishing Services, Chennai, India
Printed on acid-free paper

Springer is part of Springer Science+Business Media (www.springer.com)



Preface

The 13" Information Security Conference (ISC 2010) was held at Deerfield
Beach / Boca Raton, Florida, USA, during October 25-28, 2010. The conference
was hosted by the Center for Cryptology and Information Security (CCIS) at
the Mathematical Sciences Department of Florida Atlantic University in Boca
Raton, Florida.

ISC is an annual international conference covering research in theory and
applications of information security and aims to attract high quality-papers in
all technical aspects of information security as well as to provide a forum for
professionals from academia and industry to present their work and exchange
ideas. We are very pleased with both the number and high quality of this year’s
submissions. The Program Committee received 117 submissions, and accepted 25
as full papers (acceptance rate 21%). The papers were selected after an extensive
and careful refereeing process in which each paper was reviewed by at least three
members of the Program Committee. A further 11 articles were selected as short
papers because of their appropriateness and high quality. A new experimental
format was adopted this year: pre-conference proceedings of all accepted papers
were made available at the conference. This provided an additional opportunity
for authors to solicit and obtain early feedback. The Springer proceedings were
mailed to the authors after the conference.

Many people deserve our gratitude for their generous contributions to the
success of this conference. We wish to thank all the members of the ISC 2010
Program Committee, as well as the external reviewers, for reviewing, deliberating
and selecting (under severe time pressure and in the middle of summer) an
excellent set of papers. Thanks are also due to Masahiro Mambo who, as our
contact person on the ISC Steering Committee, helped maintain ISC traditions
and provided guidance. Mega-kudos to Ivana Ili¢ for contributing a tremendous
amount of work, much of it beyond the call of duty. Also, a great deal of thanks
are due to: Emily Cimillo for helping with budgetary issues, Leanne Magliveras
for keeping track of numerous organizational tasks, as well as Nidhi Singhi, Nikhil
Singhi and Nicola Pace for invaluable assistance with various conference aspects.

We are delighted to acknowledge the sponsorship of CCIS; of the Center
for Security and Assurance in IT (C-SAIT) of Florida State University; of the
Charles E. Schmidt College of Science at Florida Atlantic University; and of
the DATAMAXX group, the latter having provided support for the Best Student
Paper Awards and additional funds for graduate student support.



VI Preface

Last but not least, on behalf of all those involved in organizing the conference
we would like to thank all the authors who submitted papers to this conference.
Without their submissions and support, ISC could not have been a success.

November 2010 Spyros Magliveras
Mike Burmester
Gene Tsudik
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