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Foreword

During the past decade the digital society has firmly established itself in Eu-
rope and in many other parts of the world. Information and communication
technology has emerged as the mission-critical backbone of modern economic
and social life in the early 21st century. The contours of the dawning digital
age have taken shape, and they include massive amounts of data, personal
and non-personal, being continually generated and ceaselessly processed, ex-
changed, recombined, and often stored for indefinite periods of time. In this
context, the creation of an electronic identity management infrastructure
that puts the management of digital identity data under the users’ control
has manifested itself as one of the central challenges for life in the digital age.

The Internet transcends geographic and jurisdictional borders; hence there
is a strong need for a global approach to trust in the digital society. Citizens
look for value in the activities they do on the Internet. They want to be
able to trust the technology and services provided and the actors behind. To
forge a just and dignified digital future, and considering that trust is sub-
jective and depends on context and culture, we need digital means, tools
and instruments to allow us to sense the variables and reach a conclusion
on the trustworthiness of services and third parties prior to engaging in in-
teractions. To contribute to meeting these demands of the new age, trust,
and with it identity management and privacy protection, are prominent ele-
ments of the ICT Research and Development Framework Programme of the
European Union.

A flourishing digital society expects diversity, usability and openness, in-
teroperability and competition as key drivers for trust and security. Diversity
reduces the risks coming with dependence on one type of technology, and
open standards and interoperability are key to competition, to empowering
users to choose among a variety of products and services, and to the creation
of business opportunities for small, medium and large companies alike.

PRIME – the 2008 recipient of the internationally renowned IAPP award
for the best contribution to innovative privacy technology – has put Europe
on the global map as a place for high-quality research on privacy. It has



VI Foreword

effectively contributed to the preparation of Europe for a new digital age, for
a digital life that preserves the shared European values of democracy, free-
dom and civil liberties. We would like to thank the PRIME project and all
its partners for this opportunity to draw attention to the European Commis-
sion’s efforts in this domain, and for putting Europe on the map as a global
thought leader in privacy protective digital identity management.

December 2010 Jacques Bus (Head of Unit)
Dirk van Rooy (Head of Sector)

DG Information Society and Media
European Commission



Preface

Information technologies are becoming pervasive and powerful to the point
that the privacy of citizens is now at risk. Indeed, more and more of our daily
transactions are conducted electronically and require us to transmit personal
information. Examples include using an electronic identity card to prove one’s
age in a bar, buying digital content on the Internet, checking our healthcare
records on-line, or planning our next vacation. In this new information society,
individuals need to be able to keep their autonomy and to retain control over
their personal information, irrespective of their activities. The widening gap
between this vision and current practices on electronic information networks
undermines individuals’ trust and threatens critical domains like mobility,
healthcare, and the exercise of democracy.

Why Privacy and Identity Management

Closing this gap requires an identity management system that puts the users
in control of their data and allows them to protect their privacy in electronic
transactions. Indeed, we all manage our personal information (and thereby
our identities) in our daily lives. However, the way we have learnt to do so
for our non-electronic lives works poorly in the electronic society now taking
shape for a number of reasons. First, we are often not aware what data about
ourselves we are revealing in a transaction or we might even not be aware of
the fact that we are revealing data to start with (e.g., making a call with a
mobile phone reveals all kinds of (unexpected) data to unexpected parties).
Second, the sheer complexity of the applications and their building blocks
makes it almost impossible to understand where our data flows. Third, even
if we were capable and willing to manage our electronic personal data and
identities and protect our privacy, we would usually not be able to do so
because the applications don’t allow us to do so due to the way they are
built. A well-known example is that users were asked for their social security
number just so that the application could use it as a unique identifier.
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PRIME’s Solution

We, the PRIME partners, noted that the state of the art in privacy-enhancing
mechanisms provides the technical means to build such a privacy-enhancing
user-centric identity management system that would empower the users to
manage their identity and protect their privacy. Thus the PRIME consor-
tium was formed to prove this and to raise the awareness for privacy issues
and their solutions. We chose an integrated approach to the legal, social,
economic, and technical areas of concern to research, develop, and evalu-
ate solutions to privacy-enhancing user-centric identity management. During
the course of the project, we have developed a framework that integrates
all technical and non-technical aspects of privacy-enhancing identity man-
agement and shows how privacy-enhancing technologies can be employed to
realize privacy-enhancing user-centric identity management. We have elicited
detailed requirements from legal, social, economic, and applicational points
of view and have shown how they can be addressed, i.e., how to enable the
users to effectively control their private sphere. That is, we have put forth
an architecture that orchestrates the different privacy-enhancing technolo-
gies, including the human-computer interface. Based on this architecture, we
have built several prototypes that exemplify privacy-enhancing user-centric
identity management for a few selected application domains. We have vali-
dated our results by conducting experiments with end-users in these appli-
cation areas. Moreover, we have considerably advanced the state of the art
to address foundational technology, through research on human-computer
interface, ontologies, authorization and cryptology, anonymous communica-
tions, and privacy-enhancing identity management systems architecture and
assurance methods.

This Book

This book reports on the findings of the PRIME project. It is partitioned into
five parts. The first part is a summary. It explains the privacy issues based
on the example of Alice who goes shopping in the Internet. It then explains
how PRIME resolves these issues. The second part of the book provides the
legal, social, and economic landscape of privacy-enhancing identity manage-
ment and derives requirements for privacy-enhancing user-centric identity
management. The third part explains how privacy-enhancing user-centric
identity management can be realized. It first describes the PRIME archi-
tecture which brings together the different privacy-enhancing mechanisms.
These mechanisms are then subsequently explained. That is, we not only de-
scribe the results that the project has obtained based on these mechanisms,
but also give a comprehensive overview of these technologies. The fourth part
reports on how the PRIME architecture can be applied to applications. It de-
scribes the application prototypes that we have implemented and the lessons
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we have learnt. This part further summarized the requirements on privacy-
enhancing user-centric identity management in general and how they can be
addressed. The fifth part features the conclusions we have drawn, provides an
outlook to the future of trust, privacy and identity management, highlights
open problems, and describes PRIME’s follow-on projects.

More details for the results covered in this book as well as additional
materials are available on the PRIME website www.prime-project.eu. The
next page contains an overview of these materials.

July 2008 Jan Camenisch
Ronald Leenes
Dieter Sommer
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Available PRIME Materials

The following materials are available on www.prime-project.eu:

Introductory Documents:

• Press releases, leaflets, and slide presentations outline the project objec-
tives, approach, and expected results;

• The PRIME White Paper introduces privacy-enhancing identity manage-
ment issues and PRIME’s vision, solutions, and strategies;

• A number of tutorials introduce major concepts of privacy-enhancing iden-
tity management for use by the software development community and the
general public.

PRIME Technical Materials:

• PRIME Framework reviews privacy-enhancing identity management is-
sues; PRIME legal, social, and economic requirements; PRIME concepts
and models; and PRIME architecture outlines.

• PRIME Requirements analyze in depth the legal, social, economic, and
application requirements. They comprise generic requirements, as well as
specific, scenario-based requirements of selected application areas includ-
ing eLearning, location-based services, and airport security controls.

• PRIME Architecture describes in depth the organization and orchestra-
tion of the different privacy-enhancing technologies in a coherent PRIME
system.

• Annual Research Reports review the research results gained in PRIME in
each of the four years, and the research agenda for the subsequent years.

• HCI Guidance provides a comprehensive analysis of the Human-Computer
Interface requirements and solutions for privacy-enhancing identity man-
agement.

• Assurance Methods survey the existing assurance methods that are rele-
vant to privacy-enhancing identity management.

• Evaluation of Prototypes assesses a series of early PRIME technology pro-
totypes from legal, social, and economic standpoints.

• More than 200 scientific publications address results produced in all
PRIME-related fields within the scope of the project. The abstracts of
those papers and links to them are listed in the four Annual Research Re-
ports which are available from PRIME’s website www.prime-project.eu.
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Bergmann, Stefan Berthold, Katrin Borcea-Pfitzmann, Rainer Böhme, Alexan-
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