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Foreword

The Internet of Things — Threats and Opportunities of Improved Visibility

The Internet has changed our business and private lives in the past years and
continues to do so. The Web 2.0, social networks and mobile Internet access are
just some of the current developments in this context. Ubiquitous computing and
ambient intelligence have been fields of research where changes of computing in
everyday situations have been examined. Today, the Internet of Things is a
foundation for connecting things, sensors, actuators, and other smart technologies,
thus enabling person-to-object and object-to-object communications.

The development of the Internet of Things is aligned with ongoing changes
in information technology, logistics and electronic (e-)business. The significant
reduction of message exchange times from analogue to digital messaging has led to
reduced message sizes while increasing the number of message transactions.
Additionally, there is a shift from mass broadcast to mass customisation and user-
specified subscription to content tailored to an individual’s interests. We expect to
retrieve personalised information, as needed to cope with the growing information
overflow. These changes are not limited to the Internet. We see similar changes in
logistics, for example the increasing number of smaller deliveries, which has been
influenced by e-business and improved material handling in the past years. The In-
ternet of Things will bridge the gap between information technology and objects.
The automatic identification of things and improved data handling capabilities al-
low individual product identification where we have previously been limited to
types of products or batch identification. Large product recalls, which have led to
severe financial and brand reputation losses, may be replaced by individual selec-
tive product recalls in direct business-to-consumer communication. E-business has
changed our shopping habits. We retrieve information from the Internet, buy
products online and contribute with information through product ratings. The
speed of change in doing business has increased, thus requiring a higher level of
agility. Some catalogue-based retailers that were previously very successful have
been among the first victims because they were not prepared for the digital age.

The Internet of Things may just prove to be the missing link between logistics
and information. However, there is still no clear understanding of how the Internet
of Things will change our lives. First visions of smart fridges being able to auto-
matically send replenishment orders have not yet become a reality. We might argue
that consumers as well as businesses are not prepared for this yet or that this sce-
nario is too complex — but is it? Printer manufacturing companies have integrated
automatic identification for print cartridges, sensors to measure the ink fill levels,
user interfaces to inform the consumer about the current status, instant online order-
ing of replenishment cartridges through corresponding software utilities, e-business
and e-fulfilment, e-servicing and, last but not least, e-billing and e-payment.
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Nevertheless, this only represents one stand-alone solution dominated by a single
large business company. We would not want isolated “business tunnels” for every
Internet of Things application. One key to success is the freedom of choice! We
want to choose between different manufacturers, suppliers, service providers, deliv-
ery options, and payment services without the need for proprietary technologies. For
this, we need to cope with the heterogeneity of the involved technologies and archi-
tectures. Interoperability across businesses, service providers and consumers will
only be achieved if standardised interfaces can be provided.

Additionally, we need to overcome the structural shortcomings of IT invest-
ments in businesses. So far, Small and Medium Enterprises (SME) have been bur-
dened by large key-players through mandates to invest in new technologies that
rarely provide substantial benefits for the SME themselves. Cost benefit sharing
and other compensation approaches need to be researched to make the Internet of
Things a solution that is not limited to large companies.

We will need different human interfaces as well as machine interfaces to re-
lease the full potential of the Internet of Things. While we see Barcode and 2D-
reader software being installed on mobile phones to identify objects, only few us-
ers are using this functionality to link to Internet-based information. Near-Field
Communication (NFC) seems to be the next technology to enable unique identifi-
cation and linking automatically to Internet services. Billing and payment services
operated through mobile providers will be in the forefront to exploit the business
opportunities of NFC. Radio frequency (RF) SIM cards provide another option
that may enable non-NFC mobile phones to participate in mobile business and
product related information access. In addition to multi-purpose devices we may
see dedicated personal identification gadgets that are simpler to operate. USB-
sticks have been more successful than mobile phones for portable data-storage. A
small and easy to use identification device may be just as beneficial to link objects
to their virtual representations in the Internet.

Will the Internet of Things make our lives easier? Or will it just be another
component in a world of information overflow? Currently, the Internet of Things
is all about information visibility — it is not about autonomous decision-making.
To relieve us from everyday decision tasks and to avoid delays between informa-
tion availability and decisions, new methods and technologies need to be inte-
grated. In logistics, autonomous cooperating logistic processes are being re-
searched. The main idea of this concept is to use decentralised and hierarchical
planning and control methods. The combination of autonomous control and the In-
ternet of Things would provide a higher level of infrastructural robustness, scal-
ability and agility.

However, the integration of autonomous concepts in the Internet of Things is
not limited to logistics. Personalised software agents will cater for our needs in
private life, including shopping, smart home and public environments. Bidding
agents are already quite common in the Internet. Nonetheless, software agents
need to go beyond simple if-then algorithms, integrate sensor data to perceive the
nature of their environment, communicate with other agents, learn from experi-
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ence, and allow human intervention. Nevertheless, they need to be easy to use and
configure to reach a higher level of user acceptance among the general public.
Current developments in the Internet, enabling end-user participation through
mash-ups and other user-friendly do-it-yourself software tools, are leading in a
similar direction of leaving the developer community and reaching out to the end-
users.

However, technology can only provide us with new opportunities. It is up to us
to use these for holistic innovation approaches. We need to rethink traditional
business setups. Other research disciplines need to integrate the Internet of Things
into their every-day thinking. Civil architecture needs to develop RF friendly fac-
tories to avoid reflections and interferences. Industry designers need to develop
forklift trucks with information technology ergonomically integrated, instead of
bulky attachments. Public infrastructures, such as toll systems, need to be ex-
tended to support additional services for and through the Internet of Things. Ob-
jects, such as cars, need to be able to communicate with each other and with their
own environment to exploit a limited infrastructure and enable new sustainable
sharing models. Wearable computing needs to be enhanced to “sleek fashion com-
puting” — where stylishness, usability, intelligence, connectivity and mobility are
integrated to produce superior end-user friendly devices. Smart phones, personal
data terminals, and other mobile computing devices are still far away from what a
future Internet of Things will require to connect people and things.

The advantages of the Internet of Things are obvious. Improved efficiency, ef-
fectiveness, and new business opportunities may be achieved. Nevertheless, there
are also certain threats and issues of governance, security, and privacy that need to
be considered. Open governance in an Internet of Things remains an important is-
sue. However, it may be assumed that the ongoing discussions between different
regions and countries will lead to a federated structure in the longer term, similar
to the domain structures we know from the Internet today. Anyway, proprietary
industrial approaches ignoring international standardisation approaches as well as
political discussion will try to set their own de-facto-standards. A recent malware
attack (Stuxnet), aiming to spy on and reprogram Supervisory Control And Data
Acquisition (SCADA) systems, has revealed once more the need for security in a
future Internet of Things. The Internet has been misused to manipulate the virtual
world, such as stock markets; and the Internet of Things will have direct implica-
tions on the physical world. In relation to privacy, it is important that personal data
should be treated as such. New legislation is being proposed to deal with the mis-
use of personal data by employers. According to current political discussions in
Germany, secret video surveillance of employees shall be banned and social web-
sites shall not be used for research in the employment process. The Internet of
Things enables further surveillance possibilities concerning employees and con-
sumers. Again, it is up to us to use the advantages of the Internet of Things while
promoting a responsible usage of the newly achieved visibility. Improved laws
and regulations will help, but self-regulating control mechanisms will be even
more important. Responsible usage will be rewarded in a world that is more and
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more influenced by social and sustainable management. Businesses have already
seen boycott requests in the Internet of Things that have forced them to rapidly
change their strategy. It will be important for enterprises to understand that these
self-regulating mechanisms are extremely powerful and can change their business
for better or for worse. We should always remember the power of a webcam
showing an oil stream from a broken oil pipeline.

The Internet of Things provides far more visibility than a webcam — yet, it also
enables faster exception handling and agility, which may help to save money, the
environment or even lives.

Prof. Dr.-Ing. Bernd Scholz-Reiter
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