
Lecture Notes of the Institute
for Computer Sciences, Social Informatics
and Telecommunications Engineering 53

Editorial Board

Ozgur Akan
Middle East Technical University, Ankara, Turkey

Paolo Bellavista
University of Bologna, Italy

Jiannong Cao
Hong Kong Polytechnic University, Hong Kong

Falko Dressler
University of Erlangen, Germany

Domenico Ferrari
Università Cattolica Piacenza, Italy

Mario Gerla
UCLA, USA

Hisashi Kobayashi
Princeton University, USA

Sergio Palazzo
University of Catania, Italy

Sartaj Sahni
University of Florida, USA

Xuemin (Sherman) Shen
University of Waterloo, Canada

Mircea Stan
University of Virginia, USA

Jia Xiaohua
City University of Hong Kong, Hong Kong

Albert Zomaya
University of Sydney, Australia

Geoffrey Coulson
Lancaster University, UK



Ibrahim Baggili (Ed.)

Digital Forensics
and Cyber Crime

Second International ICST Conference
ICDF2C 2010
Abu Dhabi, United Arab Emirates, October 4-6, 2010
Revised Selected Papers

13



Volume Editor

Ibrahim Baggili
Advanced Cyber Forensics Research Laboratory
College of Information Technology
Zayed University
Abu Dhabi, United Arab Emirates
E-mail: ibrahim.baggili@zu.ac.ae

ISSN 1867-8211 e-ISSN 1867-822X
ISBN 978-3-642-19512-9 e-ISBN 978-3-642-19513-6
DOI 10.1007/978-3-642-19513-6

Springer Heidelberg Dordrecht London New York

Library of Congress Control Number: 2011922835

CR Subject Classification (1998): K.5, K.6.5, K.4.1, J.1, I.4-5, D.2.0, C.2.0

© ICST Institute for Computer Science, Social Informatics and Telecommunications Engineering 2011

This work is subject to copyright. All rights are reserved, whether the whole or part of the material is
concerned, specifically the rights of translation, reprinting, re-use of illustrations, recitation, broadcasting,
reproduction on microfilms or in any other way, and storage in data banks. Duplication of this publication
or parts thereof is permitted only under the provisions of the German Copyright Law of September 9, 1965,
in its current version, and permission for use must always be obtained from Springer. Violations are liable
to prosecution under the German Copyright Law.
The use of general descriptive names, registered names, trademarks, etc. in this publication does not imply,
even in the absence of a specific statement, that such names are exempt from the relevant protective laws
and regulations and therefore free for general use.

Typesetting: Camera-ready by author, data conversion by Scientific Publishing Services, Chennai, India

Printed on acid-free paper

Springer is part of Springer Science+Business Media (www.springer.com)



Preface

The Second International ICST Conference on Digital Forensics and Cyber
Crime (ICDF2C 2010) was hosted in Abu Dhabi, United Arab Emirates, dur-
ing October 4–6, 2010. The conference was attended by over 100 international
participants including academics, senior government officials from the UAE, and
corporate attendees. ICDF2C 2010 attracted significant media attention and
was featured in prestigious media outlets such as The National, Gulf News, Al
Bayan, Khaleej Times and Abu Dhabi TV.

The conference program showcased credible, peer-reviewed academic research
paper presentations, industry speakers, and two tutorials.

Keynote presenters of this year’s conference were exceptional experts of the
field. Paul Kurtz, a world renowned cyber security expert, former Assistant
to the President of the United States and Senior Director for Critical Infras-
tructure Protection in the White House Homeland Security Council, presented
on the first day. Marcus Rogers, research scholar, professor, and a fellow of CE-
RIAS, delivered his keynote address on the second day. The third day tutorials
addressed special topics in digital forensics. The session presented by respected
scholar Nasir Memon from NYU-Poly focused on the latest advancements in dig-
ital image forensics. The second tutorial led by Bhadran V.K., Director of the
Resource Centre for Cyber Forensics in India, concentrated on issues of network
forensics.

Special guests of the UAE’s Ministry of Interior and the Ministry of Justice
also honored the event with their presence: His Excellency Major General Khalil
Dawood Badran; Lt. Colonel Al Shamsi; His Honor Dr. Mohamad Obaid Al
Kaebi, Judge of Fujeirah Court; His Honor Dr. Omar Obaid Algoul, Judge of
Ajman Court, and Dr. Suleiman Al Jassim, Vice President of Zayed University.

ICDF2C 2010 received generous support from the UAE Ministry of Interior
and various corporate sponsors. The recognition of such an important event by
the Ministry of Interior showed great dedication to studying and resolving the
issue of cyber crime in the United Arab Emirates. ICDF2C 2010 as a flagship
event in the diverse field of digital forensics greatly contributed to encourage the
dialogue between science, government, practitioners and business.



Organization

General Chair

Ibrahim Baggili College of Information Technology,
Zayed University, UAE

Steering Committee

Imrich Chlamtac (Chair) President of Create-Net
Sanjay Goel University at Albany, USA

Publicity Chair Middle East

Manar AbuTalib Zayed University, UAE

Sponsorship Chair

Zayed University’s Development Office

Local Arrangements Chair

Zayed University’s Development Office

Publicity Chair USA

Sanjay Goel University at Albany, USA

Publications Chair

Nasir Memon NYU-Poly (Polytechnic Institute of New York
University), USA

Conference Coordinator

Edit Marosi ICST

Technical Program Committee

Mohamed Abou El Saoud Carleton University, Alcatel-Lucent, Canada
Michael Adlem
Steve Anson Forward Discovery, USA-UAE



VIII Organization

Rick Ayres National Institute of Standards and Technology,
USA

Ibrahim Baggili Zayed University, UAE
Vinod Bhattathiripad Farouq Institute of Management Studies, India
Jeimy Cano Universidad de Los Andes, Colombia
Andrew Clark Queensland University of Technology -

Information Security Institute, Australia
Glenn Dardick Longwood University, USA
Simson Garfinkel Naval Postgraduate School, USA
Pavel Gladyshev University City Dublin, Ireland
Sanjay Goel University at Albany, USA
Andrew Jones Khalifa University of Science and Technology and

Research, UAE
Nasir Memon NYU-Poly (Polytechnic Institute of New York

University), USA
Stig Mjolsnes Norwegian Univeristy of Science and Technology,

Norway
George Mohay Queensland University of Technology -

Information Security Institute, Australia
David Naccache Ecole Normale Supérieure, France
Ivor Rankin
Ryan Riley Qatar University, Qatar
Marcus Rogers Purdue University, USA
Huwida Said Zayed University, UAE
Bradley Schatz Queensland University of Technology -

Information Security Institute, Australia
Eugene Spafford Purdue University - CERIAS (Center for

Educational Research in Information
Assurance), USA

Bhadran V.K. Resource Centre for Cyber Forensics, India
David W. Baker MITRE, USA
Carrie Whitcomb National Center for Forensic Science and

University of Central Florida, USA
Jonathan Zdziarsky MITRE Corp., USA



Table of Contents

Dealing with the Problem of Cybercrime . . . . . . . . . . . . . . . . . . . . . . . . . . . . 1
Ali Alkaabi, George Mohay, Adrian McCullagh, and
Nicholas Chantler

Software Piracy Forensics: The Need for Further Developing AFC . . . . . . 19
S. Santhosh Baboo and P. Vinod Bhattathiripad

A Simple Cost-Effective Framework for iPhone Forensic Analysis . . . . . . . 27
Mohammad Iftekhar Husain, Ibrahim Baggili, and
Ramalingam Sridhar

Detecting Intermediary Hosts by TCP Latency Measurements . . . . . . . . . 38
Gurvinder Singh, Martin Eian, Svein Y. Willassen, and
Stig Fr. Mjølsnes

Reliable Acquisition of RAM Dumps from Intel-Based Apple Mac
Computers over FireWire . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 55

Pavel Gladyshev and Afrah Almansoori

Towards More Secure Biometric Readers for Effective Digital Forensic
Investigation . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 65

Zouheir Trabelsi, Mohamed Al-Hemairy, Ibrahim Baggili, and
Saad Amin

Defining a Standard for Reporting Digital Evidence Items in Computer
Forensic Tools . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 78

Hamda Bariki, Mariam Hashmi, and Ibrahim Baggili

Signature Based Detection of User Events for Post-mortem Forensic
Analysis . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 96

Joshua Isaac James, Pavel Gladyshev, and Yuandong Zhu

Protecting Digital Evidence Integrity by Using Smart Cards . . . . . . . . . . . 110
Shahzad Saleem and Oliver Popov

An Architecture for the Forensic Analysis of Windows System
Artifacts . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 120

Noor Hashim and Iain Sutherland

An IP Traceback Model for Network Forensics . . . . . . . . . . . . . . . . . . . . . . . 129
Emmanuel S. Pilli, R.C. Joshi, and Rajdeep Niyogi



X Table of Contents

Forensic Data Carving . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 137
Digambar Povar and V.K. Bhadran

Semantic Modelling of Digital Forensic Evidence . . . . . . . . . . . . . . . . . . . . . 149
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