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Preface

Chaos is an interesting phenomenon that often happens in some systems in various
fields, e.g., physics, psychology, biology, etc. Chaos theory provides the means
to explain chaos phenomenon, control chaotic dynamic systems and make use
of chaos properties. Now, chaos has been used in physics, chemistry, neurophysi-
ology, engineering, etc. Especially, chaos' properties, such as randomness and
ergodicity, have been proved to be suitable for designing the means for data pro-
tection. During the past decade, many chaos-based cryptographic techniques have
been studied, such as the chaos-based secret communication, chaos-based
block/stream cipher, chaos-based random number generation, chaos-based hash,
etc. Additionally, some secure applications based on chaos have been investigated,
e.g., chaos-based image encryption or authentication, video/audio scrambling,
multimedia copyright protection, etc.

To the best of our knowledge, this is the first book edited on chaos applications
in cryptography. Chaos-based cryptography is a new research field across two
fields, i.e., chaos (nonlinear dynamic system) and cryptography (computer and
data security). To access the latest research related to chaos applications in cryp-
tography, we launched the book project where researchers from all over the world
provide the necessary coverage of the mentioned field. The primary objective of
this project was to assemble as much research coverage as possible related to the
field by defining the latest innovative technologies and providing the most com-
prehensive list of research references.

The book includes eleven chapters highlighting current concepts, issues and
emerging technologies. Distinguished scholars from many prominent research in-
stitutions around the world contribute to the book. The book covers various as-
pects, including not only some fundamental knowledge and key techniques, but
also typical applications and open issues. For example, the following topics are
investigated in detail: fundamentals of chaos, relation between chaos and cryptog-
raphy, Pseudo-Random Number Generation (PRNG) based on digitized chaos, ci-
pher design based on high-dimensional chaotic maps, chaos-based hash function,
and chaos-based video encryption. Additionally, the cryptanalysis of chaotic ci-
pher and the corresponding lessons are presented in a thorough manner. Finally,
some hardware implementations of chaotic ciphers and the performance evalua-
tion compared with traditional ciphers are proposed in deep. For each of the top-
ics, both the latest research results and open issues or hot topics are reviewed and
analyzed.



VI Preface

The diverse and comprehensive coverage of multiple disciplines in the field of
chaos based cryptography will contribute to a better understanding of all topics,
research, and discoveries in this emerging and evolving field. Furthermore, the
contributions included in this book will be instrumental in the expansion of the
body of knowledge in this field. The coverage of this book provides strength to
this reference resource for both researchers and also decision makers in obtaining
a greater understanding of the concepts, issues, problems, trends, challenges and
opportunities related to this field of study. It is our sincere hope that this publica-
tion and its great amount of information and research will assist our research
colleagues, all faculties, their students, and our organizational decision makers in
enhancing their understanding of this research field. Perhaps this publication will
even inspire its readers to contribute to the current discoveries in this immense
field.

Editors

Prof. Ljupco Kocarev
University of California, USA

Dr. Shiguo Lian
France Telecom R&D (Orange Labs) Beijing, China
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