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Abstract. DoD investments into cyber threat defense are ongoing; however, 
little attention is paid to training personnel to detect and prevent threats to cyber 
networks that come from internal sources. Supervisors need to know what 
behavioral signs to watch for that might indicate an employee intends to 
commit an insider crime. Monitoring employee workstations is proving an 
ineffective means of determining insider threats. Training is needed to provide 
examples of the numerous ways cyber threats are achieved. An interactive role-
play game environment may provide an appropriate instructional delivery 
system to train supervisors. Such a training system should employ instructional 
support features, aids, and feedback to the trainer and the trainee. The training 
system should also provide adaptive learning pathways to facilitate accelerated 
learning where individual assessments show mastery of specific content. 
Creating such a system not only requires appropriate training materials, but also 
a means to assess the systems efficacy. Augmented cognition methods and 
techniques for evaluating the cognitive state of a learner provide a real-time, 
objective means of evaluating training delivery and content. In this paper we 
discuss our efforts to assess learner engagement using psychophysiological 
measures.  

Keywords: accelerated learning; adaptive training; learner engagement, 
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1   Introduction 

Accelerated learning remains a major, yet unattained, goal of education systems [1], 
government [2] [3], business [4] and the military [5]. In the military, in fact, the need 
"to dramatically accelerate the transition from novice to expert in key military tasks" 
is seen as absolutely crucial to the continued effectiveness of U.S. fighting forces 
around the globe [6]. On the educational front, in a system that requires 25-75% fewer 
school days than most other countries do, rapid increases in learning rate might prove 
to be the only factor that can offset the U.S.'s continued decline in science and math 
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test scores in comparison with those of other nations. Thus, for many reasons, 
technological applications that substantially and reliably accelerate learning would 
have near unlimited market demand and potentially great social impact. The greatest 
social impact for accelerated learning may be upon us in the area of cyber security. 
The growing reliance on technological infrastructures has made organizations 
increasingly vulnerable to cyber attacks, especially those from inside the organization 
[7]. Effective training of key personnel is needed so that organizations have proactive 
measures in place to detect and prevent intrusions before breaches can do significant 
damage. Accelerated learning, implemented through customized learning pathways 
and interactive role-playing games may be the right approach to effectively train 
cyber network supervisors so they can detect behavioral warning signs of an insider 
threat. 

Scenario-based, role-playing games are believed to increase student engagement 
[8]. However, measures of engagement are typically subjective. Psychophysiological 
measurements such as EEG and eye-tracking sensors have led to significant advances 
in scientists' understanding of the kind of learning retained [9] [10] [11]. Through 
accelerated learning approaches and innovative ways to measure learner engagement, 
we expect to establish new guidelines for learning applications, just as one might use 
a user-in-the-loop iterative strategy when designing adaptive training systems [12].  

2   Accelerated Learning 

Most managers have a goal of getting employees' knowledge and skills up to speed as 
quickly as possible and then maintaining their knowledge and skills over time. 
Effective organizational performance is often correlated with employee knowledge 
and skill. The issue of speed is especially important in cyber security training as the 
magnitude of the overall threats and the frequency of attacks continues to grow. Thus, 
there is increasing pressure on organizations to train their employees both faster and 
better in order to reduce “time to value” [13]. The most common name for this highly 
desired and valuable goal is accelerated learning.  

Educational technology appears to have the greatest potential effect on learning 
speed through courseware that provides adaptive (thereby accelerated) learning [14]. 
In addition, scenario-based, role-playing games appear to be effective for those with 
higher levels of knowledge or skills at the outset and increase student engagement for 
all learners [15].  

2.1   TiER1 Approach to Accelerated Learning 

Definitions of accelerated learning typically differ depending upon the specific 
context in which the definition is used. A broad spectrum of accelerated learning 
definitions is represented in Table 1. 

Working from the base of these varying perspectives, TiER1 has operationally 
characterized accelerated learning as the reduction of learner time required to meet 
learning objectives in a training event. 
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Table 1. Definitions of Accelerated Learning 

Definitions of Accelerated Learning Authors 

Paraconscious mental activity that can create conditions 
to automate and use memory, brain, and intellectual 
reserves of people effectively 
 

Lozanov (1978) [16] 

Providing effective training in a short period of time Gill and Meier (1989) [17] 

Making a superlink between the right and left brain Linksman (1996) [18] 

Adapting and learning new skills quickly 
Lawlor and Handley (1996) 
[19] 

The ability to absorb and understand new information 
quickly and retain information 

Rose and Nicholl (1997) [20] 

Changing behavior with increasing speed Russell (1999) [21] 

Fast learning 
Lynn, Akgun, and Keskin 
(2003) [22] 

Learning faster and smarter to keep up with change, call 
on new knowledge, and apply new skills 
 

Landale (2004) [23] 

Rapidized training; getting individuals to achieve high 
levels of proficiency at a rate faster than ordinary; the idea 
of making learning more immune to decay 
 

Hoffman, et al. (2010) [13] 

 
To accomplish this goal, we approached acceleration within our system in two 

ways:  

1. Adapting the amount of content learners need to cover based on their current level 
of proficiency 

2. Increasing the efficiency of the learning process  

Our team is developing XL-CITR (Accelerated Learning for Cyber Insider Threat 
Reduction), a comprehensive training solution that integrates best practices in 
instructional design, competency-driven learning objectives, content filtering for 
accelerated learning, performance feedback, and learning management. The design of 
the study will be unique in that it will 1) be able to assess both the individual and the 
combined effects of learning acceleration and game-based interaction, and 2) 
incorporate objective psychophysiological measurements using principles of 
augmented cognition (e.g., real-time, unobtrusive, and quantitative measures). The 
focus of this paper is on our approach for measuring learner engagement. 
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3   Augmented Cognition 

A goal of augmented cognition research is to use psychophysiological measures such 
as electroencephalography (EEG), pupil diameter, and gaze tracking to identify—in 
real-time—perceptual, attentional, and cognitive workload states that may be helpful 
or detrimental to Warfighter performance [24]. Recent investigations within military-
relevant training environments suggest that EEG signatures of attention, memory, and 
workload can be validly assessed during learning [25]. Furthermore, EEG measures 
offer a reliable means to accurately quantify key aspects of information processing 
[26] [27] [28]. These studies suggest that changes in EEG power spectra, as well as 
event-related EEG changes, are identifiable and correlate with levels of skill 
acquisition in simple and complex tasks. Thus, these measures are useful in matching 
mental capabilities to task and learning requirements so that mastery over the subject 
matter is maximized while mental effort is minimized [29]. 

The goal of the study run by augmented cognition researchers from the Interactive 
Simulation Laboratory (iSim Lab) at the University of Alabama at Birmingham is to 
compare the cognitive state of learners who receive Accelerated Learning for Cyber 
Insider Threat Training (XL-CITR) training (e.g., fundamentals, quizzes, game-based 
interaction, and feedback) versus those who train using equivalent modules of a 
conventional training (CONVEN) implementation. An augmented cognition 
framework, using EEG and eye tracking sensors, will be used to assess the workload 
and the engagement levels of learners as they progress through abbreviated, 
generalized versions of XL-CITR and CONVEN, allowing design elements to be 
mapped onto intra- and inter-participant psychophysiological differences. That is, the 
experiment will establish individual baselines for the psychophysiological response 
measures and identify changes from baseline data during randomly assigned on-set 
and off-set exposure to the various program design elements. We expect the pattern of 
these changes in workload and engagement provide enough sensitivity to guide 
subsequent program and role-play game design. 

3.1   Equipment 

EEG. The wireless EEG sensor set to be used in this study was developed by 
Advanced Brain Monitoring (ABM). The system combines a 1.5 V battery-powered 
headset with a sensor placement system, following international standards. The full 
system is a lightweight, easy-to-apply cap that can acquire and analyze six to nine 
channels of high-quality EEG data. The sensors require no scalp preparation and 
provide a comfortable and secure sensor-scalp interface for 8 to 12 hours of 
continuous use. Sensor site locations on the system include the following: F3, F4, C3, 
C4, P3, P4, Fz, Cz, and POz. These sites can be combined in bi-polar or monopolar 
configurations (referenced to mastoids). The head pack contains miniaturized 
electronics that amplify, digitize, and transmit the EEG data in most environments, 
including environments with high electromagnetic interference.  

Eye Tracking. Blink rate, pupil dilation, and scan path are convergent measures for 
mental workload [30]. The Arrington Research ViewPoint monocular eye tracker 
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system will be used to track eye movements during the study. The eye tracker system 
uses an infrared (IR) light source to shine IR light on the eye, and the IR camera 
captures frames of images of eye as the person wearing the system performs different 
tasks, as shown in Figure 1. The eye camera and eye illuminator are located proximal 
to the eye; therefore, a head tracker is not required to accurately identify the pupil 
center. Using a bright pupil technique, the illuminator projects near-infrared light 
through the pupil such that the light reflects off the retina. The reflection created by 
the returning light traversing the cornea produces a bright pupil effect. This optical 
set-up allows the eye camera, which captures pictures of the eye every 17 ms (60 Hz), 
to estimate the eye pupil center and to discriminate the corneal reflection (CR). These 
two parameters are then used to estimate the point of gaze of the operator. The 
accuracy of the point of gaze estimation by the Arrington eye tracker is less than 1 
degree visual angle (roughly a 7 mm error when the participant is seated at 76 cm 
from the display, as in this study). Further, using the captured eye images, the image 
processing algorithms can distinguish between iris and pupil areas and fir a circle or 
ellipse to calculate pupil diameter in real-time.  

 

Fig. 1. (a) Arrington Research ViewPoint eye tracker system with infrared camera and light 
source. (b) Pupil detection using the light source and camera. 

3.2   Subjective Self-assessments 

An assessment of program quality and cognitive load surveys will be used in this 
study. Participants will respond twice, once for the XL-CITR module and once for the 
CONVEN module. These subjective measures should support the psychophysiological 
measures of workload.  

3.3   Participants 

A total of 32 male and female volunteer participants from the local military population 
(active duty, retired, or government-civilian) in Colorado Springs will participate in 
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this study. Participants will be recruited through the local base newspapers and 
business groups. Participants in this study will have half of the training content 
delivered by the XL-CITR system and half by CONVEN. During the training, 
participants will wear a lightweight cap that will record psychophysiological measures 
as indicated in the equipment description Blink rate, pupil dilation, and scan path (of 
gaze) will be tracked with a remote camera.  

3.4   Method 

Participants will be fitted with the 9-channel, wireless EEG made by ABM. An 
impedance check of all sensors will then be performed. Once the sensors have settled 
to under 20 mV, a set of baseline tasks (a 3-choice vigilance task, an eyes-open rest 
task, and an eyes-closed task) will be performed to ensure that the EEG system is 
working properly. Once the EEG baseline is complete, the participant will undergo a 
calibration procedure to align the eye tracker coordinate system with that of the 
monitor displaying the XL-CITR content. In the calibration procedure, participants 
direct their gaze to 17 predefined points, one at a time, on the display, while the eye 
tracker maps the participants’ eye position relative to the monitor. 

Participants will be randomly assigned to one of four experimental conditions 
(GRP 1-4), balancing order of presentation and content set: 

• GRP1: XL-CITR Module A, then conventional multi-media Module B 
• GRP2: XL-CITR Module B, then conventional multi-media Module A 
• GRP3: Conventional multi-media Module A, then XL-CITR Module B 
• GRP4: Conventional multi-media Module B, then XL-CITR Module A 

[The content of Module A will be the same across all conditions. The same holds 
true for the content of Module B.] 

3.5   Dependent Measures 

The dependent measures for this study include the EEG measures (EEG percent 
workload, EEG percent engagement, frequency changes at each EEG location, 
percent fixation for an area of interest), the eye tracking measures (blink rate, pupil 
diameter), subjective assessment of program quality, and the perceived workload 
based on the cognitive load questionnaire.  

 
Testable Assumptions (TA) and Hypotheses (H) 

• SII-TA1: The EEG measures of engagement will be sensitive enough to discern 
which aspects of the XL-CITR (e.g., fundamentals, quizzes, role-play game, and 
feedback) positively influence participants’ focused attention.  

• TA2: The EEG measures of workload will be sensitive enough to pinpoint such 
workload issues as how participants experience each component of the role-play 
game. As participants master the learning material, their workload will decrease 
while their performance will improve.  
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• TA3: The blink rate and pupil dilation will provide a real-time convergent means 
to reinforce findings of the EEG measures. Those persons who master the task 
will make fewer saccades and more fixations toward relevant information.  

• TA4: The cognitive load survey will provide an overall measure of cognitive 
workload that will assist in assessing the psychophysiological measures.  

• H1: Average scores on psychophysiological measures of engagement: XL-CITR > 
CONVEN. 

4   Conclusion 

We believe new opportunities exist for researchers who want to quantify learner 
engagement and design environments that have a significant impact on learning 
performance. Our work in accelerated learning and learner engagement is just now 
examining a few of the many variables that might show a positive outcome. Future 
studies are planned to generate a set of best practices that can be adapted by large 
organizations who are interested in improving the overall learning experience for their 
workforce. 
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