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Preface

This volume contains papers selected from those accepted for presentation at the
International Joint Conference on Security and Intelligent Information Systems
(SIIS) which was held in Warsaw, Poland, June 13-14, 2011. The conference
was organized by the Institute of Computer Science of the Polish Academy of
Sciences, the Institute of Computer Science at the Warsaw University of Tech-
nology, and the University of Luxembourg as a joint meeting of the Second
Luxembourg-Polish Meeting on Security and Trust and the 19th International
Conference on Intelligent Information Systems.

The papers submitted to the conference were organized into three thematic
tracks: security and trust, data mining and machine learning, and natural lan-
guage processing. Based on anonymous peer-review of the 60 submissions, 29
papers were accepted for inclusion in this volume. Moreover, the volume con-
tains two invited papers by Gerhard Frey and Joakim Nivre.

New technologies have emerged in these last few decades. They allow better
and easier collaboration and interaction between people, which in turn leads to
new threats and dangers. In order to enable any economic or social exchange,
trust between the actors is a necessity. A formal definition of trust is needed
in this context, and the means to enable and measure trust are required. It is
also necessary to fight all potential crimes and attacks. Security and trust are
therefore two very key topics in our society. Under these circumstances, it is no
wonder that the Security and Trust track of the SIIS 2011 joint conference
was given a primus inter pares status.

The scientific part of the SIIS 2011 conference was opened by an invited
plenary talk given by Gerhard Frey entitled “Is Arithmetic Geometry Necessary
for Public-Key Cryptography?”. The talk presented the challenges of current
public-key cryptology based discrete logarithm problems (DLP) in finite cyclic
groups. G. Frey and E. Kani’s paper entitled “Correspondences on Hyperelliptic
Curves and Applications to the Discrete Logarithm Problem” — published in
these proceedings — addresses these issues. More precisely, the authors recall
that divisor class groups of carefully chosen curves over finite fields provide the
main source of groups for DLP. They also recall that curves of genus g > 4
and non-hyperelliptic curves of genus ¢ = 3 have to be avoided for security
reasons. Furthermore, Smith showed that ‘many’ hyperelliptic curves of genus 3
have to be avoided too. The deep reason is due to the existence of isogenies of
low degrees between the Jacobians of these hyperelliptic curves to the Jacobians
of non-hyperelliptic curves (of the same genus), and hence the DLP is ‘easily’
transferred from one Jacobian to another. G. Frey and E. Kani take the point of
view of correspondences and isogenies: for each g, their paper describes how to
find a Hurwitz space parametrizing a subspace of those hyperelliptic curves C' of
genus g which admit a non-trivial correspondence to a curve D of genus g that
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can be expected to be non-hyperelliptic. Their approach is purely geometric at
the beginning (where they assume the ground field to be algebraically closed)
and they focus on rationality issues in a second step. In the frontier case g = 3,
they give a parametrization of these hyperelliptic curves of genus 3 in terms of
a Hurwitz moduli space with monodromy group Sy, the symmetric group on 4
letters. In particular, they recover Smith’s results, and announce that a future
paper of E. Kani extends these results to the situation where the ground field
has the characteristic 2. G. Frey and E. Kani’s important paper, together with
other results, leads to the conclusion stated at the end of his talk: according
to today’s knowledge, it is safer to avoid curves of genus > 3 for cryptographic
purposes and use only elliptic curves or (simple) Jacobians of genus 2 curves.

The Security and Trust Track, opened by G. Frey’s talk, also included
presentations of the following eight papers. In terms of trust metrics in modern
ad-hoc networks, M. Seredynski et al. present in “Solving Soft Security Issues in
MANETS Using an Evolutionary Approach” new approaches where decentralized
strategies are discussed for trust computation. The paper “Camera Sabotage De-
tection for Surveillance Systems” by D. Ellwart et al. describes new methods for
detecting anomalies in camera surveillance systems. A. Poniszewska-Maranda, in
the paper “Implementation of Access Control Model for Distributed Information
Systems Using Usage Control,” presents an enhanced model for access control
based on extensions of role-based access control that enables more dynamic man-
agement. Nowadays, cryptography is able to help in authentication, signature,
encryption, and non-repudiation. But additional mechanisms are required to
help erase all available traces of information exchange between partners. The
paper “Beyond TOR: The TrueNyms Protocol” by N. Bernard and F. Leprévost
introduces TrueNyms that allows the masking of all information during the ex-
change on an encoded channel that might remain in the packet headers (e.g.,
source of the packet, number of packets, etc.). The paper “A Signature Scheme
for Distributed Executions Based on Control Flow Analysis” by S. Varrette et
al. describes a way to help certify the results on distributed platforms such as
desktop-based grids. In the paper “Computational Aspects of Attack-Defense
Trees,” B. Kordy et al., after introducing the extension of attack-trees called
attack-defense trees, demonstrate that the computational complexity of this ap-
proach remains equivalent to those of attack trees. D. Priemuth-Schmid presents
two attacks on simplifed versions of the stream cipher K2 which was introduced
at SECRYPT 2007 by S. Kiyomoto, T. Tanaka, and K. Sakurai.

Data Mining and Machine Learning (DM and ML) was the next con-
ference track. It was opened by an invited plenary talk by Alessio Lomuscio
entitled “Verification of Multi-Agent Systems.” Serial and parallel algorithms
for symbolic model checking for temporal-epistemic logic as well as bounded-
model checking procedures were discussed in the talk. Moreover, applications of
the methodology to the automatic verification of security protocols, Web ser-
vices, and fault-tolerance were surveyed. (The paper elaborating on the issues
presented in the talk will appear elsewhere and hence it is not included in this
volume.)
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Regarding DM and ML methods, several new methods of model discovery
from data are presented. The paper “Model Selection in Logistic Regression Us-
ing p-Values and Greedy Search” by J. Mielniczuk and P. Teisseyre proposes
a new method of model selection from a set of candidate models, and demon-
strates its effectiveness and applicability in step-wise model construction. The
paper “Landau Theory of Meta-Learning” by D. Plewczynski aims at creating
and applying machine-learning algorithms in such a way that, for a given problem
under scrutiny, a multitude of slightly different decision models can be derived,
which can then make final decisions based on a majority vote. The author lists
a number of such algorithms, proposes new ones, as well as their combinations,
and demonstrates their good properties. In the paper “Multi-Test Decision Trees
for Gene Expression Data Analysis,” M. Czajkowski at al. argue that the voting
should be performed at a single attribute level. It deals with ways to surpass
the known problem with proper model construction when a number of different
attributes have a similar predictive capability. Under such circumstances deci-
sion trees may perform worse than other approaches. The authors claim and
demonstrate that one can keep the explanatory power of decision trees while at
the same time making more reliable decisions by letting many tests vote at a
given branching point of the tree. The paper “Rule-Based Approach to Compu-
tational Stylistics” by U. Stanczyk suggests on the other hand that one can start
building a model (say, a classifier) filling it with a multitude of constituent rules
of varying quality, and then identifying poorly performing features and removing
rules which contain these features. Significant increases in decision quality are
observed.

Another group of papers, pertaining to DM and ML tools, is devoted to issues
in evolutionary optimization. The paper “Differential Evolution for High-Scale
Dynamic Optimization” by M. Raciborski at al. proposes and explores a new
area of application for differential evolution, showing its reliability in tasks with a
dynamically changing environment. The paper “Towards an OpenCL Implemen-
tation of Genetic Algorithms on GPUs” by T. PuZniakowski and M. Bednarczyk
deals with the technical side of the performance of genetic algorithms, demon-
strating that the proper choice of an offspring selection method may provide a
significant speed-up of the optimization process due to the technical properties
of graphic cards. The paper “Evolutionary Algorithm Parameter Tuning with
Sensitivity Analysis” by F. Pinel et al. tackles the delicate issue of tuning the
many parameters of a typical evolutionary algorithm. The key idea is that sensi-
tivity analysis allows us to identify the parameters that most strongly influence
the performance for a given application, allowing the researcher to concentrate
on tuning them properly.

The last group of papers in the DM and ML track is application-oriented.
The paper “Image Recognition System for Diagnosis Support of Melanoma Skin
Lesion” by W. Paja et al. deals with the application of image understanding in
the medical domain, in particular for computer-aided automated classification
of melanocytic skin lesions. Instead of a simple classification scheme, a mech-
anism for chaining diverse image processing methods is developed in order to
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extract features from images. The paper “Playing in Unison in the Random
Forest” by A. Wieczorkowska et al. addresses the issues related to the identi-
fication of instruments of an orchestra in the very difficult case of unison play
(same tune for each instrument). It turns out that the techniques to be applied
and features to be used differ significantly from those used for the recognition
of a single instrument. Random forest classifiers are trained and used in the
identification process. The paper “Scale Invariant Bipartite Graph Generative
Model” by S. Chojnacki and M. Klopotek is devoted to an important issue of
modelling social networks with different modalities, such as user-item, author-
paper, or actor-film networks. Traditionally used random graph models failed to
represent some important aspects of such networks, such as node degree distri-
butions in conjunction with clustering behavior. The newly introduced mecha-
nisms allow for a much easier fitting of a model to real-world data. The last two
papers address text/Web mining problems. The paper “Introducing Diversity
to Log-Based Query Suggestions to Deal with Underspecified User Queries” by
M. Sydow et al. explores the application of a concept of document set diversifi-
cation, in order to improve responses to search engine queries. It turns out that
to achieve a diversification in the response, there is no need to recall the original
documents and one can rely on characteristics of previous queries only, enhanced
possibly with some Wikipedia-based statistics. Wikipedia data are also valuable
when categorizing documents, as K. Ciesielski et al demonstrate in the paper
“Wikipedia-Based Document Categorization.” A mapping between the words of
a language and hierarchical Wikipedia categories is created on the basis of a
Wikipedia category graph and page graph. It constitutes a foundation of map-
ping the whole document to a set of categories which is then rectified based on
common supercategories and tfidf (term frequency inverse document frequency)
like statistics.

The last track of the SIIS 2011 Joint Conference was devoted to Natural
Language Processing (NLP). It was opened by an invited plenary talk by
Joakim Nivre entitled “Bare-Bones Dependency Parsing.” The author presented
the general methodological and implementational issues connected with inducing
parsers on the basis of annotated examples. In contrast to many other experi-
ments, the presented approach does not utilize intermediate phrase structures.

In the Internet era, when more and more electronic texts in many natural
languages become available each day, automatic processing of these texts is one
of the most important tasks for computer applications. Among the two main
approaches to NLP application building — rule-based and machine learning
paradigms — the latter has become more popular. These methods are a common
denominator of the first group of papers.

Regarding the problems of dependency parsing techniques, in addition to the
invited paper by J. Nivre, A. Wréblewska and M. Woliniski present preliminary
experiments in the induction of a dependency parser for Polish. Although such
experiments were already conducted for many languages, there were no results
reported for Polish data yet. The next three papers in the NLP section con-
cern various aspects of dealing with natural language semantics. In the first one
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B. Broda et al. describe an evaluation methodology for automated Wordnet ex-
pansion algorithms. The next paper by L. Kobylinnski addresses the problem of
word sense disambiguation in a limited domain (in this case economy). The au-
thor uses class association rules to create an effective and human-understandable
rule-based classifier. The third paper is devoted to semantic relations extraction.
In this paper, A. Pohl describes an ontology-based method for selecting testing
examples for relation extraction, and a method of their validation.

The subsequent four papers in the NLP section describe problems concern-
ing words and phrases: M. Marciriczuk et al. describe the recognition of proper
names in texts, using a very rich set of features for training CRF models. E. Ha-
jnicz describes the creation of a semantic valence dictionary. T. Sniatowski and
M. Piasecki present the outcomes of combining the results of three Polish tag-
gers. Finally, the problems of lemmatization of nominal phrases in Polish are
presented by L. Degdrski.

In the final two papers included in the NLP section M. Junczys-Dowmunt and
A. Szal present the concept of symmetrical word alignment, which outperforms
one-way alignment, and A. Wawer and K. Sakwerda describe an experiment with
building an ontology for sentiment analysis in the process of text annotation.

We would like to express our thanks to the invited speakers and the authors
of papers for their contributions. We would also like to thank all the Program
Committee members and invited reviewers for their excellent job. Last but not
least, we gratefully acknowledge the generous support from the Office of Naval
Research Global and Fonds National de la Recherche Luxembourg.

Pascal Bouvry
Mieczystaw A. Klopotek
Franck Leprévost
Maltgorzata Marciniak
Agnieszka Mykowiecka
Henryk Rybinski
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