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Preface

RFIDSec 2011, the 7th workshop on RFID Security and Privacy, was held in
Ambherst and Northampton, Massachusetts, USA, during June 26-28, 2011.

The workshop attracted 21 submissions, of which the Program Committee
selected 12 for publication in the workshop proceedings. The accepted papers
dealt with the topics of on-tag cryptography, attacks, security through physics,
and protocol-level security. The Program Committee included 26 subject-matter
experts from 14 countries, and represented academia, industry, and government.

An excellent array of invited talks complemented the paper sessions. Adi
Shamir of the Weizmann Institute of Science (Israel) gave the RFIDSec 2011
keynote talk, “Minimalism in Cryptography,” an overview of his recent results in
the theory of cipher design. Srdjan Capkun highlighted the limitations of logical-
layer privacy protections in his invited talk, “On Physical-Layer Identification
of RFID Tags.” At the workshop banquet, Collin Mulliner gave an update on
NFC security (“Hacking Your NFC Phone and Service: The Good News and the
Bad News”). Offering an industry perspective on the work of RFID (and other)
standards bodies, Ravi Pappu informed and regaled workshop attendees with a
talk entitled “The Making of Camels.”

For the first time, RFIDSec offered tutorials in highly relevant areas. The
four tutorials preceding the workshop were: Matt Reynolds and Ravi Pappu
taught “The Physics of RFID,” David Oswald and Timo Kasper, “Hands-on Side
Channel Attacks Against Smart Cards and Other Tokens,” Shane Clark, Ben
Ransford, Mastooreh Salajegheh, and Hong Zhang, “Hands-on Programming of
Batteryless, RFID-Scale Computers with Sensors,” and Ari Juels, “Introduction
to RFID Security and Privacy.”

We wish to thank the generous sponsors of RFIDSec 2011: Microsoft Re-
search, Mocana, Cryptography Research, the National Science Foundation, the
Institute for Information Infrastructure Protection (I3P), the RFID Journal,
DIFRwear, and UMass Ambherst. Deep thanks are also due to Kevin Fu for his
outstanding organizational efforts as General Chair, and to Wendy Cooper for
her tireless support as Conference Coordinator.

August 2011 Ari Juels
Christof Paar
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