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Preface

TCC 2012, the 9th Theory of Cryptography Conference, was held in Taormina
(Sicily), Italy, during March 19–21, 2012. It was sponsored by the International
Association for Cryptologic Research (IACR). The General Chairs were Nelly
Fazio and Rosario Gennaro. The Local Arrangements Chair was Dario Catalano.

By the deadline of September 15, 2011, the Program Committee (PC) had re-
ceived 131 electronic submissions. As usual, the selection process was carried out
using a Web-based interface and consisted of three phases. In the review phase
each submission was assigned to at least three PC members for independent
review (six in the case of a PC member submission). In the discussion phase,
reviews pertaining to the same submission were compared and agreement on a
common view was reached where possible. Additional reviews were solicited as
needed. The perceived relative merits of all submissions were taken into con-
sideration as a basis for the selection phase. By the December 1 deadline for
notification of decisions, the PC had selected 36 submissions for (20-min.) pre-
sentation at the conference. Reviewer comments for all submissions were sent
out to their respective authors soon after. These proceedings contain the revised
versions of the 36 selected submissions, as received by January 3, 2012. These
revised versions were not subjected to further review by the PC and authors
bear full responsibility for contents.

The program also featured two invited (60-min.) talks. Jens Groth and Sergey
Yekhanin treated us to excellent surveys of Non-Interactive Zero-Knowledge and
Locally Decodable Codes, respectively. A Best Student Paper Award was shared
by Nir Bitansky and Omer Paneth for their paper “Point Obfuscation and 3-
round Zero-Knowledge” and by Anindya De for his paper “Lower Bounds in
Differential Privacy”. In addition, a traditional Rump Session was held, consist-
ing of (5-min.) research announcements. It was organized and chaired by Tal
Malkin. The organizers had this evening session well catered for with nice drinks
and snacks.

I thank the PC members for their hard work, as well as the external reviewers.
Oded Goldreich (TCC Steering Committee Chair) and Yuval Ishai (TCC 2011
Program Chair) provided quick and helpful advice upon my request as well as
answers to my questions, for which I am grateful. The PC used Shai Halevi’s ex-
cellent Web Submission and Review software to handle the submissions. Thanks
to Maarten Dijkema of CWI’s IT Support for running this software at our sys-
tem and for his unwavering assistance and thanks to Shai for rendering efficient
“customer service” to us. Also, thanks to Tal for running the Rump Session. The



VI Preface

organizers wish to express their gratitude to the TCC 2012 sponsors Alcatel-
Lucent Bell Labs, IBM Research and Microsoft Research for generous donations
that supported local organization in several ways, including student stipends. In
turn, I thank Nelly, Rosario and Dario for our pleasant collaboration. Finally,
thanks to all authors of submissions to TCC 2012.

January 2012 Ronald Cramer
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Carles Padró Nanyang Technological University, Singapore
Mike Rosulek University of Montana, USA
Amit Sahai UCLA, USA
Berry Schoenmakers TU Eindhoven, The Netherlands



VIII TCC 2012

Vinod Vaikuntanathan University of Toronto, Canada
Daniel Wichs IBM T.J. Watson Research Center, USA
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John Steinberger
Ron Steinfeld
Marc Stevens
Björn Tackmann
Katsuyuki Takashima
Kunal Talwar
Aris Tentes
Stefano Tessaro
Tomas Toft
Marco Tomamichel
Boaz Tsaban
Dominique Unruh



X TCC 2012

Yevgeniy Vahlis
Muthu Venkitasubramaniam
Jorge L. Villar
Ivan Visconti
Akshay Wadia
Bogdan Warinschi
Brent Waters
Hoeteck Wee
Benne de Weger
Douglas Wikström
Severin Winkler

Keita Xagawa
David Xiao
Kan Yasuda
Arkady Yerukhimovich
Scott Yilek
Kazuki Yoneyama
Hila Zarosim
Hong-Sheng Zhou
Michael Zieve
Vassilis Zikas
Angela Zottarel



Table of Contents

Secure Computation

Computing on Authenticated Data . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 1
Jae Hyun Ahn, Dan Boneh, Jan Camenisch, Susan Hohenberger,
abhi shelat, and Brent Waters

Identifying Cheaters without an Honest Majority . . . . . . . . . . . . . . . . . . . . 21
Yuval Ishai, Rafail Ostrovsky, and Hakan Seyalioglu

On the Security of the “Free-XOR” Technique . . . . . . . . . . . . . . . . . . . . . . . 39
Seung Geol Choi, Jonathan Katz, Ranjit Kumaresan, and
Hong-Sheng Zhou

Secure Two-Party Computation with Low Communication . . . . . . . . . . . . 54
Ivan Damg̊ard, Sebastian Faust, and Carmit Hazay

(Blind) Signatures and Threshold Encryption

Non-interactive CCA-Secure Threshold Cryptosystems with Adaptive
Security: New Framework and Constructions . . . . . . . . . . . . . . . . . . . . . . . . 75
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