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Preface

These are the conference proceedings of NordSec 2011, the 16th Nordic Conference
on Secure IT-Systems. They contain the revised versions of the full papers that
were accepted and presented at the conference, which took place during October
26-28, 2011, in Tallinn, Estonia.

The NordSec workshops were started in 1996 with the aim of bringing together
researchers and practitioners within computer security in the Nordic countries,
thereby establishing a forum for discussions and co-operation between universi-
ties, industry and computer societies. Since then, the workshop has developed into
a fully fledged international information security conference, held in the Nordic
countries on a round robin basis.

This year, the conference accepted contributions in the form of full papers,
short papers, and posters. Full papers were solicited for mature results, short
papers for ongoing work, and posters as a form of student contribution. We
received a total of 51 valid paper submissions, among them 8 submissions as
short papers. The Program Committee tried to give at least three reviews to all
submissions. Out of the submitted papers, 16 were accepted as full papers and
8 as short papers. Also, some full submissions were accepted as short papers.
In addition to the talks by the authors of accepted papers, we also had two
invited talks by Estonian e-governance and security specialists. In their talks,
they analyzed some of the most-used and highest-profile information systems for
the Estonian e-government — the X-road middleware and the Internet voting
system.

Since 2008, Nordsec conferences have been happy to welcome the participa-
tion of the Second-year students of the international Erasmus Mundus master’s
programme “NordSecMob” in security and mobile computing. The students are
encouraged to participate in the conference by submitting posters reporting on
work they have performed. This year, six posters were submitted and presented
at the conference.

Even though NordSec is not a large conference, the efforts of many people are
necessary for its successful organization. We would like to thank everybody who
made the conference possible. We thank the Program Committee for reviewing
the papers and discussing them, thereby creating the best possible program for
the conference. We thank the subreviewers for the extra help they gave us with
the reviews. We also thank the Poster Chair for helping the students to produce
high-quality posters for the conference, and the invited speakers for agreeing
to share their insights. And obviously, we are thankful to all the authors for
submitting their papers for consideration of the program committee because,
without those, there would not have been anything in the conference program.



VI Preface

We are especially grateful to the Organizing Committee of the conference.
Making sure that all the tiny details are taken care of is a lot of work, and we
heartfully thank Imbi, Liina, and Madeline for that.

We are also grateful to Cybernetica AS for agreeing to host the conference,
and to the Estonian Centre of Excellence in Computer Science, EXCS (financed
through the European Regional Development Fund) for providing financial
support.

November 2011 Peeter Laud



General Chair

Peeter Laud

Organization

Cybernetica AS and University of Tartu, Estonia

Program Committee

Frederik Armknecht

Lizzie Coles-Kemp
Mads Dam

Simone Fischer-Hiibner

Dieter Gollmann

Erland Jonsson

Svein Johan Knapskog

Igor Kotenko

Helger Lipmaa
Fabio Massacci
Chris Mitchell
Kaisa Nyberg
Kai Rannenberg
Heiko Rofinagel
Andrei Sabelfeld
Jaak Tepandi
Dominique Unruh
Risto Vaarandi

Jan Willemson
Ender Yiksel

Poster Chair

Margus Niitsoo

University of Mannheim, Germany

Royal Holloway, University of London, UK

KTH Royal Institute of Technology, Sweden

Karlstad University, Sweden

Hamburg University of Technology (TUHH),
Germany

Chalmers University of Technology, Sweden

Norwegian University of Science and Technology,
Norway

St. Petersburg Institute for Informatics and
Automation of Russian Academy of Sciences,
Russia

University of Tartu, Estonia

University of Trento, Italy

Royal Holloway, University of London, UK

Aalto University, Finland

Goethe University, Frankfurt, Germany

Fraunhofer IAO, Germany

Chalmers University of Technology, Sweden

Tallinn University of Technology, Estonia

University of Tartu, Estonia

Cooperative Cyber Defense Centre of Excellence,
Estonia

Cybernetica AS, Estonia

Technical University of Denmark, Denmark

University of Tartu, Estonia

Organizing Committee

Madeline Gonzalez Muniz

Liina Kamm
Imbi Nogisto



VIII Organization

Reviewers

Goekhan Bal
Musard Balliu
Alberto Battocchi
Nataliia Bielova
Arnar Birgisson
Laura Boffi
Andrey Chechulin
Vasily Desnitsky
Andre Deuker
Vassil Dimitrov
Olga Gadyatskaya
Paolo Guarda

Matis Harvan

Daniel Hedin

Marvin Hegen
Stephan Heim

Kimmo Jarvinen
Dmitriy Komashinskiy
Alexey Konovalov
Gurvan Le Guernic
Andreas Lundblad
Jonas Magazinius
Raimundas Matulevicius
Vasily Mikhalev

Azalia Mirhoseini
Viet Hung Nguyen
Valtteri Niemi
Tomas Olovsson
Federica Paci
Tobias Pulls
Willard Rafnsson
Andrea Rock
Shokrollahi

Lars Wolos
Bingsheng Zhang
Jan Zibuschka



Table of Contents

Invited Papers

Designing a Governmental Backbone .......... ... .. ... .. . ..
Arne Ansper

Internet Voting in Estonia .......... . .. . . .. i
Priit Vinkel

Contributed Papers

A Ring Based Onion Circuit for Hidden Services .....................
Hakem Beitollahi and Geert Deconinck

User Tracking on the Web via Cross-Browser Fingerprinting .. .........
Karoly Boda, Addm Madté Foldes, Gabor Gyorgy Gulyds, and
Sdndor Imre

Comparison of SRAM and FF PUF in 65nm Technology ..............
Mathias Claes, Vincent van der Leest, and An Braeken

Modular Anomaly Detection for Smartphone Ad Hoc
CommuNICAtION . . . ..ottt
Jordi Cucurull, Stimin Nadjm-Tehrani, and Massimiliano Raciti

Mental Voting Booths ....... .. ...
Jérome Dossogne and Frédéric Lafitte

Methods for Privacy Protection Considering Status of Service Provider
and User Community . ... ... ..o
Kazutomo Hamamoto, Yasuyuki Tahara, and Akihiko Ohsuga

The Security and Memorability of Passwords Generated by Using an
Association Element and a Personal Factor..........................
Kirsi Helkala and Nils Kalstad Svendsen

Increasing Service Users’ Privacy Awareness by Introducing On-Line
Interactive Privacy Features .. .. ... ... ... .. . . . i
Elahe Kani-Zabihi and Martin Helmhout

Optimized Inlining of Runtime Monitors ........... ... .. ... ... ...
Frédérick Lemay, Raphaél Khoury, and Nadia Tawbi

Identity-Based Key Derivation Method for Low Delay Inter-domain
Handover Re-authentication Service ............. ... ...,
Radu Lupu, Fugen Borcoci, and Tinku Rasheed



X Table of Contents

Feature Reduction to Speed Up Malware Classification ...............
Veelasha Moonsamy, Ronghua Tian, and Lynn Batten

Rooting Android — Extending the ADB by an Auto-connecting
WiFi-Accessible Service . .. ...
Assem Nazar, Mark M. Seeger, and Harald Baier

An Attack on Privacy Preserving Data Aggregation Protocol for
Wireless Sensor Networks .. ... i
Jaydip Sen and Subhamoy Maitra

Disjunction Category Labels......... .. .. . .. i i
Deian Stefan, Alejandro Russo, David Maziéres, and
John C. Mitchell

Visualization Control for Event-Based Public Display Systems Used in
a Hospital Setting. .. ...
Inger Anne Tondel

Exploring the Design Space of Prime Field vs. Binary Field
ECC-Hardware Implementations . ......... ... .. ... o .
Erich Wenger and Michael Hutter

Author Index . ... ...





