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Guest Editorial Preface

Special Issue on Pattern Recognition for
IT Security

Graphical data, such as images or video streams, are of growing importance
in several disciplines of IT security. Examples range from biometric authenti-
cation over digital image forensics to visual passwords and CAPTCHAs. Con-
sequently, methods of image analysis and pattern recognition are increasingly
used in security-critical applications. Still, there is a significant gap between the
methods developed by the pattern recognition community and their uptake by
security researchers.

In an attempt to close this gap, a workshop on Pattern Recognition for IT Secu-
rity was held on September 21, 2010, in Darmstadt, Germany, in conjunction with
the 32nd Annual Symposium of the German Association for Pattern Recognition
(DAGM 2010). The session was chaired by Jana Dittmann (Otto-von-Guericke
UniversitätMagdeburg),ClausVielhauer (FachhochschuleBrandenburg) andSte-
fan Katzenbeisser (Technische Universität Darmstadt).

This special issue contains five selected papers that were presented at the
workshop and that demonstrate the broad range of security-related topics that
utilize graphical data. Contributions explore the security and reliability of bio-
metric data, the power of machine learning methods to differentiate forged
images from originals, the effectiveness of modern watermark embedding schemes
and the use of information fusion in steganalysis.

We hope that the papers in this special issue are of interest and inspire future
interdisciplinary research between the security and graphics communities.

March 2012 Stefan Katzenbeisser
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Fernando Pérez-González University of Vigo, Vigo, Spain
(fperez@gts.tsc.uvigo.es)

Alessandro Piva University of Florence, Florence, Italy
(piva@lci.det.unifi.it)

Ahmad-Reza Sadeghi Darmstadt University of Technology and
CASED, Germany

(ahmad.sadeghi@trust.cased.de)
Kouichi Sakurai Kyushu University, Fukuoka, Japan

(sakurai@csce.kyushu-u.ac.jp)
Andreas Westfeld University of Applied Sciences Dresden,

Germany
(andreas.westfeld@htw-dresden.de)

Edward K. Wong Polytechnic Institute of New York University,
Brooklyn, NY, USA

(wong@poly.edu)

Advisory Board Members

Pil Joong Lee Pohang University of Science and Technology,
Pohang, Korea

pjl@postech.ac.kr
Bede Liu Princeton University, Princeton, NJ, USA

liu@princeton.edu



Table of Contents

Exploiting Relative Entropy and Quality Analysis in Cumulative
Partial Biometric Fusion . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 1

Hisham Al-Assam, Ali Abboud, Harin Sellahewa, and Sabah Jassim

Improving Reliability of Biometric Hash Generation through the
Selection of Dynamic Handwriting Features . . . . . . . . . . . . . . . . . . . . . . . . . 19

Andrey Makrushin, Tobias Scheidat, and Claus Vielhauer

Feature-Based Forensic Camera Model Identification . . . . . . . . . . . . . . . . . 42
Thomas Gloe

Watermark Embedding Using Audio Fingerprinting . . . . . . . . . . . . . . . . . . 63
Sascha Zmudzinski, Martin Steinebach, and Moazzam Butt

Plausibility Considerations on Steganalysis as a Security Mechanism –
Discussions on the Example of Audio Steganalysis . . . . . . . . . . . . . . . . . . . . 80

Christian Kraetzer and Jana Dittmann

Author Index . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 103




