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Preface

ICITS 2012 was the 6th International Conference of Information-theoretic
Security, held at the Université de Montréal in Montreal, Quebec, Canada,
during August 15-17, 2012. ICITS 2012 was held in cooperation with the Inter-
national Association for Cryptologic Research (IACR). The General Chair of the
conference was Jiirg Wullschleger. He was helped by two local Co-chairs, Claude
Crépeau and Alain Tapp.

The Program Committee, consisting of 14 members, received 46 submissions
to two tracks. Twenty-two papers were ultimately accepted, 11 from each track.
The quality of the submissions to both tracks was high, making the selection
process challenging.

The two-track format was new to ICITS this year, and represented an exper-
iment in bringing together researchers from three communities — information
theory, cryptography, quantum computing — with very different publication cul-
tures. Submissions to both tracks were reviewed by the committee, and in some
cases external reviewers, to assess their quality and suitability. The two tracks
differed in how accepted submissions were handled. The first, “conference”, track
was set up as a traditional computer science conference: submissions had to
be original, and revised versions of the 11 accepted papers appear in this vol-
ume. (Revisions were not checked as to their contents, and the authors bear full
responsibility for the contents of their papers.)

In contrast, papers accepted to the second, “workshop”, track do not ap-
pear in these proceedings except, at the discretion of the authors, as one-page
abstracts (authors of seven of the 11 papers decided to contribute abstracts).
Workshop-track papers represent recently published or as-yet unpublished
research. A full list of the workshop-track papers presented at the conference
appears before the table of contents.

The goal of the two-track format was to encourage participation from
researchers from communities where a conference publication may preclude pub-
lication in a top journal, and to draw participants who normally publish in other
conferences (CRYPTO and ISIT, for example). I believe that in this respect the
format was very successful.

Finally, T note that it was up to authors to decide which track they would
submit to—each paper was only considered for one track—and the same review
process applied to papers from both tracks.

In addition to the 22 contributed presentations, there were seven invited
talks:

— “Reconstruction of a Shared Secret in the Presence of Faults,” by Serge Fehr
of CWI Amsterdam

— “Timing Side Channels: Quantifying and Mitigating the Threat,” by Negar
Kiyavash of the University of Illinois at Urbana-Champaign
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— “Non-malleable Extractors, Non-malleable Condensers and Their Applica-
tions,” by Xin Li of the University of Washington

— “How to Fake Auxiliary Input,” by Krzysztof Pietrzak of IST Austria

— “The Many Entropies of One-Way Functions,” by Salil Vadhan of Harvard

— “Information Locking from Asymptotic Geometry,” by Patrick Hayden of
McGill University

— “Semantic Security in the Physical Layer,” by Alexander Vardy of the
University of California, San Diego

I am grateful to the many people who contributed to the success of ICITS
2012. Above all, I thank the authors who submitted papers. ICITS exists to
disseminate their research. I also thank the extremely hard-working committee
members, who devoted many hours of their time and enthusiastically engaged
with the new format, and the external reviewers who assisted the committee.
Jiirg Wullshleger deserves special thanks since he served both as a committee
member and as the General Chair. His advice and help with the format and
program were invaluable.

The two-track format came about after discussions with a wide range of peo-
ple, including the members of the Program Committee and the ICITS Steering
Committee, chaired by Yvo Desmedt. Their suggestions deserve the credit for the
success of the two-track format (though I deserve the blame for any deficiencies
in its implementation). I would particularly like to thank Christian Schaffner
and Stephanie Wehner for a conversation at QIP during which the two-track
idea was conceived (exactly nine months before ICITS!). The Steering Commit-
tee also provided useful general advice on my role as Program Committee chair.
I am especially grateful to Rei Safavi-Naini, the ICITS 2008 Program Chair, for
several helpful conversations.

Finally, I would like to thank Alfred Hofmann, Christine Reiss and Anna
Kramer and the rest of the LNCS staff at Springer for their help preparing the
proceedings.

June 2012 Adam Smith
Program Chair
ICITS 2012
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Workshop Track Papers

The following papers, accepted to the “workshop track,” were presented at ICITS
2012 but do not appear as long papers in these proceedings. Authors could opt
to include a one-page abstract. Abstracts of the papers marked with an asterisk
appear at the end of the proceedings.

(In contrast, submissions accepted to the conference track appear as long

papers. They are listed in the table of contents.)
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