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Preface

The advances in information and communication technologies have raised new
opportunities for the implementation of novel applications and the provision
of high-quality services over global networks. The aim is to utilize this “infor-
mation society era” to improve the quality of life for all citizens, disseminating
knowledge, strengthening social cohesion, generating earnings, and finally ensur-
ing that organizations and public bodies remain competitive in the global elec-
tronic marketplace. Unfortunately, such a rapid technological evolution cannot
be problem-free. Concerns are raised regarding the “lack of trust” in electronic
procedures and the extent to which information security and user privacy can
be ensured.

In answer to these concerns, the 9th International Conference on Trust, Pri-
vacy and Security in Digital Business (TrustBus 2012) was held in Vienna during
September 4–6, 2012. TrustBus 2012 brought together researchers from different
disciplines, developers, and users, all interested in the critical success factors
of digital business systems, and provided an international forum for researchers
and practitioners to exchange information regarding advancements in the state
of the art and practice of trust and privacy in digital business.

TrustBus 2012 received 42 paper submissions, which were all reviewed by at
least two, and most of them by three or four members of the international Pro-
gram Committee (PC). Based on the reviews and discussions between PC Chairs
and PC members, 16 full papers and three short papers were finally accepted for
presentation at the conference. Topics addressed by the accepted papers pub-
lished in the proceedings include Web security, secure management processes and
procedures, access control, trust models, privacy policies and privacy-enhancing
technologies, cryptographic solutions as well as secure services, databases, and
data warehouses. An invited keynote talk was given by Sarah Spiekermann,
Vienna University of Economics and Business, on “Privacy - A New Era?”. Fur-
thermore, TrustBus organized in 2012 for the first time a special session, in which
EU FP7 research projects related to trust, privacy, and security presented their
recent research results.

We would like to thank all authors, especially those who presented their work
selected for the program, as well as all EU project presenters. Moreover, we are
very grateful to all PC members and additional reviewers who contributed with
thorough reviews and participated in PC discussions ensuring a high quality
of all accepted papers. We also owe special thanks to Sarah Spiekermann for
contributing with her keynote talk.



VI Preface

Last but not least, we gratefully acknowledge the valuable help by Costas
Lambrinoudakis when preparing TrustBus 2012 and by the local DEXA orga-
nizer Gabriela Wagner for her outstanding support.

June 2012 Simone Fischer-Hübner
Sokratis Katsikas

Gerald Quirchmayr
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Andrew Hutchison

Decentralized, Cooperative, Secure and Privacy – Aware Monitoring
for Trustworthiness . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 224

DEMONS Project Consortium

PASSIVE: Policy-Assessed System-Level Security of Sensitive
Information Processing in Virtualised Environments . . . . . . . . . . . . . . . . . . 227

Panagiotis Rizomiliotis and Charalambos Skianis

Policy and Security Configuration Management . . . . . . . . . . . . . . . . . . . . . . 229
Henrik Plate

Challenges and Current Results of the TWISNet FP7 Project . . . . . . . . . 232
Markus Wehner, Sven Zeisberg, Nouha Oualha, Alexis Olivereau,
Mike Ludwig, Dan Tudose, Laura Gheorghe, Emil Slusanschi,
Basil Hess, Felix von Reischach, and David Bateman

Aniketos: Challenges and Results . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 234
Miguel Ponce de Leon, Richard Sanders, Per H̊akon Meland,
Marina Egea, and Zeta Dooly

Ubiquitous Participation Platform for POLicy Making (UbiPOL):
Security and Identity Management Considerations . . . . . . . . . . . . . . . . . . . 236

Aggeliki Tsohou, Habin Lee, Yacine Rebahi, Mateusz Khalil, and
Simon Hohberg

Secure Embedded Platform with Advanced Process Isolation and
Anonymity Capabilities . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 238

Marc-Michael Bergfeld, Holger Bock, Roderick Bloem, Jan Blonk,
Gregory Conti, Kurt Dietrich, Matthias Junk, Florian Schreiner,
Stephan Spitz, and Johannes Winter

Author Index . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 241




