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Preface

The unprecedented level of complexity of modern software makes it difficult to
ensure its resilience - the ability of the system to persistently deliver its services
in a trustworthy way even when facing changes. Yet, we are observing the increas-
ingly pervasive use of software in such critical infrastructures as transportation,
health care, energy production etc. This trend urges the research community
to develop powerful methods for assuring resilience of software-intensive sys-
tems. The SERENE workshop was established as a means of disseminating such
research results and fostering discussion and cooperation between the growing
resilience research community.

This volume contains the proceedings of the 4th International Workshop on
Software Engineering for Resilient Systems (SERENE 2012). SERENE 2012 took
place in Pisa, Italy, during September 27–28, 2012. The SERENE workshop is an
annual event that brings together researchers and practitioners working on the
various aspects of the software engineering life-cycle for resilient systems, espe-
cially design, verification, and assessment. In particular it covers such areas as:

• Modelling of resilience properties: formal and semi-formal techniques
• Requirements engineering and re-engineering for resilience
• Verification and validation of resilient systems
• Resilience prediction and experimental measurement
• Error, fault, and exception handling in the software life-cycle
• Empirical studies in the domain of resilient systems
• Relations between resilience and other system quality attributes
• Frameworks, patterns, and software architectures for resilience
• Resilience at run-time: metadata, mechanisms, reasoning, and adaptation
• Engineering of self-healing autonomic systems
• Quantitative approaches to ensuring resilience
• CASE tools for developing resilient systems

SERENE 2012 featured two invited speakers: Andrea Zisman and Nuno Ferreira
Neves. Andrea Zisman is professor at the City University London (UK) and is
considered a leading expert in service engineering in combination with resilience.
She has worked, among others, in verification of service-based systems, consis-
tency management and traceability of software artifacts, design and verification
of secure software systems, and identification and composition of trusted ser-
vices as well as development of trust framework for cloud infrastructures. Nuno
Ferreira Neves is associate professor at the University of Lisbon (Portugal) and
is a distinguished researcher in the area of fault and intrusion tolerance. He has
worked on a range of topics, including security information and events man-
agement, critical infrastructure protection, dependable cloud computing, and
intrusion-tolerant sensor networks.



VI Preface

The workshop was established by the members of the ERCIM working group
SERENE. The group promotes the idea of resilient-centric development processes.
It stresses the importance of extending the traditional software engineering prac-
tice with theories and tools supporting modelling and verification of various as-
pects of resilience. We would like to thank the SERENE working group for their
hard work in publicizing the event and contributing to its technical program.

All submitted papers received at least three rigorous reviews. The accepted
set, consisting of 12 high-quality submissions, allowed us to build a technically
strong program that inspired lively discussion and future collaboration in the
resilience community. We would like to express our gratitude to the Program
Committee members and the additional reviewers who actively participated in
reviewing and discussing the submissions. Of course, we would like to gratefully
acknowledge and thank all the authors for their effort in submitting papers.

The organization of such a workshop is challenging. We would like to ac-
knowledge the help of technical and administrative staff of CNR-ISTI, Newcastle
University, and University of L’Aquila. SERENE 2012 was supported by ERCIM
(European Research Consortium in Informatics and Mathematics), CNR-ISTI
(Istituto di Scienza e Tecnologie dell’Informazione), and LASSY (Laboratory for
Advanced Software Systems, University of Luxembourg).
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