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Foreword

Information security continues to be a topic of great relevance to society. The
Information Security Conference (ISC) is an annual international conference
dedicated to research on the theory and applications of information security.
The 2012 conference was the 15th in the conference series that started as a
workshop in 1997, changed to a conference in 2001, and has been held on five
different continents since. Hosted by the University of Passau in Lower Bavaria,
ISC 2012 was the first conference in this series to be held in Germany.

ISC 2012 attracted high-quality papers on all technical aspects of informa-
tion security. We received 72 submissions, which were reviewed by at least three
members of the program committee. We finally accepted 23 papers, which are
collected in these proceedings. In addition, we invited Isabel Trancoso and her
colleagues to speak on privacy issues in speech processing. A second keynote
speech was given by Michael Waidner from Fraunhofer SIT and Technische Uni-
versität Darmstadt.

We wish to thank all the people who invested time and energy to make ISC
2012 a success: First and foremost come all the authors who submitted papers
to ISC and presented them at the conference. The members of the program
committee together with all the external reviewers worked hard in evaluating the
submissions and, in some cases, in shepherding promising work. The ISC steering
committee, in particular Masahiro Mambo, helped us graciously in all critical
decisions. Thanks also go to the 2012 general chair Joachim Posegga and his team
at Passau University for handling the local arrangements, to Eric Rothstein for
maintaining the conference website, and to Isaac Agudo and Cheng-Kang Chu
for their efforts as publicity chairs.

July 2012 Dieter Gollmann
Felix C. Freiling
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Solutions for the Storage Problem of McEliece Public and Private Keys
on Memory-Constrained Platforms . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 120

Falko Strenzke

100% Connectivity for Location Aware Code Based KPD in Clustered
WSN: Merging Blocks . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 136

Samiran Bag, Aritra Dhar, and Pinaki Sarkar



XII Table of Contents

Software Security

Learning Fine-Grained Structured Input for Memory Corruption
Detection . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 151

Lei Zhao, Debin Gao, and Lina Wang

Dynamic Anomaly Detection for More Trustworthy Outsourced
Computation . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 168

Sami Alsouri, Jan Sinschek, Andreas Sewe, Eric Bodden,
Mira Mezini, and Stefan Katzenbeisser

An Empirical Study of Dangerous Behaviors in Firefox Extensions . . . . . 188
Jiangang Wang, Xiaohong Li, Xuhui Liu, Xinshu Dong,
Junjie Wang, Zhenkai Liang, and Zhiyong Feng

Processing Encrypted Data

Collaboration-Preserving Authenticated Encryption for Operational
Transformation Systems . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 204

Michael Clear, Karl Reid, Desmond Ennis, Arthur Hughes, and
Hitesh Tewari

Selective Document Retrieval from Encrypted Database . . . . . . . . . . . . . . . 224
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