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Preface

Latincrypt 2012 was the Second International Conference on Cryptology and
Information Security in Latin America and took place from October 7th to 10th,
2012, in Santiago, Chile. The conference was organized by the Group of Ap-
plied Cryptography and Security (CLCERT) of the University of Chile and the
NIC Chile Research Labs in cooperation with The International Association for
Cryptologic Research (IACR). The General Chairs of the conference were Javier
Bustos and Alejandro Hevia.

By the submission deadline on May 18th, 2012, the conference had received
47 submissions. Each submission was reviewed by at least three committee mem-
bers, submissions co-authored by members of the Program Committee were as-
signed to at least five committee members. The reviewing process was challenging
due to the high quality of the submissions, and we are deeply grateful to the
committee members and external reviewers for their outstanding work. After
meticulous deliberation, the Program Committee, which was chaired by Alejan-
dro Hevia and Gregory Neven, selected 17 submissions for presentation at the
conference. These are the articles included in this volume. In addition to these
presentations, the program also included four invited talks and a student poster
session.

The reviewing process was run using the iChair software written by Thomas
Baignères and Matthieu Finiasz. We are especially grateful to them for letting
us use their software and for their prompt responses to our questions on how to
use the system. Also, we thank Sergio Miranda from the CLCERT for his help
in setting up the reviewing system.

Finally, we would like to thank our sponsors Intel & McAfee Chile, NIC Chile,
Certivox, the Center for Mathematical Modeling (CMM) of the University of
Chile, INRIA Chile, CLEI, Yahoo Research Chile, and Orand Chile, for their
financial support, as well as all the people who contributed to the success of
this conference. In particular, we are indebted to the members of the Latincrypt
Steering Committee, especially to Michel Abdalla, who we regularly consulted
for his experience from Latincrypt 2010; the General Co-chair Javier Bustos;
Jacqueline Araya; and everyone in the Local Organizing Committee for their
diligent work and for making this conference possible. Finally, we would like to
thank Springer for publishing the proceedings in their Lecture Notes in Computer
Science series.

October 2012 Alejandro Hevia
Gregory Neven
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Francisco Rodŕıguez-Henŕıquez Centro de Investigación y de Estudios

Avanzados del I.P.N., México
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Scott Yilek University of St. Thomas, USA
Santiago Zanella–Béguelin Microsoft Research, UK



LATINCRYPT 2012 IX

External Reviewers

Mohamed Ahmed Abdelraheem
Diego Aranha
Raoul Blankertz
Anne Canteaut
Julio Cesar Hernández Castro
Angelo De Caro
Chun-I Fan
Junfeng Fan
Philippe Gaborit
Steven Galbraith
Alonso González
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INRIA Chile
Yahoo! Labs
Orand
Welcu



Table of Contents

Elliptic Curves

Indifferentiable Hashing to Barreto–Naehrig Curves . . . . . . . . . . . . . . . . . . 1
Pierre-Alain Fouque and Mehdi Tibouchi

Semi-bent Functions with Multiple Trace Terms and Hyperelliptic
Curves . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 18

Sihem Mesnager

Complete Atomic Blocks for Elliptic Curves in Jacobian Coordinates
over Prime Fields . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 37

Rodrigo Abarzúa and Nicolas Thériault

Cryptographic Protocols I

Message-Based Traitor Tracing with Optimal Ciphertext Rate . . . . . . . . . 56
Duong Hieu Phan, David Pointcheval, and Mario Strefler

Leakage-Resilient Spatial Encryption . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 78
Michel Abdalla and Jill-Jênn Vie
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