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Abstract. Research on the behavioral-based security of information systems
within organizations and for personal use has been common over the last dec-
ade, however little is known regarding how individuals perceive the security of
their mobile devices. This study seeks to explore how the security notifications
within a mobile application environment alter adoption and security-related be-
liefs concerning their device. We propose a theoretical model based on the
technology adoption and psychological theories, and propose an experiment to
test the model. Contributions and implications of the work are then proposed.
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1 Introduction

The adoption of mobile devices continues at an unprecedented rate throughout the
world. Some countries even boast an average of more than one mobile device for the
entire country. However, despite this widespread adoption of the mobile/smart phone
across the world, it is not fraught with difficulties and shortcomings. Only recently
has researched begun to focus on the security awareness of users in regards to their
devices. Research has shown that users are unaware of the risks that these devices
pose to their own personal information. Additionally, these devices provide a host of
security-related issues at the organizational level (e.g., policy for device usage of
BYOD, government and corporate espionage enabled through mobile connectivity,
use of personal devices for organizational functions without adequate monitoring and
oversight on such devices). Therefore, mobile devices have become a new target for
security attacks, which pose serious threats to the security of such devices [5], to indi-
vidual users [10], and to organizations when used and transported outside of their
physical organizational boundaries [7].

With rapid adoption of mobile technologies, it has achieved pervasive adoption le-
vels as users have mobile devices for both personal and work-related activities. At the
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individual user level, mobile user experiences are increasingly enriched by various
mobile applications customized for different mobile devices. However, mobile appli-
cations can be a double-edged sword, which can cause serious security risks and
threats to individual users. Research [10] points out that users are not fully aware of
the potential damage to their personal assets and private information saved in their
mobile devices as they may be conditioned to the process of installing malicious mo-
bile application. It is unclear how much users are aware of their mobile security set-
tings, and how they should take proper actions to effectively protect their assets saved
in mobile devices, in that two extreme approaches exist in current user practices: one
approach is that users blindly apply existing security solutions that normally applied
to desktop platforms to all mobile devices, and the other approach is that users only
consider new security techniques for mobile devices. The truth usually lies in-
between with some level of justifications in different mobile environments [3], [6],
[10], [13].

Many practitioners have started to pay attention to mobile security issues; while
current research especially focused on users’ mobile security behavior is scant. This
paper focuses primarily on the security awareness of mobile users as an initial project
to explore how to increase the security of mobile devices through the use of security
notifications to increased perceived perceptions of privacy and security. Building on
theoretical ideas from community health theories, we propose that individual users
must be first made aware of such problems prior to introduction of any solution to this
dilemma. Specifically we explore how the usability of the mobile phones interface to
display security notifications regarding attempted behaviors on the phone will alter
the users’ perceptions of security, feelings of irritation, and intentions to continue to
use the devices.

In the next section, we briefly introduce theoretical background for this research,
and propose a research model to examine how different levels of disruptive security
notifications pushed into a mobile smartphone affect user security perceptions of their
mobile devices and their intentions to continuous use the mobile application. Then we
propose a study design and discuss expected contributions to the field.

2 Theoretical Background

The number of security threats to mobile devices is rapidly increasing, and effectively
managing security in mobile environments is a challenge due to (1) mobility and
small size of mobile devices despite the constraints in both computational and power
capabilities; (2) disadvantages of being incapable of taking advantage of a platform’s
hardware architecture on the mobile devices; (3) obscurity between platform and net-
work; (4) mobile attacks; and (5) mobile device usability issues [10]. Today’s mobile
users are exposed to all sorts of complex security services and mechanisms, which
can be confusing and ineffective to them to protect their mobile device security.
Josang and Sanderud [8] suggest making the security services and mechanisms as
transparent as possible to users to ease the process, but can be constrained by users’
background and capabilities to handle their mobile devices. Furthermore, they
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indicate that it is crucial to design mobile security interfaces in an intuitive and intel-
ligent way. Further, users are often completely unaware of any security vulnerabilities
in their devices, which is drastically different than their view of computers. While
users have a general sense of the potential harms due malware, security vulnerabili-
ties, etc., they have no such belief regarding the vulnerabilities of their mobile
devices.

In this research, we focus on mobile usability issues associated with mobile devic-
es to examine users’ awareness and ability to respond to various mobile security
notifications. We begin by building on the Apple Usability Guidelines' and the tech-
nology adoption model to propose how the interface of a mobile device impacts users’
intentions to continue to use the device. This underlying portion of our model pro-
vides a baseline to assess the general usability of a device, and ascertain how that
impacts perceptions of security and intentions to use such a device in the future.

Next, we explore how security notifications pushed to the user due to application
of device operations may interrupt the cognitive processing of the individual and
cause a sense of irritation. This builds upon the work by McCoy et al. [9] by extend-
ing their web-based premises and manipulations to the mobile operating system con-
text. We propose that more frequent or disruptive push notifications will cause the
user to become irritated with the mobile device. By interrupting the operations of the
phone or application and forcing the user to attend to such notifications, the sense of
irritation will result in a general sense of dissatisfaction that will negatively impact the
ability of a well perceived interface to positively impact intentions to use the device.

However, we propose that such disruptions also have a beneficial purpose. When
users engage in a task, they become highly goal focused and are attempting to achieve
such goals. By interrupting this process and providing some notification that these
goals may conflict with security-related goals, we attempt to show that current goal-
directed behaviors may in fact not be desired when considered by concurrent yet
differing security-related goals. Thus, such notifications, although detrimental to the
operations and usefulness of the phone, may improve perceptions of security for the
phone.

Our proposed research model is summarized in Figure 1, which we now briefly
propose.

The initial hypotheses are an extension of the Technology Adoption Model [4] to
mobile devices, which has been previously validated [2]. As the users’ main interac-
tions with a mobile device are based on the graphical interface of the device, it be-
comes the predominant antecedent of the ease-of-use for the device. We thus replicate
prior research and propose:

HI: The mobile device user interface will be positively related to the per-
ceived usefulness and ease-of-use of the device.

H2: The perceived usefulness / ease-of-use of the mobile device will be
positively related to the intention to continue to use the device.

! http://developer.apple.com/library/mac/#documentation/

userexperience/conceptual/applehiguidelines/UEGuidelines/
UEGuidelines.html
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Fig. 1. Theoretical Model

Unlike computer operating systems and environments, mobile devices do not have
built in security applications that provide dashboards regarding the relative security of
the device. Rather, users are notified regarding any changes or requests by applica-
tions relative to private or secure information through the means of notifications. How
these notifications are delivered to the user is determined by the interface of the mo-
bile device. We thus posit that the awareness of the device’s mobile security is pri-
marily engendered through such notifications as afforded through the interface of the
mobile device.

This is an extension from prior research on information system quality. Previous
work has both proposed and found that systems that are perceived to be of higher
interface design as perceived as being of higher quality [2]. We further extend this
finding by proposing that higher quality systems, by being perceived in a more favor-
able view, are likewise perceived as more secure. This is in alignment with the cogni-
tive psychological theory of attitude consistency, which emphasizes that individuals
tend to align beliefs of the same attitude objects in order to avoid inconsistency [12].
Thus, users of the mobile device, believing it to be of superior quality will infer that
its other attributes are also likely to be of equally high quality, even without any direct
source of information to corroborate this belief [1].

H3: Devices that are perceived as having superior user interfaces will be
positively related to higher perceptions of mobile device security.

We propose that within application notifications are similar to pop-up and in-line ads
present on the websites. We thus extend the work of McCoy et al. [9] that when such
notifications are perceived to be more repetitive will have the potential of being per-
ceived as being more intrusive. Constant repetition of the same information, or same
type of notification is likely to disrupt the cognitive flow of information that an indi-
vidual requires when focusing on a task. This disruption will likely be perceived as an
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intrusive force, that disrupts the use of the current application. Following this, we
pose that as the notification is perceived as being intrusive, it will lead to feelings of
irritation by the user [9]. We thus extend this prior line of reasoning and research to
the context of mobile security notifications and propose:

HA4: The perceived intrusiveness of notifications will be positively related
to the perceived irritation afforded by such notifications.

Building on psychological theories of attitude change, we pose that as negative emo-
tions regarding the mobile device are increased, that intentions or perceptions regard-
ing the device will also be negatively impacted [11]. Specifically, as the user becomes
irritated with the security notifications, it is likely that these feelings will negatively
impact the perceptions of the ease-of-use and usefulness of the device, which will
negatively impact the intention of the user to continue to use the device. However, the
engenderment of irritation will potentially positively impact perceptions of security.
Irritation will likely raise the salience of cues regarding the security of the device, and
provide the user with a sense of control over their data and their device, and thus in-
crease the perceptions of security. We thus propose that feelings of irritation caused
by the security notifications will produce the following outcomes:

Hb5a: Feelings of irritation caused by the security notifications will nega-
tively impact the perceptions of usefulness and ease-of-use of the mobile de-
vice.

H5b: Feelings of irritation caused by the security notifications will nega-
tively impact the intention to continue to use the mobile device.

H5c: Feelings of irritation caused by the security notifications will posi-
tively impact perceptions of security of the mobile device.

Finally, although practitioners have long proposed that security is at odds with the
general day-to-day usage of an application, we formally test this assumption. Specifi-
cally, we pose that when users feel that a device is more secure they will have even
more intentions to continue to use the device, as a potential negative future event
(e.g., a data breach) would likely not occur. Thus, we propose:

H6: As the perceived security of the mobile device increases that the user
will have greater intentions to continue to use the device.

3 Proposed Study Design

We intend to assess the accuracy of our theoretical model through the means of a 2
(high vs. low threatening conditions) x 3 (highly disruptive, moderately disruptive and
no notifications treatment groups) randomized experiment with mobile phones. In the
highly disruptive treatment condition, users would be exposed to push notifications
during the process of the experiment that alerts them to security violations. The user
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would be unable to perform any other task until they first read through the entire vi-
olation and then approve or disapprove of such an action. They would then be re-
turned to the screen that they had been using.

In the moderate disruptive notification, the user would receive a push notification
that is minimally inserted into their view, but does not obstruct or interfere with the
tasks that the user is currently working on. Rather it would simply notify of the viola-
tion, and not require any interaction on the part of the user.

In the no disruption condition, we would allow the user to complete tasks as speci-
fied by the experiment, and they would never receive any notification of any security
violation. This would serve as the control condition to ascertain how much variation
in our model is simply caused by the notification process.

Currently, we have designed and implemented a mobile security notification sys-
tem that can be run in various mobile phones. We plan to recruit users from several
US university campuses in Spring 2013. The incentive will be extra points for partici-
pating in our study. We also designed two different scenarios for this experiment: one
is a hedonic environment (i.e., a mobile game), and the other one is a non-hedonic
environment (i.e., a Wikipedia article on “computers”). In both scenarios, users will
be exposed to different levels of security notifications (see Figures Al and A2). At the
beginning, users will be instructed by researchers regarding the experiment, and then
users will be randomly assigned to one of the ten treatment groups (2—high vs. low
threat— x 2—highly vs. moderately disruptive— x 2—hedonic vs. utilitarian condi-
tions, with one hedonic and one utilitarian control group). The whole experiment will
take users about 15-20 minutes. After they complete the experiment using a mobile
smartphone, they will be asked to fill out a questionnaire that assesses common de-
mographic controls and items to assess the constructs of interest in this study. Screen-
shots for these treatment groups are shown in Appendix 1.

4 Expected Study Contributions

This study would have several important contributions for research and practice. First,
by examining how the user perceives highly and moderately disruptive notifications,
we would be able to offer practical guidelines for practice as to how to notify users
about security violations. Given the predominance of these two types of notifications,
this has strong practically implications regarding whether security-related notifica-
tions should be reported with one or both types of notifications. Further, given poten-
tial future results of this study, we could explore whether the type of notification
interacts with the degree of threat being broadcast via the notification. It is possible
that the level of threat may fit with a specific type of notification. For example, highly
threatening notifications may produce better outcomes if it is notified with a highly
disruptive means, while low threatening notifications should be broadcast with mod-
erate disruptions. We would explore this potential fit condition.

Thus work would also validate our theory in that the disruptive effect of notifica-
tions serves to increase perceptions of security by the user, this is a novel notion.
Currently, with the scant amount of mobile security research that has been published,
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no research to date has reported any antecedents that increase the perceptions of secu-
rity afforded by a mobile device. This would be the first such study to begin this im-
portant process by showing a process whereby security notifications are able to im-
prove the perceived security of the device, while likewise decreasing the perceived
usability and ease-of-use of the device.

Another important contribution that this work would provide is the inherent trade-
off between the usability of an application and its perceived security. This is a topic
that is commonly discussed within practitioners of security, but has yet to be validated
in any meaningful or empirical way. This would provide the first real empirical vali-
dation of this assumption. By showing whether this assumption is valid or not, this
research could initiate the first steps towards identifying antecedents that may poten-
tially increase the perceived security of a device while likewise increasing the
perceived usefulness and ease-of-use of the device.

5 Conclusion

Mobile devices are becoming a way of life around the globe. While the development
of more applications, and the adoption by more users increases the incentives for
users to also adopt, there is little research exploring how users can be made aware of
the potential security issues and problems inherent in such devices. Whereas most
users are aware of virus, malware and other such dangerous software on their personal
computers and laptops, very few are aware of similar threats on their mobile devices.

This is an initial study that proposes an adoption-based theoretical model to ex-
plore how the interface notifications impact the perceptions of security, and the inten-
tion to continue to use the device. We propose a laboratory experiment, using mobile
device users on their own devices, in which they are exposed to differing levels of
security-related notifications and varying levels of security-related threats. We pro-
pose to analyze the results of such a study and explore potential fit conditions be-
tween the type of notification and the type of threat being communicated. Further, we
would test the theoretical veracity of our model.

We propose several important contributions for research in practice, with the most
important being a call to focus on mobile-based security research. This area of securi-
ty in regards to information technology is lacking, which is an appalling condition
given the lack of awareness that exists in the general populace. We also note that this
would be the first study to explore how the interface of the mobile device is able to
impact perceptions of security, and likewise how the perceptions of security on the
device impact the user’s intention to continue to use the device.
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Screenshots from the experimental website.
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Fig. Al. Hedonic Scenario Mobile Smartphone Experiment Interfaces
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A computer is a program machine that
receives input, stores and manipulates
data, and provides output in a useful
format.

Computer may also refer to:

= Computer (magazine), a magazine the
covers current computing-related issues
= Human computer, a person whose job it
is to perform mathematical calculations

= Computer, a character in the cartoon
series Courage the Cowardly Dog

= Personal computer (PC), any computer
useful for individuals, and intended to be
operated directly by an end user

= OK Computer, a 1997 album by

A computer is a general purpose device tha
can be programmed to carry out a finite set «
arithmetic or logical operations. Since a
sequence of operations can be readily chan¢
the computer can solve more than one kind |
problem.

Conventionally, a computer consists of at le
one processing element, typically a central
processing unit (CPU) and some form of
memory. The processing element carries out

arithmatin and lonin oneratinone and a

Fig. A2. Non-Hedonic Scenario Mobile Smartphone Experiment Interfaces
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