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Abstract. System-generated and user-generated text-based passwords are
commonly used to authenticate access to electronic assets. Users typically have
multiple web accounts ranging from banking to retail, each with a different
password, creating a significant usability problem. The passwords authenticated
by these applications may vary in usability and memorability depending on the
type of password generation, composition and length. Researchers have com-
pared the usability of different user-generated password composition schemes.
The passwords created using different composition schemes in these studies
achieved different levels of minimum security, making comparisons across
them difficult. This research compares the usability and memorability of three
password generation schemes that each exceed a specified minimum entropy for
the sake of security.
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1 Introduction

The earliest passwords were generated by a computer system and assigned to the em-
ployees to ensure overall security [1] [2]. However, as they were composed of appar-
ently random characters having no meaning for the users, they were more difficult to
remember than user-generated passwords [3]. This high degree of complexity caused
users to externalize them by writing them down, leading to potential breaches in secu-
rity [3]. It led to user-generated passwords becoming widely used [1] even though
system-generated ones are more difficult to guess [3]. To enhance the security of
user-generated passwords, they can be created using a large domain of character sets,
giving them the appearance of being randomly generated [3]. However, password
guidelines that encourage users to do this, though they may help to create passwords
that are more difficult to crack, also become difficult to use [4]. The limitations asso-
ciated with restrictions on user-generated passwords include the time needed to gen-
erate an acceptable one, the guidelines that result in less memorable ones than those
generated without them and the additional restrictions that may cause more entry
errors and lengthen the login procedure [5]. This issue concerning password genera-
tion is made more complex because users also tend to form their own mental models
of good passwords regardless of the instructions provided, favoring memorability
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over security [6]. As a result, users circumvent password guidelines when given a
chance, meaning that their passwords are still subject to being breached by brute force
attacks. In such attacks, the intruder uses a computer to systematically attempt all
possible combinations using a standard US keyboard of 94 characters [7]. In order to
protect against such attacks, password guidelines recommend the use of all character
sets and longer passwords [7].

The increased use of the Internet has led to an increase in the number of password
applications [4]. Users now have multiple web accounts ranging from banking to
retail, each with a different password [4], creating a significant usability problem [8].
To improve security and usability of user-generated passwords, proactive password
checking is frequently implemented to ensure that user-generated passwords satisfy
the composition guidelines [5]. These composition guidelines generally constrain
user-generated passwords with respect to length, composition of character sets and
inclusion in a dictionary [9].

More recently, researchers have compared the usability of different user-generated
password composition schemes. However, the passwords created using different
composition schemes in these studies achieved different levels of minimum security,
making comparisons across them difficult. To expand on this research, this study
compared passwords satisfying NIST Level 2 [10] security requirements that were
either assigned by the system or created by the user using two different composition
schemes.

2 Related Studies

To compare the usability and preferences of user-generated passwords and randomly
assigned passwords, Zviran et al. [3] had 103 participants create two user-generated
passwords in addition to being assigned an eight-character random password. One of
the user-generated passwords was a maximum of 8 characters long and the other was
an alphanumeric passphrase of up to 80 characters. After three months, the partici-
pants’ recall success rate was the highest for the 8-character user-generated
passwords, followed by assigned random passwords and finally the 80-character
passwords. These results were supported by the data obtained with a subjective ques-
tionnaire in which the participants ranked the 8-character user-generated passwords
highest in appeal and ease of recall. These passwords were further analyzed to deter-
mine the characteristics affecting their recall. The results revealed that 92% were
composed of only lower case letters, suggesting better memorability of passwords of
this composition.

To understand the effect of various composition schemes and additional guidelines
or restrictions on password usability, Proctor et al. [5] conducted an experiment in-
volving 24 participants. For the first condition, the participants created a password of
at least 5 characters, and for the second, passwords incorporated the additional guide-
lines of having at least one member from all the character sets on a keyboard, at most
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one character from the username and no consecutive repeated characters. The results
indicated that the passwords with additional composition restrictions were significant-
ly harder to generate and remember than those based on the minimal requirements.
However, it was observed that the passwords with minimal requirements were weaker
than the ones with additional requirements after all the passwords were subjected to
password cracking software.

Using a similar procedure, Proctor et al. [5] conducted a second experiment which
required a minimum length of at least 8 characters for the passwords. Similarly, the
results of the second experiment found a statistically significant difference between
the time taken to generate and recall minimal condition passwords and those requiring
additional guidelines. Also similarly to the first experiment, the qualitative data found
that passwords with additional guidelines were significantly harder to generate and
remember compared to passwords with only a length restriction. The results concern-
ing the breached passwords from both experiments suggested that the increase in the
minimum length of minimal condition passwords from 5 to 8 characters led to pass-
words that were as resistant to password cracking software as the minimum 8-
character password incorporating additional guidelines.

A more recent study investigating various user-generated password construction
schemes was conducted by Vu et al. [11]. They investigated the number of attempts and
the time required to generate passwords. They also evaluated the number of login errors
and the time required to recall these passwords after a short and long duration of time.
Results of the experiments conducted in the study indicated that user-generated pass-
words composed of initial letters of at least six words of a meaningful sentence were
significantly easier to generate compared to similarly composed passwords that addi-
tionally included a number and a special character. The results also indicated a statisti-
cally lower number of login errors and login times for the passwords composed only of
letters. However, the minimally restricted passwords were significantly weaker than the
passwords that included a number and a special character.

Komanduri, Shay, Kelley, Mazurek, Bauer and Christin [12] compared passwords
created by 5,000 participants, each assigned to one of five conditions across two ses-
sions. The minimum length of these passwords ranged from at least 8 characters to 16
characters. Depending on the password condition, these passwords were either com-
posed of only letters of varying lengths or included at least one character from each of
the four character sets of a standard US keyboard. The results from the study indi-
cated that participants took significantly more attempts to create restricted passwords
of at least § characters than unrestricted passwords of varying character length. Com-
pared to the shorter unrestricted passwords, the participants rated restricted passwords
as significantly more difficult to recollect followed by the longer unrestricted pass-
words. Approximately 25 percent of the participants completely failed to create ac-
ceptable passwords in the restricted condition. However, the completion failure
rates for participants in the other conditions were significantly lower: all under 19
percent.
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3 Method

This study compared the usability of three types of text-based passwords of approx-
imately equal minimum security:

1: An assigned 6-character system-generated password selected randomly from any
of the 36 alphanumeric characters available on a standard QWERTY keyboard.

2: A user-generated password of at least 8 characters, with at least one lower case
letter, one upper case letter, one number and one special character. This password
must also pass a dictionary check.

3: A user-generated password of at least 16 characters with no additional restric-
tions. This password must also pass a dictionary check.

3.1  Study Participants

The study involved 54 participants, equally divided into three groups, with 18 in each
password policy condition. The study took place over two sessions, with a period of
5-7 days in between them. In the first session, depending on the password policy con-
dition, the participants were either assigned or they created a password and entered it
into the password application (see Figure 1). If the password entered by a participant
was entered incorrectly or failed to comply with the password composition policy, the
application prompted the participant to re-enter a password. The participants were
then asked to recall their passwords in the same session and after 5-7 days in the
second session. The NASA task load indices [13] and the System Usability Scale
(SUS) questionnaires [14] were administered at the end of each task: 1st session crea-
tion, Ist session recall and 2nd session recall (see Figure 2).

= =

Please create your account.

Your assigned password is: dg2y0d

Username

Password | ]

Create account

Fig. 1. 6-character alphanumeric password creation
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Fig. 2. Procedural flow for first and second sessions

3.2  Experimental Design

The three password policy conditions were compared with respect to the following
dependent variables: the time taken to create the password account, the password
creation error rate, the time taken to recall the password and recall error rate for both
sessions, the number of unrecoverable passwords in the second session and the sub-
jective ratings for the NASA task load indices and the SUS questionnaire for both
sessions.

The experiment was considered to be a two-factor design. The first independent
variable investigated the password composition scheme at three levels: the three types
of password composition policies. The second independent variable of the study was
task session. Although the main effect of task session was significant, this result was
not a focus of the study.
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4 Results

The results showed that it took less time to create an account with the system-
generated password than with either of the two user-generated password conditions
(see Figure 3). There were also significant differences between the password policy
conditions for password creation error rate (p=0.002) (see Figure 4) and the time tak-
en to recall the passwords (p<0.001) (see Figure 5). A post-hoc analysis revealed that
the temporal demand index of the NASA-TLX questionnaire was higher for the 8-
character user-generated passwords than for system-generated passwords (p=0.012)
(see Figure 6). There were no significant differences for recall error rate and unreco-
verable passwords between the password policy conditions.

The results suggest that the overall performance of the 8-character user-generated
password was weaker than that of the 16-character user-generated and 6-character
system-generated passwords. A Pareto chart analysis of the comments made by par-
ticipants (see Figure 7), as well as additional analysis of the user-generated pass-
words, suggest that participants were most familiar with the 8-character password
policy condition. However, this familiarity did not translate into better memorability
of 8-character passwords. The results suggest that the less familiar 6-character sys-
tem-generated password and 16-character user-generated password composition
schemes result in passwords that are at least as easy to recall, while imposing lower
temporal demand.
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Fig. 3. Mean password account creation time (seconds)
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5 Conclusions and Recommendations

This study compared the usability of three password conditions that assigned or
helped users to generate passwords of approximately equal security, evaluating the
trade-off between the length and the complexity of the passwords. The most important
conclusion of this study is that the performance of the 8-character passwords was
weaker than that of the system-generated passwords during the creation of password
accounts and was weaker than the 16-character passwords in terms of long-term re-
call. Compliance with the restrictions associated with 8-character passwords streng-
thens security but creates passwords that are complex in composition. Thus, with the
increase in applications requiring 8-character password accounts, a user may expe-
rience cognitive load when recalling a password from among competing passwords of
similar composition. However, if 16-character passwords are created from a meaning-
ful combination of preferably lower case letters, they may be more memorable than 8-
character passwords subject to multiple restrictions.

Currently, the designers of password applications put most of the responsibility for
creating a secure password on the users, forcing them to comply with a variety of
restrictions. The complexity of such passwords may increase their security, but such
security can also be achieved by increasing the minimum length of passwords and
lowering the complexity of these passwords, thereby reducing the cognitive load on
users. Thus, efforts should be taken to educate users on the trade-off between the
length and complexity of user-generated passwords. A simpler and longer password
can be as secure as a shorter but more complex one.

Designers should consider developing applications that aid users in creating longer
but more meaningful passwords to reduce cognitive load. These applications could
implement methods to produce 16-character passwords with meaningful combinations
of letters, making these passwords more memorable to users. However, care should be
taken by the designers to avoid explicitly restricting users to lower case letters only.

This study is a first step in exploring usable password conditions of approximately
equal security. Below are suggestions for future research:

¢ Field studies involving participants belonging to a wider range of demographics.

e Studies involving the use of smartphones or tablets as password input devices.

e Studies on the effect of educating participants on the security of longer passwords
composed of lower case letters.

e Studies involving a longer time period between creation and recall tasks to validate
the results of the long-term recall of passwords across conditions.
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