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Abstract. Password authentication remains the dominant form of user authenti-
cation for online systems. As such, from a user perspective, it is an approach
that they are very much expected to understand and use. However, a survey of
246 users revealed that about one third chose weak passwords, including per-
sonal information or dictionary words. To prevent such forms of bad security
behavior, service providers should offer support, but the reality of the situation
suggests that tangible weaknesses can exist amongst both parties, and thus de-
spite their long-recognised importance, good password practices have yet to be-
come an established part of our security culture. An experimental study was
conducted in order to investigate the effect of providing password guidance
upon end users’ password choices. The findings revealed that the mere presen-
tation of guidance (without any accompanying enforcement of good practice)
had a significant effect upon the resulting password quality.
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1 Introduction

Passwords continue to be the most common context in which people come into con-
tact with security, representing the de facto authentication method on desktop and
laptop computers, as well as the standard mode for requesting authentication on the
various websites and other online services that now require it. However, in spite of
their long-established and widespread use, the underlying password choices made by
end-users continue to exhibit a variety of weaknesses. Put simply, good password
selection is not a skill that many users seem to possess by nature, and so they require
appropriate awareness and support in order to do things properly. Unfortunately, the
extent to which this is provided for them is often insufficient, thus leaving them to
perpetuate a problem across multiple systems and accounts.

This paper examines the situation based upon the current practices of end-users
and service providers, revealing notable gaps in both cases. It then continues to inves-
tigate the improvements in password practices that can result from relatively minor
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additional efforts on the provider side, by simply ensuring that relevant guidance is
presented to users to inform their password choices.

2 A Survey of End-User Practices

In order to assess the degree to which good practices are now embedded within
password usage, a series of related questions were incorporated in to a wider survey
of end-user security practices (with the full question set also spanning issues such as
use of antivirus and Internet security tools, and security of mobile devices).

The overall results are based on a respondent group of 246, of which 108 are
classified as ‘general public’ and 138 were ‘IT students’. The public sample was
captured during a science and technology showcase event, at which online security
was highlighted as one of the key issues. Meanwhile, the ‘IT students’ were newly
commencing the first year study for an undergraduate degree in computing, and were
approached to complete the questionnaire during their first week of study, before
receiving any specific tuition in relation to security topics. Thus, as a respondent
group, they can be considered to have declared an explicit interest in IT (and may
therefore be more regular and active users of it), but they should not be assumed to
inherently be any more aware in relation to security issues than the wider population.
The first notable finding in relation to passwords was that users can potentially have a
fair number of them to manage. Respondents were asked how many systems or sites
they used that required a password, and the overall results are depicted in Figure 1.
Looking within the sub-population, the IT students were (perhaps unsurprisingly)
facing more of a password management challenge, with only 8% of them responding
in the ‘1-5” category and 39% reporting to use 16+ password-based systems.

1to5
16+ 14%
31%

6to 10
32%

11to 15
23%

Fig. 1. Number of systems or websites requiring passwords

Of course the number of systems or sites used does not necessarily map onto an
equivalent number of distinct passwords, and so the respondents were also asked to
broadly indicate their practices in this regard. The majority (54%) indicated that they
have a set of passwords that they choose from, while 27% claimed to have a different
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on for each site, and 17% suggested that they used the same one on every system (the
remaining percentage left the question unanswered).

Having established a clear dependency upon password-based approaches, the final
segment of password-related questions helped to further demonstrate the extent to
which users’ practices can be often be less than ideal. Respondents were presented
with a series of potential statements about the password used on their most valuable
system, and asked to indicate all that applied. The average responses across the whole
group are presented in Table 1, and it can be seen that good practice tends to vary.

Table 1. Responses to statements around password usage

Statement Agreement
(n=246)
It is at least 8 characters long 82%
It has alphabetic and numeric characters 84%
It includes other characters (e.g. punctuation symbols) 49%
It uses a word you would find in a dictionary 18%
It is based on personal information about me 26%
I have changed it since I started using it 36%
I change it regularly 21%
I have shared it with other people 6%
I have forgotten it and had to reset/recover it 10%

From these overall findings, the only one that stands out as suggesting the good
practice is properly embedded is the fact that only 6% report to have shared their
password. This suggests that the vast majority of users understand and accept the
premise of the password as being their authentication secret. Beyond this, however,
there are tangible proportions of weaker practice in all of the areas considered. While
there was no significant difference between the populations in terms of baseline
length, there was a tangible difference in how they were reportedly composed. For
example, 91% of IT students reported using passwords containing both alphabetic and
numeric characters, as opposed to only 76% of the general public group. Even more
notably, when asked about the use of punctuation characters, these were incorporated
by 59% of the students versus only 36% of the public.

Findings suggest that IT students are marginally better in terms of good practices
such as changing their passwords regularly, not sharing, and not having forgotten
their details. This sub-group was also significantly better in terms of not using
personal information (78% versus 68%), but this still leaves tangible proportions in
both cases (and some 26% of the respondent group overall) that were admittedly
using passwords based upon personal details. Moreover, largely equal proportions
from both groups (averaging 18% of the respondents overall) reported using
dictionary words. Thus, assuming that the categories of personal information and
dictionary words do not intersect too greatly, this easily represents more than a third
of respondents making password choices that would contravene standard guidance,
before one even gets to the stage of looking at password composition.
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3 Assessing Service Provision

Given that some users clearly exhibit inclinations towards making weaker choices, it
is relevant to consider the extent to which they may be supported and guided towards
doing things properly. An indication of this can be gained by looking at the password
guidance and enforcement offered by leading websites. A prior study from Furnell
considered ten leading sites, and discovered that half provided little or no guidance on
password selection when users initially registered and set up their accounts [1]. Of the
sites that did provide guidance, only two went to the extent of providing links to
comprehensive guidance pages covering tips for password selection, use and
protection. By contrast, some sites provided no password guidance at all at the point
of registration, and most fell somewhere between the extremes, providing some
indication of criteria for selecting passwords, but no wider suggestions for protecting
them once chosen.

In addition to the variability of guidance, the sites also varied significantly in the
degree to which they enforced good password practices. As the summary presented in
Table 2 illustrates, the level of support is by no means uniform and (in many cases) is
below that which one might consider desirable [1].

Table 2. The varying enforcement of password restrictions on websites

Enforce
min Prevents
Prevents Prevents Prevents . Enforces Prevents
Site length dictionary .
Surname User ID ‘password’ composition reuse
(+max words
if approp)
Amazon 6 x x x x x
eBay 6-20 x v v v v
Facebook 6 4 x v ~ (1) x x
Google 8 x v v v x v
LinkedIn 6 x x v x x x
Twitter 6 x x v v x x
Wikipedia x x v x x x x
Windows Live 6-16 4 4 v x v x
WordPress x v v x x x
Yahoo! 6-32 v v v x x x

(1) Provision is only made when the user changes their password.

In view of these findings, it seems fair to suggest that users cannot rely upon the
sites they are using to be proactive in safeguarding their interests. At the same time,
without the provision of associated guidance, it is difficult for users themselves to
ensure that they are using passwords as safely as possible.
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4 Assessing Password Selection in Practice

Having critiqued the websites, it was hypothesized that the provision of credible
guidance would help to ensure that users made better password choices. In order to
test this in practice, an experimental study was mounted that required users to choose
passwords as part of a wider set of activities.

Choosing a secure password as a form of security behavior is influenced by a set of
factors perceived by the user. Huang et al. [2] suggest a model including knowledge,
controllability, awareness, severity and possibility as determinants of a users’ inten-
tion to follow security practices. The more end users know about the rationale of
threats like password cracking and the better their understanding of such threats is, the
more likely they will adopt a good security practice. The participants who stated in
the survey that their password includes personal information or dictionary words
might just not know that passwords can be cracked by dictionary attacks. By imple-
menting password guidance on websites providers can help to explain that issue.
When users are shown how to prevent or predict threats they feel much more com-
fortable and in control of the situation. The use of immediate feedback on their pass-
word choice, such as the use of a password strength meter, can enhance awareness
that a proposed choice is too weak and help to ensure that even people without know-
ledge about the topic feel in control to protect their data. However, the compulsion to
follow good password practices is nevertheless related to the perceived severity of
consequences in case the password might be cracked. End users often indicate that
even if their passwords were cracked they would not be concerned because they
would not attach much importance to the consequences. That might be the case for
passwords on accounts/systems of less personal relevance, but when asked for their
most valuable account users should indeed be aware of the severity of negative con-
sequences, especially as people are typically concerned about the privacy of the data
they provide to websites. In contradiction to this, however, that concern is often not
noticeable in their online actions [3]; mostly because of the immediate benefit of more
convenience. Taking into account that users are willing to trade-off concerns about
their online security for convenience, it seems likely that the additional influence of
the subjective possibility of being a victim of online attacks is by far underestimated.
“‘I know my password is not strong, but I don’t think anyone will have any interest in
cracking my password and breaking into my computer’’ is what participants answered
when asked for their opinion about password security [4].

4.1 Experimental Design

To investigate the effect of providing security guidance upon the actual quality of
passwords two versions of a website were tested in a between-design. Unbeknownst
the participants, there were two versions of the site (one that paid attention to usability
good practice, and the other which did not — see Figure 2), and they were not aware
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that they were being assigned to a particular version. The initial task for the users was
to register on the site by selecting a username and password. The experimental group
was shown one version of the website which paid attention to good security usability
including password guidance. They were provided with guidelines how to create a
secure password and a password strength meter as immediate feedback on their
password choice. The control group was shown a second version of the same website
which did not contain any guidance or feedback on passwords.

Home > MyService > Registrieren

Home

Instruktion P r‘]

=&
Aufgaben ‘-i ‘ e

My Service
- Registrieren b Bitte wahlen Sie einen Benutzernamen und ein Passwort. Achten Sie darauf, dass Sie sich im Laufe des Experiments
- Kontakt an beide Angaben erinnerm knnen, da sie zu einem spiteren Zeitpunkt nochmals angegeben werden missen.

Hinweise fiir ein sicheres Passwort:

Zum Schutz Threr Online-Privatsphére bendtigen Sie ein sicheres Passwort, welches nicht von einem
Computerprogramm oder einer Person in kurzer Zeit erraten werden kann. Dazu gehdren Passwarter, die z.B.
phonetische Ersetzungen wie "N&" fir "Nacht™ verwenden, Als sicher gilt weiterhin, wenn Sie sich eine einzigartige
Abkurzung einfallen lassen und kein Zeichen mehrfach verwenden. Als schwach gelten Passwaorter, die aus
Tastaturabfolgen bestehen oder in einem Wartebuch gefunden werden kdnnen.

Gut ist,.

» Sonderzeichen und/oder Zahlen einzubeziehen
s GroB- und Kleinbuchstaben zu mischen
# personliche Informationen zu vermeiden

Benutzername trallala

Passwort sesessss konnte besser sein

Wenigstens 6 Zeichen, GroB- und Kleinschreibung,
Passwort bestatigen Sichere Passwarter enthalten

Sonderzeichen [z.B. |@%),

Home = MyService = Regidinere

My Service
- Registrieren »
Kontakt

Benutzername trallala
Passwort serrnnen
Passwort bestitigen e

Speicharn

(b)

Fig. 2. The two variants of the website — (a) with and (b) without password guidance

For the experimental group the password guidance advised them in the following
way: “For protecting your online privacy you need a safe password, i.e. one which
cannot be easily guessed by a computer program or an individual in a short period of
time. This includes passwords with phonetic replacements, e.g. 2nite for tonight. Fur-
thermore, it is advised to create a unique acronym and not to repeat characters. Weak



Essential Lessons Still Not Learned? Examining the Password Practices 223

passwords consist of keyboard patterns or can be found in a dictionary. It is
good...(1) to include punctuation marks and/or numbers, (2) to mix capital and lo-
wercase letters and (3) to avoid using personal information.” Both groups were in-
structed to create a username and a password which both could be memorized
throughout the whole experiment. Neither variant of the website enforced password
selection rules, and on the version that included password guidelines there was still no
obligation for the participants to read them. As such, any differences in the resulting
password behavior would be attributable to the mere provision of guidelines.

4.2  Procedure

The participants were being asked to use a website and assess aspects of its usability.
They were not made specifically aware that attention would be given to their pass-
word choices, and they were simply advised that they were participating in a website
usability study (i.e. from the user perspective, choosing a password was just some-
thing they needed to do in order to get started, rather than being a central focus of the
task). The users were, however, instructed to select a new password rather than one
that they already used elsewhere. The basis for this was to both enable the study to
assess their password selection practices, and to reduce the risk of them inadvertently
divulging a password that they already used when it came to the later analysis. Having
successfully registered, the users were then required to use the password to log in and
comment upon the website’s usability (the results of which form part of a wider HCI
study, which is out of scope for this paper).

4.3 Sample

A total of N=27 participants (17 female, 10 male) were involved in the initial study.
The mean age was M = 27.3 years. The experimental group (N=13) and the control
group (N=14) did not differ in terms of the time they spent online for private purposes
or other control variables such as affinity for technology.

44  Results

The resulting password choices were rated using a subset of the prior criteria from
Table 1 that could be measured at the point of password creation. Specifically, a
point could be scored for a password satisfying each of the following (thus giving a
maximum of 5 points for good choice):

at least 8 characters long

composed of both alphabetic and numeric characters
using other characters (such as punctuation symbols)
not based upon a dictionary word

not based upon personal information
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Table 3. Summary results from study participants

Used at Used . Used other Used non- Avoided
least 8 alphanumeric . personal
characters  dictionary .
characters characters info
Guided 85% 85% 62% 54% 92%
(n=13)
Unguided 50% 64% 7% 50% 64%
(n=14)

It is arguable that the 8-character minimum is not a particularly secure baseline, but
it was nonetheless the best of the set assessed from the earlier group in Table 2 and so
forms a foundation on that basis. The results revealed a significant difference between
those receiving guidance and those attempting to select passwords without it
(t(25)=3.82, p=.001, d= 1.5). The mean for the former group was M=3.8 out of 5,
whereas the unguided users averaged just M=1.9. The qualitative analysis of the
individual cases revealed that those without guidance were notably more inclined to
use personal information in their passwords, and far less likely to have considered the
use of character types beyond alphanumeric. Table 3 summarises the overall
performance of the two groups against each of the assessment criteria.

Although the results are only based upon a small sample, they nonetheless appear
to offer a clear message in terms of the effectiveness of providing password guidance
versus leaving users to their own devices. Although it can be argued that the users
may not have been choosing typical passwords because they knew it was only being
used in a study, the fact remains that all users were operating in this context and those
receiving guidance nonetheless chose better. So, it is notable that the guidance even
made a difference in this context (i.e. with a site they would be unlikely to value).

5 Conclusions

The paper has clearly evidenced that, that despite our long-standing use and
familiarity with them, some significant problems surrounding passwords have yet to
be resolved. Although the sample population in the practical study is currently small,
the overall message emerging from the collective findings in the paper remains clear:
users readily admit to making weak password choices, websites do not guide on or
enforce good practice as well as they could, and yet the experiment clearly suggests
that even the basic provision of guidance can help to deliver a tangible improvement.
As such, there appear to be clear lessons to be learnt that could help to uplift
authentication practices while passwords continue to be retained as a primary method.

Building upon these findings, it is intended that the research to benchmark the
effect of providing password guidance will continue with a larger and more diverse
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sample of users. If the later findings continue to support the same conclusions, then
we believe this should represent a persuasive message regarding appropriate baseline
standards that websites (and organisations) ought to be following in supporting their
users’ security practices.
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