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Abstract. Security and usability have traditionally been at odds in the design 
process [1].  In spite of this, the usability of security is widely recognized as a 
key component of security effectiveness[2-4] Design principles for good 
security have been designed by security experts [5]. Similarly principles for 
designed usability have also been created by usability experts [6-8]. In both 
cases the design principles were defined for the traditional workstation 
environment, instead of the mobile environment. This study examines both 
security and usability design principles for conflict or convergence, specifically 
in relation to a mobile environment. The resulting framework of combined 
security-usability principles identifies which design principles are critical for 
success in the mobile environment.   
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1 Introduction 

 Security and usability design principles have been articulated for the traditional 
workstation environment.   In contrast to the workstation environment, mobile devices 
have significant differences in the interaction of users, and the availability of 
resources [9]. These realities call for a revised set of design principles that address the 
limitations of a mobile environment to achieve both security and usability. Unlike 
desktop workstations, every micrometer of internal space, every inch of screen real 
estate, and every amp of power is at a premium [10] on a mobile device. From 
environmental information to e-government services to phone directories, information 
delivery and interaction has shifted from print to exclusively electronic [11]. E-only 
delivery makes technology a necessity for all instead of a non-essential luxury item 
[12]. Increasingly mobile devices  have moved from companion devices [13] to the 
primary or stand-alone device for digital information access [14]. Computer crime, 
already a problem on the traditional workstation [15, 16], has followed computer 
users to the mobile platform [17]. A mobile computing platform provides challenges 
in security that differ from the traditional computing workstation [9], and the 
structured work environment [18]. To effectively design these principles for usability 
and security in mobile devices, attention must be paid to the following: 
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• The effort required of the user to follow security protocols [19] 
•  appropriate security for the value of the information 
•  resource constraints of the devices in terms of physical form factors [20] and 

device capabilities [21] .  

2 Security versus Usability Design Principles 

Systems designed with both security and usability principles remain more secure, 
because the users do not circumvent security for functionality [22]. System design can 
turn in a tug-of-war between the twin priorities, with many systems designers 
choosing to trade off usability for security and vice versa [23]. A combined 
framework removes the conflicting priorities.   

Table 1. Combined Principles of Usability and Security 

Saltzer & Schroeder [5] Shneiderman 
[7]  

Nielsen [6] Garfinkel [24] 
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To articulate the concept of secure design Saltzer & Schroeder (1975) created ten 
principles.  At least half of the secure design principles relate directly to the interface 
with the user. Consequently “good” security design, or design created according to 
the principles, already includes guidance about the usability of the interface. Similar 
to the security principles created by Saltzer & Schroeder [5], the usability 
practitioners have the two seminal sets of heuristics or principles for design. The 
Golden Eight from Shneiderman  [7] and ten more from Jakob Nielsen [6] form the 
core of usability design. Mapping the Shneiderman’s Golden Eight Principles for 
usability [7] and Nielsen’s Ten Heuristics for User Interface Design [6] to Saltzer & 
Schroeder’s security design principles [5] yields an interesting result. Usability 
principles are not in conflict with secure design principles. Looking at the chart shows 
that for all the principles that address the user interface for security there is a parallel 
usability principle or principles stated for the same concept in both Shneiderman’s 
Golden Eight Principles for Usability Design and Nielsen’s Ten Heuristics for User 
Interface Design. Furthermore, Garfinkel [24] suggests design patterns as concrete 
examples of solutions to common security-usability problems. Design patterns 
leverage the best practices of a more skilled practitioner to compensate for the lack of 
skill in  lesser experienced designer [25].  

3 Security-Usability Design Principles for Mobile 

Mobile devices have resource constraints that further impact the design of usable 
security The current security-usability framework described above does not address 
the resource constraints upon mobile devices. Creating a framework of combined 
security-usability principles that address the constraints yields principles more 
relevant to the mobile device platform. Simply transferring security practices from 
desktop to mobile has not yielded satisfactory usability and user acceptance [9]. The 
reality is that in the traditional workstation environment of a business or research 
organization ignoring certain security-usability principles has minor consequences 
[26].  In risk management assessment of information, the vulnerabilities are weighed 
against the probability of the occurrence, and the loss potentially incurred from the 
occurrence [27]. In the resource-constrained mobile device ignoring the consequences 
will compromise the practical functionality of the device.The three major resource 
constraints of the mobile device platform are power, form factors, and user expertise. 
To be mobile, the devices must run from a portable and renewable power source, such 
as a battery [28]. Security design drains battery life reduces the usability of the 
device. To be convenient  mobile devices must be small enough and light enough to 
carry easily [29]. The screens must be big enough to use but small enough to fit in 
pocket or purse [30] and manipulated for information gathering in a variety of settings 
[31]. In the absence of a formal organization to compensate for individual user 
deficiencies, the applications must reduce complexity  [30]. 
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Fig. 1. Security-usability principles addressing resource constraints of mobile devices 

Based on this analysis, the combined security-usability principles that address the 
resource constraints are: 

• Economy of mechanism 
• Least surprise 
• Complete mediation and feedback 

The result of mapping resource constraints to the combined design principles is a 
framework that prioritizes conservation of resources. The framework also provides a 
common set of design principles that put security designers and usability designers on 
the same page instead of on opposing sides.   
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