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Preface

The Workshop on the Economics of Information Security was established in 2002
to bring together computer scientists and economists to understand and improve the
poor state of information security practice. WEIS was borne out of a realization
that security often fails for non-technical reasons. Rather, the incentives of both de-
fender and attacker must be considered. Earlier workshops have answered questions
ranging from finding optimal levels of security investement to understanding why
privacy has been eroded. In the process, WEIS has attracted participation from the
diverse fields such as law, management and psychology. WEIS has now established
itself as the leading forum for interdisciplinary scholarship on information security.

The eigth installment of the conference returned to the United Kingdom, hosted
by University College London on June 24-25, 2009. Approximately 100 researchers,
practitioners and government officials from across the globe convened in London
to hear presentations from authors of 21 peer-reviewed papers, in addition to a
panel and keynote lectures from Hal Varian (Google), Bruce Schneier (BT Coun-
terpane), Martin Sadler (HP Labs), and Robert Coles (Merrill Lynch). Angela Sasse
and David Pym chaired the conference, while Christos loannidis and Tyler Moore
chaired the program committee.

We are very grateful for the service of the WEIS program committee: Alessan-
dro Acquisti(Carnegie Mellon University, USA), Ross Anderson (University of
Cambridge, UK), Rainer Bohme (Technische Universitit Dresden, Germany), Jean
Camp (Indiana University, USA), Huseyin Cavusoglu (University of Texas at Dal-
las, USA), Nicolas Courtois (University College London, UK), Neil Gandal (Tel
Aviv University, Israel), Larry Gordon (University of Maryland, USA), Eric John-
son (Dartmouth College, USA), Marty Loeb (University of Maryland, USA), Tyler
Moore (Harvard University, USA), Andrew Odlyzko (University of Minnesota,
USA), Andy Ozment (Office of the Secretary of Defense, USA), David Pym (HP
Labs Bristol & University of Bath, UK), M. Angela Sasse (University College Lon-
don, UK), Stuart Schechter (Microsoft Research, USA), Bruce Schneier(BT Coun-
terpane, USA), Rahul Telang (Carnegie-Mellon University, USA), and Catherine
Tucker (Massachusetts Institute of Technology, USA).



vi Preface

We are also grateful to Adam Beautement and JJ Giwa at UCL for their assistance
in organizing local arrangements. Finally, we thank HP Labs, the UK Economic and
Social Research Council and Unisys for their kind sponsorship.

Cambridge, Massachusetts, USA Tyler Moore
Bath, United Kingdom David Pym
January 2010 Christos loannidis



List of Contributors

Ross Anderson
Computer Laboratory, University of Cambridge, UK, e-mail: Ross . Andersone
cl.cam.ac.uk

Stefan Berthold
Karlstads Universitet, Fakulteten for Ekonomi, Kommunikation och IT, Karlstad,
Sweden, e-mail: stefan.berthold@kau.se

Rainer Bohme
International Computer Science Institute, Berkeley, CA, USA, e-mail:
rainer.boehme@icsi.berkeley.edu

Joseph Bonneau
Computer Laboratory, University of Cambridge, UK, e-mail: jcb82@cl.cam.
ac.uk

Ruth Breu
Institute of Computer Science, University of Innsbruck, Austria, e-mail:
ruth.breue@uibk.ac.at

Huseyin Cavusoglu
School of Management, The University of Texas at Dallas, Richardson, TX, USA,
e-mail: huseyine@utdallas.edu

Asunur Cezar
Middle East Technical University, Ankara, Turkey, e-mail: asunur@metu.edu.
tr

Nicolas Christin
CyLab, Carnegie Mellon University, Pittsburgh, PA, USA, e-mail:
nicolasc@andrew.cmu.edu

Richard Clayton
Computer Laboratory, University of Cambridge, UK, e-mail: richard.

vii



viii List of Contributors

claytonecl.cam.ac.uk

Ramén Compaiid

European Commission - Directorate General Joint Research Centre
(JRC), Institute for Prospective Technological Studies (IPTS), e-mail:
Ramon .compano@ec .europa.eu

Wainer Lusoli

European Commission - Directorate General Joint Research Centre
(JRC), Visiting Research Fellow, University of Chester, UK, e-mail:
Wainer.lusoli@ec.europa.eu

Mark Felegyhazi
International Computer Science Institute, Berkeley, CA, USA, e-mail:
mark@icsi.berkeley.edu

Stefan Frei
Communication Systems Group, ETH Zurich, Switzerland, e-mail:
freietechzoom.net

Shailendra Fuloria
Computer Laboratory, University of Cambridge, UK, e-mail: Shailendra.
Fuloria@cl.cam.ac.uk

Soren Preibusch
Computer Laboratory, University of Cambridge, UK, e-mail: sdp36@cl.cam.
ac.uk

Dinei Floréncio
Microsoft Research, Redmond, WA, USA, e-mail: dinei@microsoft.com

Makoto Goto
Graduate School of Economics and Business Administration, Hokkaido University,
Sapporo, Japan, e-mail: goto@econ.hokudai.ac.jp

Jens Grossklags
Center for Information Technology Policy, Princeton University, NJ, USA e-mail:
jensg@princeton.edu

Cormac Herley
Microsoft Research, Redmond, WA, USA, e-mail: cormacemicrosoft.com

Jeffrey Hunker
Jeffrey Hunker Associates, e-mail: hunker@jeffreyhunker.com

Frank Innerhofer—Oberperfler
Institute of Computer Science, University of Innsbruck, Austria, e-mail:
frank.innerhofer-oberperfler@uibk.ac.at

Christos Ioannidis
University of Bath, UK, e-mail: ¢.icannidis@bath.ac.uk

Benjamin Johnson



List of Contributors iX

CyLab, Carnegie Mellon University, Pittsburgh, PA, USA, e-mail:
johnsonb@andrew.cmu.edu

Tyler Moore
Center for Research on Computation & Society, Harvard University, Cambridge,
MA, USA, e-mail: tmoore@seas.harvard.edu

Bernhard Plattner
Communication Systems Group, ETH Zurich, Switzerland, e-mail:
plattneretik.ee.ethz.ch

Christian W. Probst
Technical University of Denmark, e-mail: probst@imm.dtu.dk

David Pym
HP Labs, Bristol, UK & University of Bath, UK, e-mail: david.pymecantab.
net

Srinivasan Raghunathan
School of Management, The University of Texas at Dallas, Richardson, TX, USA,
e-mail: sraghu@utdallas.edu

Dominik Schatzmann
Communication Systems Group, ETH Zurich, Switzerland, e-mail:
schatzmannetik.ee.ethz.ch

Galina Schwartz
University of California at Berkeley, CA, USA, e-mail: schwartz@eecs.
berkeley.edu

Vicente Segura
Department of Network and Services Security, Telefonica [+D, Spain, e-mail:
vsgetid.es

Nikhil Shetty
University of California at Berkeley, CA, USA, e-mail: nikhilseeecs.
berkeley.edu

Ken-ichi Tatsumi
Faculty of Economics, Gakushuin University, Tokyo, Japan, e-mail:
Kenichi.Tatsumi@gakushuin.ac.jp

Brian Trammell
Hitachi Europe, ICTL Secure Systems Team, Zurich, Switzerland, e-mail:
trammelletik.ee.ethz.ch

Jean Walrand
University of California at Berkeley, CA, USA, e-mail: wlr@eecs.berkeley.
edu



Contents

1 Introduction and Overview ............. .. .. ... ... .. ...
Tyler Moore, David Pym, and Christos Ioannidis
L1 Introduction............ouuieiiiiie e,
1.2 The Economics of Information Security and Privacy ............
1.3 Overview of the Book’s Contributions ........................
2 The Price of Uncertainty in Security Games .....................
Jens Grossklags, Benjamin Johnson, and Nicolas Christin
2.1 Introduction.......... ... i
2.2 Decision Theoretic Model ...................... . ..ot
22,1 BasicModel.......... ...
222 PlayerBehavior............ ... . i i,
2.2.3  Information Conditions.............................
224 RemarksonBasicResults ..........................
2.2.5  Outlook on Further Analyses ........................
2.3 Price of Uncertainty Metrics .............ccoviineerennnn...
2.3.1  The Price of Uncertainty..................coovnn....
2.3.2  Three Metrics for the Price of Uncertainty .............
2.3.3  Discussion of the Definitions . .......................
24 ANaAlYSIS . ..o
2.4.1 BestShotGame................ccoiiiiiiiiinnn...
242  WeakestLinkGame ..................ciiiinn...
243 Total Effort Game .............. ...,
2.5 ConClUSIONS . ..ottt
References ... .oooi i e

3 Nobody Sells Gold for the Price of Silver: Dishonesty, Uncertainty
and the Underground Economy ...............................
Cormac Herley and Dinei Floréncio
3.1 Introduction................. ..
32 RelatedWork.............



xii

Contents
3.2.1  Studies of the Underground Economy ................ 36
3.2.2  Economics of Security and of the Underground Economy 37
3.2.3  Economics Background ............................ 38
3.3 The Underground Economy is a Market for Lemons ............ 40
3.3.1  The Types of Goods and Services Offered for Sale on
the Underground Economy ......................... 40
33.2  Isthis a Market for Lemons? ........................ 41
3.4  Analysis and Implications ............... ... ... ... 44
34.1 Countermeasures Ought to be Easy: Lemonizing the
Market . ... 44
342 TheRipperTaxX ........coiiiiiiiiiiinenn.. 45
3.4.3  Formation of Firms and Alliances .................... 45
344 A Two-Tier Underground Economy .................. 46
3.4.5  What Can We Estimate From Activity on IRC Markets? . 47
34.6  Who are We Fighting? What are We Trying to
Accomplish? ... .. ... .. .. 49
3.5 Conclusion.............ooiiiiiii i 50
References . ..... ..o 52
Security Economics and Critical National Infrastructure .......... 55
Ross Anderson and Shailendra Fuloria
4.1 Introduction.......... ..o iiiii e 56
4.2  Critical Infrastructure: Externalities of Correlated Failure . . ...... 57
4.3  Regulatory Approaches ...............ciiiiiineiiiiinnnann. 59
4.4  Security or Reliability? ............... ... ... .. . 60
4.5  Cross-Industry Differences .................... .. ... .... 61
4.6  Certification and Lifecycle Management ...................... 61
47 TheRoadmap ............ouiiiiiii i 63
4.8  ConCluSiONS . . ..o vttt 64
References .. ...t 65

Internet Multi-Homing Problems: Explanations from Economics ... 67

Richard Clayton
5.1 Introduction...............iiiiiiiii 67
5.2  How Internet Routing Works .. ............ .. ... ... ...... 68
5.3  The ‘Global Routing Table’ . ............... ..., 69
54 IPVO ..o 71
541  SHIMG6 ... 73
5.4.2  The Lack of Incentives for SHIM6 Deployment .. ...... 73
543  Cooperating ISPs......... ... ... i 74
5.5  Discouraging Growth in the Global Routing Table .............. 75
5.6  Related Work on the Economics of Protocols .................. 76
57 Conclusions...........oouiiiiiiiii 77

References . . ..o 78



Contents

6

Modeling the Security Ecosystem - The Dynamics of (In)Security . . .
Stefan Frei, Dominik Schatzmann, Bernhard Plattner, Brian Trammell

6.1 Introduction............ ...
6.2 RelatedWork.......... ... ...
6.3  Methodology ......ooviii
6.4  Vulnerability Lifecycle............. ... ... ... L
6.4.1 RiskExposure Times ...................coviunnn...
6.5  The Security Ecosystem............ ... .. ...
6.5.1 Major Players. . ......ooiiin i
6.5.2  Processes of the Security Ecosystem..................
6.5.3  The Disclosure Debate .............................
6.6 The Dynamics of (In)Security ............. ... ... ... ...
6.6.1  Discovery Dynamics..............ccooiiiiiinn...
6.6.2  Exploit Availability Dynamics.......................
6.6.3  Patch Availability Dynamics ........................
6.6.4  (In)security Dynamics....................ccovuunn...
6.7  Conclusion..............oiiiiiiiiiiiii
References .. ... ..o

Modeling the Economic Incentives of DDoS Attacks: Femtocell

CaseStudy . ....... ...
Vicente Segura, Javier Lahuerta
7.1 Introduction . ..........oo i e
7.2 Background and Related Work ..............................
73  TheModel ...
7.4  Applicationofthe Model ........... ... ... ... ...,
7.4.1 Data Collection ............cooiiiiiiiineinnnnnn .
7.4.2  Regression Analysis for the Cost Function.............
7.4.3  Use of the Model to Estimate the Economic Incentives
for Launching DDoS Attacks................ooouu..
7.5  ConClUSION. . ..\ttt
References . ...

The Privacy Jungle: On the Market for Data Protection in Social

Networks .. ...

Joseph Bonneau and Séren Preibusch

8.1 Introduction...............couiiiiiiii

82 Related Work....... ... ..o i

8.3  Survey Methodology .......... ... .
8.3.1 Selectionof Sites . ............... i
8.3.2  Evaluation Methodology ...........................

84  Data ...
8.4.1 Market Dynamics ..............oiiiiiinniiiiin...
8.42  Promotional Methods ....................... ...,
8.4.3  Presentation of Terms of Use and Privacy Policy .......
8.4.4  Data Collected During Sign-up ......................



Xiv

10

Contents
8.4.5  Privacy Controls .......... ... 139
8.4.6  Security MEasUIes . ..........uuueeiiunneenennnn.. 143
8.4.7 PrivacyPolicies ............ ... i 145
8.5 Data Analysis ........oiiiiiiiii 150
8.5.1  Privacy vs. Functionality ........................... 150
852  Privacy vS. SIt€ AZE ...t 151
853 Privacy vs. SiZ€ .. ..ot 152
8.54  Privacyvs. GrowthRate ............................ 153
8.5.5  Privacy Promotion and Claims vs. Actual Privacy
Practices ........coouiiiii 153
8.6 EconomicModels............ ... .. . il 154
8.6.1  The Privacy Communication Game. .................. 154
8.6.2  TheEffectsof Lock-in ............................. 158
8.6.3  PrivacyasalLemons Market ........................ 159
8.6.4  Privacy Negotiations .. ............cuviivininennn.. 160
8.7  LIMItations ............oiiiiiiiiiiiiii 161
88  Conclusions............ooiiiiiii i 162
References . ..... ..o 163

The Policy Maker’s Anguish: Regulating Personal Data Behavior
Between Paradoxes and Dilemmas . ....... ... .. ... ... ... ... 169
Ramoén Compaiid, Wainer Lusoli

9.1  Introduction........... ...ttt 170
9.2 Existing Work on the Privacy Paradox ........................ 171
9.3  Methodology . ...t 172
0.4  ParadoXeS..........iiii 174
9.4.1 ThePrivacy Paradox ............... ... .. ... .... 175
9.4.2  TheControl Paradox . ............. ... . oia... 175
9.4.3  The Responsibility Paradox ......................... 175
95 Dilemmas............oo 177
9.5.1 The Cultural Dilemma ............................. 177
9.5.2  The Market Fragmentation Dilemma ................. 178
9.5.3  The Public-Private Dilemma ........................ 178
0.6  ConCluSion. ...ttt 179
References . ... ..ot 180
0.7  APPendiX . ... 182
Valuating Privacy with Option Pricing Theory ................. .. 187
Stefan Berthold and Rainer Bohme
10.1  Introduction...............iiiiii i 187
10.2 Related Work. . ... 189
10.2.1 Measurement of Anonymity and Unlinkability ......... 189
10.2.2 Financial Methods in Information Security ............ 191
10.3  From Financial to Privacy Options ...................c.ou.. 191
10.4  Sources of Uncertainty ...............oouiiiiiinneenennn... 193

10.4.1 Micro Model: Timed Linkability Process . ............. 193



Contents

11

12

13

10.4.2 Macro Model: Population Development ...............
10.5 Valuation of Privacy Options . . ...,
10.6 Discussionof Results ........... .. ... i,
10.7 Conclusions and Outlook . ......... ... ... . i ..
References .. ...

Optimal Timing of Information Security Investment: A Real
Options Approach . . . ... ... ... ... .. .. ... i
Ken-ichi Tatsumi and Makoto Goto

11.1 Introduction..............uiiiiii i
11.2  Optimum Investment Size: The Model of Gordon and Loeb .. ....
11.3  Optimal Timing of Information Security Investment ............
11.3.1 Dynamic Considerations. . ..............c.covuuuennn..
11.3.2 Literature Review ................ccoiiiiiiinn...
11.3.3 Formulation and Solution . ..........................
11.3.4 Interpretation ... ..........uuuineeeinineeeennnnn..
11.4  The Optimal Solution: Numerical Illustrations .................
11.4.1 Remaining Vulnerability CaseI......................
11.4.2 Remaining Vulnerability Case IT .....................
11.5 ConcludingRemarks ......... ... .. ... i
I1.5.1  Summary ...... oottt
11.5.2 Remaining Problems . .............. ... ... .......
References . . ... ..o
Competitive Cyber-Insurance and Internet Security ..............
Nikhil Shetty, Galina Schwartz, Mark Felegyhazi, and Jean Walrand
12.1 Introduction............cooiiiiiiiiiiiiiiiiiiiiian
122 Model . . ...
1221 Analysis . ...
123 Insurance Model ......... ... .o
12.3.1 Insurance with Non-Contractible Security .............
12.3.2  Insurance with Contractible Security .................
124 ConClusion. ........oouiiiiiiiii i
125 AppendiX . ...t
References .. ... ...

Potential Rating Indicators for Cyberinsurance: An Exploratory
Qualitative Study . ....... ... . ..
Frank Innerhofer—Oberperfler, Ruth Breu

13.1
13.2
133
13.4

Introduction .............oo oo
Background ........ .
Research Problem and Contribution ..........................
Research Method ........ ... . .. .. .. ..
13.4.1 1. Step: Preparation, Constructs. . ....................
13.4.2 2. Step: Selection of Experts ........................
13.4.3 3. Step: Generation of Statements . ...................



XVi

14

Contents

13.4.4 4. Step: Interpretation and Consolidation of Statements . . 259

13.4.5 5. Step: Reducing the Resulting List of Indicators. . . . . .. 261

13.4.6 6. Step: Ranking Indicators ......................... 262

135 Results . ...oooo 263

13.6 Limitations . ........ouiiitttttttttttmettnnan 267

13.7 Related Work. . ... ... 268

13.8 Conclusions and Outlook . .............. .. ... ... ......... 268

139 Appendix . ...ttt 270

13.9.1 First-party loss exposure indicators................... 270

13.9.2  Third-party loss exposure indicators .................. 272

13.9.3  Indicators for the quality of IT risk management. ... .... 275

References . ..... ..o 277
The Risk of Risk Analysis And its Relation to the Economics of

Insider Threats ............. .. ... .. ... .. .. ... ... .. .. .. ... 279
Christian W. Probst and Jeffrey Hunker

14.1
14.2

14.3

14.4

14.5

14.6

14.7

14.8

Introduction. ... ... 279
Insiders, Outsiders, and Their Threats ........................ 281
14.2.1 Insider Threats That Do Not Represent a Violation of

TrUSt .« 283
14.2.2  Insider Threats That Do Represent a Violation of Trust .. 283
Buildingup Trustand Risk ............ ... ... ... ........ 284
14.3.1 Simple Trust, Low Risk ............................ 285
14.3.2 Medium Trust, Elevated Risk . ....................... 286
14.3.3 Complex Trust, Even More Complex Risk............. 286
Policies and Compliance ................ccooiiiiiiiiiinn... 288
14.4.1 Enforcing Simple Trust Relationships................. 289
14.4.2 Managing Complex Trust-Risk Relationship ........... 290
1443 Simplevs.Complex .............ccoviiiiiiiin... 292
Organizational and Insider Goals ............................ 292
14.5.1  OrganizationS.............ouiiiiiieiienennennnnnn 292
1452 Insiders...........coieiioinn .. 293
The Risk of Risk Analysis ............... ..., 293
14.6.1 Plotting the Value Function ......................... 294
14.6.2 The Benefit of Obscurity ........................... 296
Strategies to Change Motivation Rather than Prevent Bad Insider
ACHIONS . . oottt 296
ConCluSion. . ... 297
14.8.1 Probability of Policies Being Successful in Blocking

High-Level Insider Threats.......................... 298

References . . ... 298



Contents XVvii

15

Competition, Speculative Risks, and IT Security Outsourcing ... ... 301
Asunur Cezar, Huseyin Cavusoglu and Srinivasan Raghunathan
15.1 Introduction..............oiiiiiiiiiiiiiiiiian 302
15.2 Literature Review . ... 304
15.3 Model Description . ........c.coveiiiiiineeeiiianeeeennnnn.. 306
154 Model Analysis.........couiiiiiiiiiiiiiiiiiiiinnn 309
15.4.1 Impact of Competitive Risk Environment on Firm’s
Outsourcing Decisions ............... ..., 311
15.4.2 Impact of MSSP Characteristics on Firms’ Outsourcing
DECISIONS . .o oot 313
15.4.3 Impact of Breach Characteristics on Firms’ Outsourcing
DeCiSIONS . ..ottt 315
15.5 Conclusion. . .........oiiiii 316

References . ... 318



	Preface
	List of Contributors
	Contents


<<
  /ASCII85EncodePages false
  /AllowTransparency false
  /AutoPositionEPSFiles true
  /AutoRotatePages /None
  /Binding /Left
  /CalGrayProfile (Gray Gamma 2.2)
  /CalRGBProfile (sRGB IEC61966-2.1)
  /CalCMYKProfile (ISO Coated v2 300% \050ECI\051)
  /sRGBProfile (sRGB IEC61966-2.1)
  /CannotEmbedFontPolicy /Error
  /CompatibilityLevel 1.3
  /CompressObjects /Off
  /CompressPages true
  /ConvertImagesToIndexed true
  /PassThroughJPEGImages true
  /CreateJobTicket false
  /DefaultRenderingIntent /Perceptual
  /DetectBlends true
  /DetectCurves 0.1000
  /ColorConversionStrategy /sRGB
  /DoThumbnails true
  /EmbedAllFonts true
  /EmbedOpenType false
  /ParseICCProfilesInComments true
  /EmbedJobOptions true
  /DSCReportingLevel 0
  /EmitDSCWarnings false
  /EndPage -1
  /ImageMemory 1048576
  /LockDistillerParams true
  /MaxSubsetPct 100
  /Optimize true
  /OPM 1
  /ParseDSCComments true
  /ParseDSCCommentsForDocInfo true
  /PreserveCopyPage true
  /PreserveDICMYKValues true
  /PreserveEPSInfo true
  /PreserveFlatness true
  /PreserveHalftoneInfo false
  /PreserveOPIComments false
  /PreserveOverprintSettings true
  /StartPage 1
  /SubsetFonts false
  /TransferFunctionInfo /Apply
  /UCRandBGInfo /Preserve
  /UsePrologue false
  /ColorSettingsFile ()
  /AlwaysEmbed [ true
  ]
  /NeverEmbed [ true
  ]
  /AntiAliasColorImages false
  /CropColorImages true
  /ColorImageMinResolution 149
  /ColorImageMinResolutionPolicy /Warning
  /DownsampleColorImages true
  /ColorImageDownsampleType /Bicubic
  /ColorImageResolution 150
  /ColorImageDepth -1
  /ColorImageMinDownsampleDepth 1
  /ColorImageDownsampleThreshold 1.50000
  /EncodeColorImages true
  /ColorImageFilter /DCTEncode
  /AutoFilterColorImages true
  /ColorImageAutoFilterStrategy /JPEG
  /ColorACSImageDict <<
    /QFactor 0.40
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /ColorImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /JPEG2000ColorACSImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /JPEG2000ColorImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /AntiAliasGrayImages false
  /CropGrayImages true
  /GrayImageMinResolution 149
  /GrayImageMinResolutionPolicy /Warning
  /DownsampleGrayImages true
  /GrayImageDownsampleType /Bicubic
  /GrayImageResolution 150
  /GrayImageDepth -1
  /GrayImageMinDownsampleDepth 2
  /GrayImageDownsampleThreshold 1.50000
  /EncodeGrayImages true
  /GrayImageFilter /DCTEncode
  /AutoFilterGrayImages true
  /GrayImageAutoFilterStrategy /JPEG
  /GrayACSImageDict <<
    /QFactor 0.40
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /GrayImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /JPEG2000GrayACSImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /JPEG2000GrayImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /AntiAliasMonoImages false
  /CropMonoImages true
  /MonoImageMinResolution 599
  /MonoImageMinResolutionPolicy /Warning
  /DownsampleMonoImages true
  /MonoImageDownsampleType /Bicubic
  /MonoImageResolution 600
  /MonoImageDepth -1
  /MonoImageDownsampleThreshold 1.50000
  /EncodeMonoImages true
  /MonoImageFilter /CCITTFaxEncode
  /MonoImageDict <<
    /K -1
  >>
  /AllowPSXObjects false
  /CheckCompliance [
    /None
  ]
  /PDFX1aCheck false
  /PDFX3Check false
  /PDFXCompliantPDFOnly false
  /PDFXNoTrimBoxError true
  /PDFXTrimBoxToMediaBoxOffset [
    0.00000
    0.00000
    0.00000
    0.00000
  ]
  /PDFXSetBleedBoxToMediaBox true
  /PDFXBleedBoxToTrimBoxOffset [
    0.00000
    0.00000
    0.00000
    0.00000
  ]
  /PDFXOutputIntentProfile (None)
  /PDFXOutputConditionIdentifier ()
  /PDFXOutputCondition ()
  /PDFXRegistryName ()
  /PDFXTrapped /False

  /CreateJDFFile false
  /Description <<

    /BGR <>
    /CHS <FEFF4f7f75288fd94e9b8bbe5b9a521b5efa7684002000410064006f006200650020005000440046002065876863900275284e8e9ad88d2891cf76845370524d53705237300260a853ef4ee54f7f75280020004100630072006f0062006100740020548c002000410064006f00620065002000520065006100640065007200200035002e003000204ee553ca66f49ad87248672c676562535f00521b5efa768400200050004400460020658768633002>
    /CHT <FEFF4f7f752890194e9b8a2d7f6e5efa7acb7684002000410064006f006200650020005000440046002065874ef69069752865bc9ad854c18cea76845370524d5370523786557406300260a853ef4ee54f7f75280020004100630072006f0062006100740020548c002000410064006f00620065002000520065006100640065007200200035002e003000204ee553ca66f49ad87248672c4f86958b555f5df25efa7acb76840020005000440046002065874ef63002>
    /CZE <>
    /DAN <>
    /ESP <>
    /ETI <>
    /FRA <>
    /GRE <>

    /HRV (Za stvaranje Adobe PDF dokumenata najpogodnijih za visokokvalitetni ispis prije tiskanja koristite ove postavke.  Stvoreni PDF dokumenti mogu se otvoriti Acrobat i Adobe Reader 5.0 i kasnijim verzijama.)
    /HUN <>
    /ITA <>
    /JPN <FEFF9ad854c18cea306a30d730ea30d730ec30b951fa529b7528002000410064006f0062006500200050004400460020658766f8306e4f5c6210306b4f7f75283057307e305930023053306e8a2d5b9a30674f5c62103055308c305f0020005000440046002030d530a130a430eb306f3001004100630072006f0062006100740020304a30883073002000410064006f00620065002000520065006100640065007200200035002e003000204ee5964d3067958b304f30533068304c3067304d307e305930023053306e8a2d5b9a306b306f30d530a930f330c8306e57cb30818fbc307f304c5fc59808306730593002>
    /KOR <FEFFc7740020c124c815c7440020c0acc6a9d558c5ec0020ace0d488c9c80020c2dcd5d80020c778c1c4c5d00020ac00c7a50020c801d569d55c002000410064006f0062006500200050004400460020bb38c11cb97c0020c791c131d569b2c8b2e4002e0020c774b807ac8c0020c791c131b41c00200050004400460020bb38c11cb2940020004100630072006f0062006100740020bc0f002000410064006f00620065002000520065006100640065007200200035002e00300020c774c0c1c5d0c11c0020c5f40020c2180020c788c2b5b2c8b2e4002e>
    /LTH <>
    /LVI <>
    /NLD (Gebruik deze instellingen om Adobe PDF-documenten te maken die zijn geoptimaliseerd voor prepress-afdrukken van hoge kwaliteit. De gemaakte PDF-documenten kunnen worden geopend met Acrobat en Adobe Reader 5.0 en hoger.)
    /NOR <>
    /POL <>
    /PTB <>
    /RUM <>
    /RUS <>
    /SKY <>
    /SLV <>
    /SUO <>
    /SVE <>
    /TUR <>
    /UKR <>
    /ENU (Use these settings to create Adobe PDF documents best suited for high-quality prepress printing.  Created PDF documents can be opened with Acrobat and Adobe Reader 5.0 and later.)
    /DEU <>
  >>
  /Namespace [
    (Adobe)
    (Common)
    (1.0)
  ]
  /OtherNamespaces [
    <<
      /AsReaderSpreads false
      /CropImagesToFrames true
      /ErrorControl /WarnAndContinue
      /FlattenerIgnoreSpreadOverrides false
      /IncludeGuidesGrids false
      /IncludeNonPrinting false
      /IncludeSlug false
      /Namespace [
        (Adobe)
        (InDesign)
        (4.0)
      ]
      /OmitPlacedBitmaps false
      /OmitPlacedEPS false
      /OmitPlacedPDF false
      /SimulateOverprint /Legacy
    >>
    <<
      /AddBleedMarks false
      /AddColorBars false
      /AddCropMarks false
      /AddPageInfo false
      /AddRegMarks false
      /ConvertColors /ConvertToCMYK
      /DestinationProfileName ()
      /DestinationProfileSelector /DocumentCMYK
      /Downsample16BitImages true
      /FlattenerPreset <<
        /PresetSelector /MediumResolution
      >>
      /FormElements false
      /GenerateStructure false
      /IncludeBookmarks false
      /IncludeHyperlinks false
      /IncludeInteractive false
      /IncludeLayers false
      /IncludeProfiles false
      /MultimediaHandling /UseObjectSettings
      /Namespace [
        (Adobe)
        (CreativeSuite)
        (2.0)
      ]
      /PDFXOutputIntentProfileSelector /DocumentCMYK
      /PreserveEditing true
      /UntaggedCMYKHandling /LeaveUntagged
      /UntaggedRGBHandling /UseDocumentProfile
      /UseDocumentBleed false
    >>
  ]
>> setdistillerparams
<<
  /HWResolution [2400 2400]
  /PageSize [595.276 841.890]
>> setpagedevice




