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Preface

This volume contains the papers presented at the 15th International Confer-
ence on Formal Engineering Methods (ICFEM 2013) held during 29 October–1
November 2013 in Queenstown, New Zealand.

Since 1997, ICFEM has served as an international forum for researchers and
practitioners who have been dedicated to applying formal methods to practical
computer systems. This year, we received 88 full paper submissions from 38 dif-
ferent countries. Each paper went through a thorough review process by at least
3 Program Committee members. After extensive discussions, the Committee de-
cided to accept 28 papers, giving the acceptance rate of 31.8%. The proceedings
also include the abstracts from 2 keynote speakers.

ICFEM 2013 is organized and sponsored by The University of Auckland. It
is the first time that the conference has been held in New Zealand. We acknowl-
edge the financial support received from the Department of Computer Science
at The University of Auckland, the Image & Pervasive Access Lab (IPAL) – a
French-Singaporean joint research laboratory at National University of Singa-
pore, and the School of Engineering and Computer Science at Victoria University
of Wellington. We owe our thanks to the Organizing Committee for their hard
work in making ICFEM 2013 a successful event, especially to Sarah Henderson
for her technical support to the conference web site.

We are grateful to the ProgramCommittee members and additional reviewers
for their support and expertise in completing high quality reviews on time, and
most importantly, to all the authors for their contributions to the conference.
Finally, we would like to thank the EasyChair conference system, which indeed
made the whole process much easier to manage.

July 2013 Lindsay Groves
Jing Sun
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Lattices of Information for Security:

Deterministic, Demonic, Probabilistic

Carroll C. Morgan
∗

School of Computer Science and Engineering
University of New South Wales

carrollm@cse.unsw.edu.au

Abstract. Security-oriented analyses of information flow can be in terms
of channels (entropy leakage), or in terms of programs (noninterference);
and for each we can consider deterministic, demonic or probabilistic in-
stances. We discuss all 2×3 = 6 cases from a common point of view,
seeking a uniform approach to a partial order of information. In some
cases this is a lattice (as is already known); and in some cases it seems
not to be (novel).

∗
I am grateful for the support of the Australian Research Council via DP120101413.



Analysis of Continuous Dynamical Systems

via Statistical Model Checking

P.S. Thiagarajan

School of Computing, National University of Singapore,

thiagu@comp.nus.edu.sg

Abstract. Systems with real-valued variables that evolve continuously
w.r.t. time arise in many settings including cyber-physical systems and
biochemical networks. The dynamics of these variables will be typically
specified in terms of differential equations. An important verification
task is to determine whether the global behavior of the system has the
required (reachability) properties. The number of the the real-valued
variables can be large and their dynamics can be non-linear. For instance,
in models of biochemical networks ordinary differential equations are
typically used to specify the dynamics. Further, there can be multiple
modes of behavior where each mode is governed by a different system of
differential equations. Hence the behavior of such systems can seldom be
analyzed effectively let alone efficiently.
To get around this we advocate statistical model checking as an approx-
imate but scalable analysis technique in these settings. The basic idea is
to assume a probability distribution over the initial states of the system.
This in turn -under suitable continuity assumptions- induces a distribu-
tion over the trajectories generated by the initial states. Hence one can
construct a statistical model checking procedure to verify bounded LTL
specifications using a simple sequential hypothesis testing method. We
demonstrate the applicability of this approach using a number of large
biopathways models.
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