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Cryptanalysis of the Quaternion Rainbow∗

Yasufumi HASHIMOTO†a), Member

SUMMARY Rainbow is one of signature schemes based on the prob-
lem solving a set of multivariate quadratic equations. While its signature
generation and verification are fast and the security is presently sufficient
under suitable parameter selections, the key size is relatively large. Re-
cently, Quaternion Rainbow — Rainbow over a quaternion ring — was pro-
posed by Yasuda, Sakurai and Takagi (CT-RSA’12) to reduce the key size
of Rainbow without impairing the security. However, a new vulnerability
emerges from the structure of quaternion ring; in fact, Thomae (SCN’12)
found that Quaternion Rainbow is less secure than the same-size original
Rainbow. In the present paper, we further study the structure of Quaternion
Rainbow and show that Quaternion Rainbow is one of sparse versions of
the Rainbow. Its sparse structure causes a vulnerability of Quaternion Rain-
bow. Especially, we find that Quaternion Rainbow over even characteristic
field, whose security level is estimated as about the original Rainbow of at
most 3/4 by Thomae’s analysis, is almost as secure as the original Rainbow
of at most 1/4-size.
key words: post-quantum cryptography, multivariate public-key cryptosys-
tems, Rainbow, quaternion ring

1. Introduction

The multivariate public key cryptosystem (MPKC) is a fam-
ily of cryptosystems based on the problem of solving a set
of multivariate quadratic equations, and is expected to be
a post-quantum cryptology. Rainbow [4] is one of signa-
ture schemes consisting in MPKC. This is known as a nice
scheme in the sense that the signature generations and veri-
fications are faster than RSA and ECC [2] and the security
is presently sufficient under suitable parameter selections.
However, the key size of Rainbow is relatively large and
then reducing it is required for practical implementations.

TTS [15] and Cyclic Rainbow [11] are famous vari-
ations of Rainbow whose key sizes are smaller than those
in the original Rainbow; the secret keys are smaller in the
former scheme and the public keys are smaller in the latter
scheme.

Recently, a new Rainbow variant was proposed by Ya-
suda, Sakurai and Takagi [16]. Their idea is to construct
Rainbow on the quaternion ring; thus we call it Quater-
nion Rainbow. They claimed that the size of secret keys
is about 1/4 of the same-size original Rainbow under the
same security level. However, a new vulnerability emerges
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from the structure of the quaternion ring; in fact, Thomae
[13] showed that the security of Quaternion Rainbow against
rank attacks [15] is less than that expected by the authors of
[16].

In the present paper, we further study the structure of
Quaternion Rainbow causing its vulnerability. It is well
known that there are nontrivial zero divisors in the quater-
nion ring over a finite field. Taking such zero divisors with
several conditions as a basis of the quaternion ring, we show
that Quaternion Rainbow is one of sparse versions of the
Rainbow. A new vulnerability emerges from its sparse struc-
ture. Especially, when the field is of even characteristic,
the quadratic forms in Quaternion Rainbow are described by
balanced Oil and Vinegar type quadratic forms [3], [9], [10].
Thus the problem of recovering the secret keys of Quater-
nion Rainbow can be reduced to that of recovering them
of the original Rainbow of at most 1/4-size by the Kipnis-
Shamir attack [3], [9], [10] in polynomial time. This means
that the security level of the Quaternion Rainbow over even
characteristic field is almost 1/4 of that expected in [16] and
about 1/3 of that estimated by Thomae [13].

2. Rainbow

Rainbow [4] is a signature scheme consisting in MPKC.
Throughout this paper, we study the double-layer version
of Rainbow for simplicity.

2.1 Scheme

Let q be a power of prime and k a finite field of order q. For
integers o1, o2, v ≥ 1, put m := o1 + o2 and n := m + v. The
quadratic map G : kn → km for Rainbow is given as follows.

G(x) = (g1(x), · · · , gm(x)), x = (x1, · · · , xn)t ∈ kn,

where

gl(x) :=
∑

(i, j)∈Ll,1

α(l)
i, j xix j +

∑
i∈Ll,2

β(l)
i xi + γ

(l)

with α(l)
i, j, β

(l)
i , γ

(l) ∈ k and

Ll,1 :=

⎧⎪⎪⎪⎪⎪⎪⎪⎨⎪⎪⎪⎪⎪⎪⎪⎩

{o1 + 1 ≤ i, j ≤ n}\{o1 + 1 ≤ i, j ≤ m},
(1 ≤ l ≤ o2),

{1 ≤ i, j ≤ n}\{1 ≤ i, j ≤ o1},
(o2 + 1 ≤ l ≤ m),
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Ll,2 :=

⎧⎪⎪⎨⎪⎪⎩
{o1 + 1 ≤ i ≤ n}, (1 ≤ l ≤ o2),

{1 ≤ i ≤ n}, (o2 + 1 ≤ l ≤ m).

Note that gl’s are described by

gl(x) = xtGlx + (linear form),

where

Gl =

⎧⎪⎪⎪⎪⎪⎪⎪⎪⎪⎪⎨⎪⎪⎪⎪⎪⎪⎪⎪⎪⎪⎩

⎛⎜⎜⎜⎜⎜⎜⎜⎜⎜⎜⎝
0o1 0 0

0 0o2 ∗
0 ∗ ∗v

⎞⎟⎟⎟⎟⎟⎟⎟⎟⎟⎟⎠ , (1 ≤ l ≤ o2),

⎛⎜⎜⎜⎜⎜⎝0o1 ∗
∗ ∗o2+v

⎞⎟⎟⎟⎟⎟⎠ , (o2 + 1 ≤ l ≤ m).

(1)

The (o1, o2, v)-Rainbow is constructed as follows.

Secret key: The secret keys consists of two invertible affine
maps S : kn → kn, T : km → km and the quadratic map
G : kn → km given above.

Public key: The public key is the convolution

F := T ◦G ◦ S : kn → km

of three maps S ,G, T , namely

F : kn S−→ kn G−→ km T−→ km.

Signature generation: For a message y ∈ km, the signature
is given as follows.
Step 1. Compute z := T−1(y) = (z1, · · · , zm)t ∈ km.
Step 2. Choose r1, . . . , rv ∈ k randomly.
Step 3. Find xo1+1, . . . , xm ∈ k such that

g1(x1, · · · , xm, r1, · · · , rv) = z1,

...

go2 (x1, · · · , xm, r1, · · · , rv) = zo2 .

By the definition of G, the equations above are linear equa-
tions of xo1+1, . . . , xm. Therefore xo1+1, . . . , xm are found by
the Gaussian elimination and are independent on the choice
of x1, · · · , xo1 .
Step 4. For xo1+1, · · · , xm given in Step 3, find x1, · · · , xo1 ∈
k such that

go2+1(x1, · · · , xm, r1, · · · , rv) = zo2+1,

...

gm(x1, · · · , xm, r1, · · · , rv) = zm.

Similar to Step 3, they can be found by the Gaussian elimi-
nations.
Step 5. The signature for y ∈ km is
w := S −1((x1, · · · , xm, r1, · · · , rv)t) ∈ kn.

Signature verification: Check whether F(w) = y.

2.2 Major Attacks

Let F1, . . . , Fm be n × n matrices such that the quadratic
forms in the public key are given by

fl(x) = xtFlx + (linear form), (1 ≤ l ≤ m).

By the construction of the public key, Fl’s are linear com-
binations of S tG1S , . . . , S tGmS . Note that, if the matrices

S 1, T1 with S S 1 =

⎛⎜⎜⎜⎜⎜⎜⎜⎝
∗o1 ∗ ∗
0 ∗o2 ∗
0 0 ∗v

⎞⎟⎟⎟⎟⎟⎟⎟⎠ and T1T =

(∗o2 ∗
0 ∗o1

)
are

recovered, dummy signatures are generated since the coef-
ficient matrices in T1( f1(S 1x), . . . , fm(S 1x))t are in the form
(1). Three attacks, Kipnis-Shamir’s attack, the high-rank at-
tack and the min-rank attack, are well-known for recovering
partial information S 1, T1 of the secret keys S , T of Rain-
bow. We give short surveys of these attacks.

1. Kipnis-Shamir’s attack. This attack was proposed by
Kipnis and Shamir [10] on the Oil and Vinegar signature
scheme and extended by Kipnis, Patarin and Goubin [9] on
the Unbalanced Oil and Vinegar (UOV) signature scheme
(see also [3] for even characteristic case). The basic idea of
Kipnis-Shamir’s attack is roughly described as follows.

Let N.M, n,m ≥ 1 be integers with N ≤ M, n := N +M
and P1, . . . , Pm be public n×n-matrices with k-entries. Sup-
pose that P1, . . . , Pm are public and are given in the forms

Pl = At

(
0N ∗
∗ ∗M

)
A (1 ≤ l ≤ m) (2)

where A is an invertible n×n-matrix. Kipnis-Shamir’s attack
is to recover an N × M-matrix A1 such that

A

(
IN 0
A1 IM

)
=

(∗N ∗
0 ∗M

)
. (3)

To do it, first take two linear sums W1,W2 of P1, . . . , Pm

such that W2 is invertible and calculate W12 := W−1
2 W1. Due

to (2), it is easy to see that

W12 = A−1

(∗N ∗
B ∗M

)
A

where the N × M-matrix B is the zero matrix when N =
M and is of rank M − N when M > N. Thus, we need
O(qM−N · (polyn.) operations to recover recovering A1 with
(3). See [3], [9], [10] for the algorithm and the complexity
estimations of Kipnis-Shamir’s attack in detail.

In Rainbow, since Gl’s are given by (1), the public ma-

trices Fl’s are in the form S t

(
0o1 ∗
∗ ∗o2+v

)
S . Then Kipnis-

Shamir’s attack can recover partial information of S 1 in time
O(qv+o2−o1 · (polyn.)). Once such partial information of S 1 is
given, further information of S 1 and T1 can be recovered by
several linear operations and Kipnis-Shamir’s attack again.

2. The high-rank attack. The matrices F1, . . . , Fm are lin-
ear combinations of S tG1S , . . . , S tGmS and are of rank n
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in general. Due to (1), removing the contributions of o1-
matrices S tGo2+1S , . . . , S tGmS from Fl, we can get the ma-
trix of rank o2 + v. This means that the probability that
the matrix F̂ = c1F1 + · · · + cmFm with randomly chosen
c1, . . . , cm ∈ k is of rank o2 + v is q−o1 . Then the attacker
can find c1, . . . , cm ∈ k such that F̂ is of rank o2 + v in time
O(qo1 ·(polyn.)) on average. Note that such (c1, . . . , cm) ∈ km

gives a row vector of T1. It is easy to see that F̂ is in the

form S t

(
0o1 0
0 ∗o2+v

)
S , and then partial information of S 1

is easily recovered by linear operations. Once such partial
information of S 1 and T1 are recovered, further information
of S 1 and T1 can be recovered by several linear operations
and the high-rank attack again.

See [5], [12], [15] for the algorithm and the complexity
estimations of high-rank attack in detail.

3. The min-rank attack. Since G1, . . . ,Go2 are of rank
o2 + v, there exist c1, . . . , cm ∈ k such that F̂ = c1F1 + · · · +
cmFm is of rank o2 + v. Choose a column vector p ∈ km

randomly and find c1, . . . , cm such that Hp = 0. Recall that,
if F̂ is of rank o2 + v, the dimension of ker H is n − (o2 +

v). Then the probability that p ∈ ker F̂ is at least q−o2−v.
This means that c1, . . . , cm ∈ k with rankF̂ = o2 + v can be
recovered in time O(qv+o2 · (polyn.)) on average. Note that
such (c1, . . . , cm) ∈ kn gives a row vector of T1. It is easy to

see that F̂ is in the form S t

(
0o1 0
0 ∗o2+v

)
S , and then partial

information of S 1 is recovered by linear operations. Once
such partial information of S 1 and T1 are recovered, further
information of S 1 and T1 can be recovered by several linear
operations and the high-rank attack again.

See [5], [12], [15] for the algorithm and the complexity
estimations of min-rank attack in detail.

Other than the attacks above, the security against the
Gröbner basis attacks [1], [7], the UOV-Reconciliation at-
tacks and the Rainbow Band Separation attacks [6] have
been studied. See [12] for experiments of these attacks on
Rainbow with smaller n and m.

3. Quaternion Rainbow

In this section, we give a survey of Quaternion Rainbow
[16].

3.1 Scheme

Let q be a power of prime and k a finite field of order q. The
quaternion ring Q(k) over k is defined by

Q(k) :=k + ki + k j + ki j

={a1 + a2i + a3 j + a4i j | a1, a2, a3, a4 ∈ k},
where i, j satisfy

i2 = j2 = −1, i j = − ji.

Notice that Q(k) is non-commutative when q is odd.

For integers õ1, õ2, ṽ ≥ 1, put m̃ := õ1 + õ2 and ñ :=
m̃ + ṽ. The secret quadratic map G̃ : Q(k)ñ → Q(k)m̃ of
Quaternion Rainbow is defined as follows [16].

g̃l(x) :=
∑

(i, j)∈L̃l,1

x̃iα̃
(l)
i, j x̃ j +

∑
i∈L̃l,2

(β̃(l)
i,1 x̃i + x̃iβ̃

(l)
i,2) + γ̃(l)

where α̃(l)
i, j, β̃

(l)
i,1, β̃

(l)
i,2, γ̃

(l) ∈ k and

L̃l,1 :=

⎧⎪⎪⎪⎪⎪⎪⎪⎨⎪⎪⎪⎪⎪⎪⎪⎩

{õ1 + 1 ≤ i, j ≤ ñ}\{õ1 + 1 ≤ i, j ≤ m̃},
(1 ≤ l ≤ õ2),

{1 ≤ i, j ≤ ñ}\{1 ≤ i, j ≤ õ1},
(õ2 + 1 ≤ l ≤ m̃),

L̃l,2 :=

⎧⎪⎪⎨⎪⎪⎩
{õ1 + 1 ≤ i ≤ ñ}, (1 ≤ l ≤ õ2),

{1 ≤ i ≤ ñ}, (õ2 + 1 ≤ l ≤ m̃).

Denoting

x̃ = x1 + x2i + x3 j + x4i j,

x̃′ = xt
1 + xt

2i + xt
3 j + xt

4i j

with x1, x2, x3, x4 ∈ kñ, we can rewrite g̃l in the form

g̃l(x̃) = x̃′G̃l x̃ + (linear), (4)

where G̃l is an ñ × ñ matrix with Q(k)-entries given as fol-
lows.

G̃l =

⎧⎪⎪⎪⎪⎪⎪⎪⎪⎪⎪⎨⎪⎪⎪⎪⎪⎪⎪⎪⎪⎪⎩

⎛⎜⎜⎜⎜⎜⎜⎜⎜⎜⎜⎝
0õ1 0 0

0 0õ2 ∗
0 ∗ ∗ṽ

⎞⎟⎟⎟⎟⎟⎟⎟⎟⎟⎟⎠ , (1 ≤ l ≤ õ2)

⎛⎜⎜⎜⎜⎜⎝0õ1 ∗
∗ ∗õ2+ṽ

⎞⎟⎟⎟⎟⎟⎠ , (õ2 + 1 ≤ l ≤ m̃).

(5)

Let ψ : k4ñ → Q(k)ñ and ϕ : Q(k)m̃ → k4m̃ be one-to-
one maps given by

ψ(a1, a2, a3, a4) = a1 + a2i + a3 j + a4i j,

ϕ(b1 + b2i + b3 j + b4i j) = (b1, b2, b3, b4)

for a1, a2, a3, a4 ∈ kñ and b1, b2, b3, b4 ∈ km̃, and put G :=
ϕ ◦ G̃ ◦ ψ.

G : k4ñ ψ−→ Q(k)ñ G̃−→ Q(k)m̃ ϕ−→ k4m̃.

We now study the quadratic map G. Let G̃l,1, G̃l,2, G̃l,3,
G̃l,4 (1 ≤ l ≤ m̃) be the ñ × ñ matrices with k entries such
that

G̃l = G̃l,1 + G̃l,2i + G̃l,3 j + G̃l,4i j

and x :=

( x1
x2
x3
x4

)
for x̃ = x1 + x2i + x3 j + x4i j. Then we have

x̃′G̃lx =(xt
1 + xt

2i + xt
3 j + xt

4i j)

· (G̃l,1 + G̃l,2i + G̃l,3 j + G̃l,4i j)

· (x1 + x2i + x3 j + x4i j)
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Table 1 Previous security analysis on quaternion rainbow.

K-S M-R H-R

Original Rainbow q4ṽ+4õ2−4õ1 q4ṽ+4õ2 q4õ1

Y-S-T [16] q4ṽ+4õ2−4õ1 q4ṽ+4õ2 q4õ1

Thomae [13] (2 � q) q4ṽ+4õ2−4õ1 q4ṽ+3õ2 q3õ1

Thomae [13] (2 | q) q4ṽ+4õ2−4õ1 q4ṽ+õ2 q3õ1

=xt

⎛⎜⎜⎜⎜⎜⎜⎜⎜⎜⎜⎜⎜⎝
G̃l,1 −G̃l,2 −G̃l,3 −G̃l,4

−G̃l,2 −G̃l,1 −G̃l,4 G̃l,3

−G̃l,3 G̃l,4 −G̃l,1 −G̃l,2

−G̃l,4 −G̃l,3 G̃l,2 −G̃l,1

⎞⎟⎟⎟⎟⎟⎟⎟⎟⎟⎟⎟⎟⎠ x · 1

+ xt

⎛⎜⎜⎜⎜⎜⎜⎜⎜⎜⎜⎜⎜⎝
G̃l,2 G̃l,1 G̃l,4 −G̃l,3

G̃l,1 −G̃l,2 −G̃l,3 −G̃l,4

G̃l,4 −G̃l,3 G̃l,2 −G̃l,1

G̃l,3 G̃l,4 G̃l,1 −G̃l,2

⎞⎟⎟⎟⎟⎟⎟⎟⎟⎟⎟⎟⎟⎠ x · i

+ xt

⎛⎜⎜⎜⎜⎜⎜⎜⎜⎜⎜⎜⎜⎝
G̃l,3 −G̃l,4 G̃l,1 G̃l,2

G̃l,4 G̃l,3 −G̃l,2 G̃l,1

G̃l,1 −G̃l,2 −G̃l,3 −G̃l,4

−G̃l,2 −G̃l,1 −G̃l,4 −G̃l,3

⎞⎟⎟⎟⎟⎟⎟⎟⎟⎟⎟⎟⎟⎠ x · j

+ xt

⎛⎜⎜⎜⎜⎜⎜⎜⎜⎜⎜⎜⎜⎝
G̃l,4 G̃l,3 −G̃l,2 G̃l,1

−G̃l,3 G̃l,4 −G̃l,1 −G̃l,2

G̃l,2 G̃l,1 −G̃l,4 −G̃l,3

G̃l,1 −G̃l,2 −G̃l,3 −G̃l,4

⎞⎟⎟⎟⎟⎟⎟⎟⎟⎟⎟⎟⎟⎠ x · i j.

Since G̃l,1, G̃l,2, G̃l,3, G̃l,4 are in the forms (5), it is easy to
see that the quadratic map G : k4ñ → k4m̃ in the (õ1, õ2, ṽ)-
Quaternion Rainbow is written as G in the (4õ1, 4õ2, 4ṽ)-
Rainbow. Thus, setting two invertible affine maps S : k4ñ →
k4ñ, T : k4m̃ → k4m̃ as the secret keys and F := T ◦G ◦ S :
k4ñ → k4m̃ as the public key in the (õ1, õ2, ṽ)-Quaternion
Rainbow, we can interpret (õ1, õ2, ṽ)-Quaternion Rainbow as
a special version of the (4õ1, 4õ2, 4ṽ)-Rainbow.

3.2 Previous Security Analysis

The authors in [16] claimed that the security levels of
the (õ1, õ2, ṽ)-Quaternion Rainbow and the (4õ1, 4õ2, 4ṽ)-
Rainbow are same. However, Thomae [13] found that, tak-
ing linear sums of the coefficient matrices in G, one gets ma-
trices of smaller ranks, and then the security of Quaternion
Rainbow against the rank attacks is weaker than the same
size original Rainbow. Table 1 summarizes the security lev-
els estimated in [16] and [13]. Note that “K-S”, “M-R” and
“H-R” means the complexities of Kipnis-Shamir’s attack,
the min-rank attack and the high ranks respectively.

4. Proposed Security Analysis

In this section, we show that Quaternion Rainbow is one of
sparse versions of Rainbow and analyze its security.

4.1 The Case of Odd Characteristic

Study the case that q is odd. Suppose that a, b ∈ k satisfy

a2 + b2 = −4−1 (6)

and put

α := 2−1 + ai + bi j, ᾱ := 2−1 − ai − bi j. (7)

It is known that there always exist a, b ∈ k with (6) (see
Lemma 2 in [13]). The following properties of α, ᾱ ∈ Q(k)
are given by the Eq. (6):

α2 = α, ᾱ2 = ᾱ, αᾱ = ᾱα = 0,

α j = jᾱ, ᾱ j = jα. (8)

We now state the following lemma.

Lemma 1. Let k be a finite field of odd characteristic.
Then, for any (a1, a2, a3, a4) ∈ k4, there exists a unique
(b1, b2, b3, b4) ∈ k4 such that

a1 + a2i + a3 j + a4i j = b1α + b2ᾱ + b3α j + b4ᾱ j, (9)

namely {α, ᾱ, α j, ᾱ j} is a basis of Q(k) over k.

Proof. Equation (9) holds if

⎛⎜⎜⎜⎜⎜⎜⎜⎜⎜⎜⎜⎜⎝
a1

a2

a3

a4

⎞⎟⎟⎟⎟⎟⎟⎟⎟⎟⎟⎟⎟⎠ =
⎛⎜⎜⎜⎜⎜⎜⎜⎜⎜⎜⎜⎜⎝
2−1 2−1 0 0
a −a −b b
0 0 2−1 2−1

b −b a −a

⎞⎟⎟⎟⎟⎟⎟⎟⎟⎟⎟⎟⎟⎠

⎛⎜⎜⎜⎜⎜⎜⎜⎜⎜⎜⎜⎜⎝
b1

b2

b3

b4

⎞⎟⎟⎟⎟⎟⎟⎟⎟⎟⎟⎟⎟⎠ . (10)

Due to (6), we see that the square matrix in the right hand
side of the equation above is invertible. Thus the claim in
this lemma holds. �

According to the properties (8) of α, ᾱ, we can find the
following multiplicative properties among the elements in
the basis:

α · α = α, α · ᾱ = 0, α · α j = α j, α · ᾱ j = 0,

ᾱ · α = 0, ᾱ · ᾱ = ᾱ, ᾱ · α j = 0, ᾱ · ᾱ j = ᾱ j,

α j · α = 0, α j · ᾱ = α j, α j · α j = 0, α j · ᾱ j = −α,
ᾱ j · α = ᾱ j, ᾱ j · ᾱ = 0, ᾱ j · α j = −ᾱ, ᾱ j · ᾱ j = 0.

By using the basis {α, ᾱ, α j, ᾱ j}, we can rewrite the
quadratic map G̃ in Quaternion Rainbow as follows:

x̃ = y1α + y2ᾱ + y3α j + y4ᾱ j,

x̃′ = yt
1α + y

t
2ᾱ + y

t
3α j + yt

4ᾱ j,

g̃l(x̃) = x̃′G̃l x̃ + (linear form),

where y1, y2, y3, y4 are unknowns in kñ and G̃l is an ñ × ñ-
matrix with Q(k)-entries given in (5). Note that, since the
entries in G̃l are linear sums of {α, ᾱ, α j, ᾱ j} over k, G̃l is
given by

G̃l = Hl,1α + Hl,2ᾱ + Hl,3α j + Hl,4ᾱ j,

where Hl,1,Hl,2,Hl,3,Hl,4 are ñ× ñ-matrices with k-entries in
the forms

Hl,1,Hl,2,Hl,3,Hl,4
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=

⎧⎪⎪⎪⎪⎪⎪⎪⎪⎪⎪⎨⎪⎪⎪⎪⎪⎪⎪⎪⎪⎪⎩

⎛⎜⎜⎜⎜⎜⎜⎜⎜⎜⎜⎝
0õ1 0 0

0 0õ2 ∗
0 ∗ ∗ṽ

⎞⎟⎟⎟⎟⎟⎟⎟⎟⎟⎟⎠ , (1 ≤ l ≤ õ2)

⎛⎜⎜⎜⎜⎜⎝0õ1 ∗
∗ ∗õ2+ṽ

⎞⎟⎟⎟⎟⎟⎠ , (õ2 + 1 ≤ l ≤ m̃).

(11)

Thus g̃l(x̃) is written by

x̃′G̃l x̃ =(yt
1α + y

t
2ᾱ + y

t
3α j + yt

4ᾱ j)

· (Hl,1α + Hl,2ᾱ + Hl,3α j + Hl,4ᾱ j)

· (y1α + y2ᾱ + y3α j + y4ᾱ j)

=(yt
1Hl,1y1 − yt

4Hl,2y3 − yt
1Hl,3y4 − yt

3Hl,4y1)α

+ (−yt
4Hl,1y3 + y

t
2Hl,2y2 − yt

2Hl,3y4 − yt
3Hl,4y2)ᾱ

+ (yt
2Hl,1y3 + y

t
3Hl,2y1 + y

t
1Hl,3y2 − yt

3Hl,4y3)α j

+ (yt
1Hl,1y4 + y

t
4Hl,2y2 − yt

4Hl,3y4 + y
t
2Hl,4y1)ᾱ j.

(12)

Putting y :=

( y1
y2
y3
y4

)
, we have

x̃′G̃l x̃ =y
t

⎛⎜⎜⎜⎜⎜⎜⎜⎜⎜⎜⎜⎜⎜⎜⎝

Hl,1 0ñ − 1
2 Hl,4 − 1

2 Hl,3

0ñ 0ñ 0ñ 0ñ

− 1
2 Hl,4 0ñ 0ñ − 1

2 Hl,2

− 1
2 Hl,3 0ñ − 1

2 Hl,2 0ñ

⎞⎟⎟⎟⎟⎟⎟⎟⎟⎟⎟⎟⎟⎟⎟⎠
y · α

+ yt

⎛⎜⎜⎜⎜⎜⎜⎜⎜⎜⎜⎜⎜⎜⎜⎜⎝

0ñ 0ñ 0ñ 0ñ

0ñ Hl,2 − 1
2 Hl,4 − 1

2 Hl,3

0ñ − 1
2 Hl,4 0ñ − 1

2 Hl,1

0ñ − 1
2 Hl,3 − 1

2 Hl,1 0ñ

⎞⎟⎟⎟⎟⎟⎟⎟⎟⎟⎟⎟⎟⎟⎟⎟⎠
y · ᾱ

+ yt

⎛⎜⎜⎜⎜⎜⎜⎜⎜⎜⎜⎜⎜⎜⎜⎜⎝

0ñ
1
2 Hl,3

1
2 Hl,1 0ñ

1
2 Hl,3 0ñ

1
2 Hl,2 0ñ

1
2 Hl,1

1
2 Hl,2 −Hl,4 0ñ

0ñ 0ñ 0ñ 0ñ

⎞⎟⎟⎟⎟⎟⎟⎟⎟⎟⎟⎟⎟⎟⎟⎟⎠
y · α j

+ yt

⎛⎜⎜⎜⎜⎜⎜⎜⎜⎜⎜⎜⎜⎜⎜⎝

0ñ
1
2 Hl,4 0ñ

1
2 Hl,1

1
2 Hl,4 0ñ 0ñ

1
2 Hl,2

0ñ 0ñ 0ñ 0ñ
1
2 Hl,1

1
2 Hl,2 0ñ −Hl,3

⎞⎟⎟⎟⎟⎟⎟⎟⎟⎟⎟⎟⎟⎟⎟⎠
y · ᾱ j

=:yt H̃l,1y · α + yt H̃l,2y · ᾱ
+ yt H̃l,3y · α j + yt H̃l,4y · ᾱ j. (13)

For a1, a2, a3, a4 ∈ kñ and b1, b2, b3, b4 ∈ km̃, let ψ, ψ1 :
k4ñ → Q(k)ñ and ϕ, ϕ1 : Q(k)m̃ → k4m̃ be the one-to-one
maps as follows:

ψ(a1, a2, a3, a4) = a1 + a2i + a3 j + a4i j,

ψ1(a1, a2, a3, a4) = a1α + a2ᾱ + a3α j + a4ᾱ j,

ϕ(b1 + b2i + b3 j + b4i j) = (b1, b2, b3, b4),

ϕ1(b1α + b2ᾱ + b3α j + b4ᾱ j) = (b1, b2, b3, b4).

Due to Lemma 1 and its proof, we see that there exist invert-
ible linear transformations U : k4ñ → k4ñ and V : k4m̃ → k4m̃

such that

ψ = ψ1 ◦ U, ϕ = V ◦ ϕ1, (14)

and U,V are explicitly described by the matrix in (10). Ac-
cording to (13) and (14), we have

T ◦ ϕ ◦ G̃ ◦ ψ ◦ S = T̃ ◦ H̃ ◦ S̃ ,

where

S̃ := U ◦ S : k4ñ → k4ñ,

T̃ := T ◦ V : k4m̃ → k4m̃

are invertible affine maps and

H̃ := ϕ1 ◦ G̃ ◦ ψ1 : k4ñ → k4m̃

is a quadratic map whose coefficient matrices in the
quadratic forms are given by H̃l,1, H̃l,2, H̃l,3, H̃l,4 (1 ≤ l ≤
m̃). This means that the (õ1, õ2, ṽ)-Quaternion Rainbow pro-
posed in Sect. 3.1 is interpreted by an MPKC scheme such
that S̃ , T̃ and H̃ are the secret keys and F = T̃ ◦ H̃ ◦ S̃ is the
public key.

Based on this fact, we now explain how (partial infor-
mation of) the secret keys S̃ , T̃ are recovered by the rank
attacks.

The min-rank attack. Let F1, . . . , F4ñ be the coefficient
matrices of the quadratic forms in the public key F. Re-
call that any Fl (1 ≤ l ≤ 4m̃) is a linear combination of
S̃ t H̃l,1S̃ , S̃ tH̃l,2S̃ , S̃ t H̃l,3S̃ , S̃ tH̃l,4S̃ (1 ≤ l ≤ m̃). Due to
(11) and (13), we see that the ranks of H̃l,1, H̃l,2, H̃l,3, H̃l,4

for 1 ≤ l ≤ õ2 are 3ṽ + 3õ2. Then, using the min-rank
attack [15] (see also Sect. 2.2), the attacker can recover
c1, . . . , c4m̃ ∈ k such that the rank of F̂ := c1F1 + · · · +
c4m̃F4m̃ is 3ṽ + 3õ2 in time O(q3ṽ+3õ2 · (polyn.)). Note that
c1, . . . , c4m̃ are partial information of T̃ . Since F̂ is in the

form S̃ tPt

(
04ñ−3ṽ−3õ2 0

0 ∗3ṽ+3õ2

)
PS̃ (where P is a permuta-

tion matrix), partial information of S̃ is recovered by linear
operations. Once such partial information of S̃ and T̃ is re-
covered, further information of S̃ and T̃ can be recovered by
several linear operations and the min-rank attack again.

The high-rank attack. Recall again that any Fl (1 ≤
l ≤ 4m̃) is a linear combination of S̃ t H̃l,1S̃ , S̃ t H̃l,2S̃ ,
S̃ t H̃l,3S̃ , S̃ tH̃l,4S̃ (1 ≤ l ≤ m̃). Due to (11) and (13),
we see that, removing the contributions of 3õ1 matrices
{S̃ t H̃l,1S̃ , S̃ tH̃l,2S̃ , S̃ tH̃l,3S̃ }õ2+1≤l≤m̃,
{S̃ t H̃l,1S̃ , S̃ t H̃l,2S̃ , S̃ tH̃l,4S̃ }õ2+1≤l≤m̃,
{S̃ t H̃l,1S̃ , S̃ tH̃l,3S̃ , S̃ tH̃l,4S̃ }õ2+1≤l≤m̃

or {S̃ t H̃l,2S̃ , S̃ t H̃l,3S̃ , S̃ tH̃l,4S̃ }õ2+1≤l≤m̃,
from Fl, we get a matrix of rank 4ñ − õ1. Then, us-
ing the high rank attack [15] (see also Sect. 2.2), the at-
tacker can recover c1, . . . , c4m̃ ∈ k such that the rank of
F̂ := c1F1+ · · ·+c4m̃F4m̃ is 4ñ− õ1 in time O(q3õ1 · (polyn.)).
Note that c1, . . . , c4m̃ are partial information of T̃ . Since F̂

is in the form S̃ tPt

(
0õ1 0
0 ∗4ñ−õ1

)
PS̃ (where P is a permuta-

tion matrix), partial information of S̃ is recovered by linear
operations. Once such partial information of S̃ and T̃ is re-
covered, further information of S̃ and T̃ can be recovered by
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several linear operations and the high-rank attack again.

Note that we do not have improvements of Kipnis-
Shamir’s attack on Quaternion Rainbow over odd charac-
teristic field. It is still an open problem.

4.2 The Case of Even Characteristic

Study the case of even characteristic. Note that Q(k) is com-
mutative since −1 = 1 in even characteristic k. Let

α := 1 + i, β := 1 + j.

Similar to the case of odd characteristic, the following
lemma holds.

Lemma 2. Let k be a finite field of even characteristic.
Then, for any (a1, a2, a3, a4) ∈ k4, there exists a unique
(b1, b2, b3, b4) ∈ k4 such that

a1 + a2i + a3 j + a4i j = b1 + b2α + b3β + b4αβ, (15)

namely {1, α, β, αβ} is a basis of Q(k) over k. �

The multiplicative relations among 1, α, β, αβ are as
follows:

1 · 1 = 1, 1 · α = α, 1 · β = β, 1 · αβ = αβ,
α · 1 = α, α · α = 0, α · β = αβ, α · αβ = 0,

β · 1 = β, β · α = αβ, β · β = 0, β · αβ = 0,

αβ · 1 = αβ, αβ · α = 0, αβ · β = 0, αβ · αβ = 0.

By using the basis {1, α, β, αβ}, we can rewrite the quadratic
form G̃ as follows:

x̃ =y1 + y2α + y3β + y4αβ, g̃l(x̃) = x̃tG̃l x̃ + (linear),

where y1, y1, y3, y4 are unknowns in kñ and G̃l is an ñ × ñ-
matrix with Q(k)-entries given in (5). Note that, since the
entries in G̃l are linear sums of {1, α, β, αβ} over k, G̃l is
given by

G̃l = Hl,1 + Hl,2α + Hl,3β + Hl,4αβ,

where Hl,1,Hl,2,Hl,3,Hl,4 are ñ× ñ-matrices with k-entries in
the same forms of (11). Thus g̃l(x̃) is written by

x̃tG̃l x̃ =(yt
1 + y

t
2α + y

t
3β + y

t
4αβ)

· (Hl,1 + Hl,2α + Hl,3β + Hl,4αβ)

· (y1 + y2α + y3β + y4αβ)

=yt
1Hl,1y1 · 1 (16)

+ (yt
1Hl,1y2 + y

t
2Hl,1y1 + y

t
1Hl,2y1) · α

+ (yt
1Hl,1y3 + y

t
3Hl,1y1 + y

t
1Hl,3y1) · β

+ (yt
1Hl,1y4 + y

t
2Hl,1y3 + y

t
3Hl,1y2 + y

t
4Hl,1y1

+ yt
1Hl,2y3 + y

t
3Hl,2y1 + y

t
2Hl,3y1

+ yt
1Hl,3y2 + y

t
1Hl,4y1) · αβ (17)

Putting y :=

( y1
y2
y3
y4

)
, we have

x̃tG̃l x̃ =y
t

⎛⎜⎜⎜⎜⎜⎜⎜⎜⎜⎜⎜⎜⎝
Hl,1 0ñ 0ñ 0ñ

0ñ 0ñ 0ñ 0ñ

0ñ 0ñ 0ñ 0ñ

0ñ 0ñ 0ñ 0ñ

⎞⎟⎟⎟⎟⎟⎟⎟⎟⎟⎟⎟⎟⎠ y · 1

+ yt

⎛⎜⎜⎜⎜⎜⎜⎜⎜⎜⎜⎜⎜⎝
Hl,2 Hl,1 0ñ 0ñ

Hl,1 0ñ 0ñ 0ñ

0ñ 0ñ 0ñ 0ñ

0ñ 0ñ 0ñ 0ñ

⎞⎟⎟⎟⎟⎟⎟⎟⎟⎟⎟⎟⎟⎠ y · α

+ yt

⎛⎜⎜⎜⎜⎜⎜⎜⎜⎜⎜⎜⎜⎝
Hl,3 0ñ Hl,1 0ñ

0ñ 0ñ 0ñ 0ñ

Hl,1 0ñ 0ñ 0ñ

0ñ 0ñ 0ñ 0ñ

⎞⎟⎟⎟⎟⎟⎟⎟⎟⎟⎟⎟⎟⎠ y · β

+ yt

⎛⎜⎜⎜⎜⎜⎜⎜⎜⎜⎜⎜⎜⎝
Hl,4 Hl,3 Hl,2 Hl,1

Hl,3 0ñ Hl,1 0ñ

Hl,2 Hl,1 0ñ 0ñ

Hl,1 0ñ 0ñ 0ñ

⎞⎟⎟⎟⎟⎟⎟⎟⎟⎟⎟⎟⎟⎠ y · αβ

=:yt H̃l,1y · 1 + yt H̃l,2y · α
+ yt H̃l,3y · β + yt H̃l,4y · αβ. (18)

For a1, a2, a3, a4 ∈ kñ and b1, b2, b3, b4 ∈ km̃, let ψ, ψ1 :
k4ñ → Q(k)ñ and ϕ, ϕ1 : Q(k)m̃ → k4m̃ be the one-to-one
maps as follows:

ψ(a1, a2, a3, a4) = a1 + a2i + a3 j + a4i j,

ψ1(a1, a2, a3, a4) = a1 + a2α + a3β + a4αβ,

ϕ(b1 + b2i + b3 j + b4i j) = (b1, b2, b3, b4),

ϕ1(b1 + b2α + b3β + b4αβ) = (b1, b2, b3, b4).

Due to Lemma 2, we see that there exist invertible linear
transformations U : k4ñ → k4ñ and V : k4m̃ → k4m̃ such that

ψ = ψ1 ◦ U, ϕ = V ◦ ϕ1, (19)

and U,V are explicitly given. According to (18) and (19),
we have

T ◦ ϕ ◦ G̃ ◦ ψ ◦ S = T̃ ◦ H̃ ◦ S̃ ,

where

S̃ := U ◦ S : k4ñ → k4ñ,

T̃ := T ◦ V : k4m̃ → k4m̃

are invertible affine maps and

H̃ := ϕ1 ◦ G̃ ◦ ψ1 : k4ñ → k4m̃

is a quadratic map whose coefficient matrices in the
quadratic forms are given by H̃l,1, H̃l,2, H̃l,3, H̃l,4 (1 ≤ l ≤
m̃). This means that the (õ1, õ2, ṽ)-Quaternion Rainbow pro-
posed in Sect. 3.1 is interpreted by an MPKC scheme such
that S̃ , T̃ and H̃ are the secret keys and F = T̃ ◦ H̃ ◦ S̃ is the
public key.

Based on this fact, we now explain how (partial infor-
mation of) the secret keys S̃ , T̃ are recovered by the rank
attacks and the Kipnis-Shamir attack.
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The min-rank attack. Let F1, . . . , F4ñ be the co-
efficient matrices of the quadratic forms in the pub-
lic key F. These matrices are linear combinations of
S̃ t H̃l,1S̃ , S̃ tH̃l,2S̃ , S̃ tH̃l,3S̃ , S̃ tH̃l,4S̃ (1 ≤ l ≤ m̃). Due to
(11) and (18), we see that H̃l,1 (1 ≤ l ≤ õ2) is of rank
õ2 + ṽ. Then there exists c1, . . . , c4m̃ ∈ k such that F̂ =
c1F1 + · · · + c4m̃F4m̃ is of rank õ2 + ṽ and the min-rank at-
tack [15] (see also Sect. 2.2) recovers such c1, . . . , c4m̃ ∈ k in
time O(qṽ+õ2 ·(polyn.). Note that c1, . . . , c4m̃ are partial infor-

mation of T̃ . Since F̂ is in the form S̃ t

(∗õ2+ṽ 0
0 04ñ−õ2−ṽ

)
S̃ ,

partial information of S̃ is recovered by linear operations.
Once such partial information of S̃ and T̃ is recovered, fur-
ther information of S̃ and T̃ can be recovered by several
linear operations and the min-rank attack again.

The high-rank attack. The coefficient matrices Fl (1 ≤
l ≤ 4m̃) of the public quadratic forms are linear combi-
nations of S̃ t H̃l,1S̃ , S̃ t H̃l,2S̃ , S̃ tH̃l,3S̃ , S̃ tH̃l,4S̃ (1 ≤ l ≤ m̃).
Due to (11) and (18), we see that, removing the contribu-
tions of õ1 matrices S̃ t H̃l,4S̃ (õ2 + 1 ≤ l ≤ m̃) from Fl,
we get a matrix of rank 4ñ − õ1. Then the probability that
F̂ = c1F1 + · · · + c4m̃F4m̃ is 4ñ − õ1 for randomly chosen
c1, . . . , c4m̃ ∈ k is of rank 4ñ− õ1 is at least q−õ1 . This means
that the high-rank attack [15] (see also Sect. 2.2) recovers
such c1, . . . , c4m̃ ∈ k in time O(qõ1 · (polyn.) on average.
Note that c1, . . . , c4m̃ are partial information of T̃ . Since F̂ is

in the form S̃ t

(∗4ñ−õ1 0
0 0õ1

)
S̃ , partial information of S̃ is re-

covered by linear operations. Once such partial information
of S̃ and T̃ is recovered, further information of S̃ and T̃ can
be recovered by several linear operations and the high-rank
attack again.

Kipnis-Shamir’s attack. For even characteristic cases, we
can improve Kipnis-Shamir’s attack on Quaternion Rain-
bow. We now prepare the following lemma which is a
minor arrangement of Kipnis-Shamir’s attack discussed in
Sect. 2.2.

Lemma 3. ([3], [9], [10]) Let m, n ≥ 1 be integers and
P1, . . . , Pm be 2n× 2n-matrices with k-entries. If P1, . . . , Pm

are public and are given in the forms

Pl = At

(∗n ∗
∗ 0n

)
A (1 ≤ l ≤ m)

where A is an invertible 2n × 2n-matrix, then Kipnis-
Shamir’s attack [3], [9], [10] recovers an n×n-matrix A1 such
that

A

(
In A1

0 In

)
=

(∗n 0
∗ ∗n

)

in polynomial time of n,m and log q.

Remark that Kipnis-Shamir’s attack [9], [10] is usually
applied for symmetric matrices. When k is of odd character-
istic, the coefficient matrix of a quadratic form can be taken
as a symmetric matrix and then it can be applied directly.

On the other hand, when k is of even characteristic, the co-
efficient matrix of most quadratic forms cannot be taken as
a symmetric matrix in general and the diagonal entries are
zero. The book [3] gives a nice idea (see also [14]) to cover
this point that one replaces the coefficient matrix Pl into
P̂l := Pl + Pt

l. It is obvious that P̂l is symmetric and then
Kipnis-Shamir’s attack is also available for even character-
istic cases. See pp.80–84 of [3] for Kipnis-Shamir’s attack
on even characteristic field in detail.

The situation of Quaternion Rainbow over even
characteristic is similar. Since the smaller matrices
Hl,1,Hl,2,Hl,3,Hl,4 (1 ≤ l ≤ m̃) are not symmetric, the big-
ger matrices H̃l,1, H̃l,2, H̃l,3, H̃l,4 (1 ≤ l ≤ m̃) and the public
matrices Fl (1 ≤ l ≤ 4m̃) are not symmetric. However, by
taking F̂l := Fl + Ft

l , we can use symmetric matrices for
Kipnis-Shamir’s attack for Quaternion Rainbow over even
characteristic field as follows.

Equation (18) tells that any linear sum of H̃l,1, H̃l,2,
H̃l,3, H̃l,4 (1 ≤ l ≤ m̃) is in the form

( ∗2ñ ∗∗ 02ñ

)
. Then, due

to Lemma 3, Kipnis-Shamir’s attack [3], [9], [10] recovers a
2ñ × 2ñ matrix M1 such that

S̃

(
I2ñ M1

0 I2ñ

)
=

(∗2ñ 0
∗ ∗2ñ

)

in polynomial time. Put

F(1)
l :=

(
I2ñ 0
Mt

1 I2ñ

)
F̂l

(
I2ñ M1

0 I2ñ

)
.

Since(∗ ∗
0 ∗

) (∗ ∗
∗ 0

) (∗ 0
∗ ∗

)
=

(∗ ∗
∗ 0

)
,

(∗ ∗
0 ∗

) (∗ 0
0 0

) (∗ 0
∗ ∗

)
=

(∗ 0
0 0

)
, (20)

any F(1)
l is in the form

( ∗2ñ ∗∗ 02ñ

)
and we can find 2m̃

linear sums F(2)
1 , . . . , F(2)

2ñ of F(1)
1 , . . . , F(1)

4ñ in the forms( ∗2ñ 0
0 02ñ

)
by the Gaussian eliminations. Note that F(2)

l (1 ≤
l ≤ 2m̃) is a linear sum of

(
I2ñ 0
Mt

1 I2ñ

)
S̃ t H̃l,1S̃

(
I2ñ M1
0 I2ñ

)
and(

I2ñ 0
Mt

1 I2ñ

)
S̃ t H̃l,2S̃

(
I2ñ M1
0 I2ñ

)
(1 ≤ l ≤ m̃).

Equation (18) tells that the upper left block of any lin-
ear sum of H̃l,1, H̃l,2 (1 ≤ l ≤ m̃) is in the form

( ∗ñ ∗∗ 0ñ

)
. Then,

due to Lemma 3, Kipnis-Shamir’s attack recovers an ñ × ñ
matrix M2 such that

S̃

(
I2ñ M1

0 I2ñ

) ⎛⎜⎜⎜⎜⎜⎜⎜⎝
Iñ M2 0
0 Iñ 0
0 0 I2ñ

⎞⎟⎟⎟⎟⎟⎟⎟⎠ =
⎛⎜⎜⎜⎜⎜⎜⎜⎝
∗ñ 0 0
∗ ∗ñ 0
∗ ∗ ∗2ñ

⎞⎟⎟⎟⎟⎟⎟⎟⎠ (21)

in polynomial time. Put

F(3)
l :=

(
Iñ 0 0
Mt

2 Iñ 0
0 0 I2ñ

) (
I2ñ 0
Mt

1 I2ñ

)
F(2)

l

(
I2ñ M1
0 I2ñ

) ( Iñ M2 0
0 Iñ 0
0 0 I2ñ

)

(1 ≤ l ≤ 2m̃). We see that any F(3)
l is in the form

( ∗ñ ∗ 0
∗ 0ñ 0
0 0 02ñ

)
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and we can find m̃ linear sums F(4)
1 , . . . , F(4)

m̃ of F(3)
1 , . . . , F(3)

2m̃

in the forms
( ∗ñ 0

0 03ñ

)
by the Gaussian eliminations. Since the

upper left blocks of F(4)
l (1 ≤ l ≤ m̃) is a linear sums of

S̃ t
1Hl,1S̃ 1 (1 ≤ l ≤ m̃) with an ñ × ñ invertible matrix S̃ 1,

the quadratic forms derived from F(4)
1 , . . . , F(4)

ñ correspond
to those in the (õ1, õ2, ṽ)-Rainbow.

Now let F̃(x) = ( f̃1(x), . . . , f̃4m̃(x)) be the quadratic
map given by

f̃l(x) :=

⎧⎪⎪⎪⎪⎨⎪⎪⎪⎪⎩
xtF(4)

l x + (linear), (1 ≤ l ≤ m̃),

xtF(3)
l x + (linear), (m̃ + 1 ≤ l ≤ 2m̃),

xtF(1)
l x + (linear), (2m̃ + 1 ≤ l ≤ 4m̃)

=

⎧⎪⎪⎪⎪⎪⎪⎪⎪⎪⎪⎪⎪⎪⎪⎪⎪⎪⎪⎪⎪⎪⎪⎪⎪⎪⎪⎨⎪⎪⎪⎪⎪⎪⎪⎪⎪⎪⎪⎪⎪⎪⎪⎪⎪⎪⎪⎪⎪⎪⎪⎪⎪⎪⎩

xt

⎛⎜⎜⎜⎜⎜⎝∗ñ 0

0 03ñ

⎞⎟⎟⎟⎟⎟⎠ x + (linear),

(1 ≤ l ≤ m̃),

xt

⎛⎜⎜⎜⎜⎜⎜⎜⎜⎜⎜⎝
∗ñ ∗ 0

∗ 0ñ 0

0 0 02ñ

⎞⎟⎟⎟⎟⎟⎟⎟⎟⎟⎟⎠ x + (linear),

(m̃ + 1 ≤ l ≤ 2m̃),

xt

⎛⎜⎜⎜⎜⎜⎝∗2ñ ∗
∗ 02ñ

⎞⎟⎟⎟⎟⎟⎠ x + (linear),

(2m̃ + 1 ≤ l ≤ 4m̃).

Since F̃ = T̂−1 ◦ F ◦ Ŝ −1 with two invertible affine maps Ŝ :
k4ñ → k4ñ derived from M1, M2 and T̂ : k4m̃ → k4m̃ derived
from the maps {F(1)

l } 
→ {F(2)
l }, {F(3)

l } 
→ {F(4)
l }, inverting F̃

is equivalent to doing F. In order to find x = (x1, . . . , x4ñ)
with F̃(x) = z for given z = (z1, . . . , z4m̃), we compute as
follows.

Step 1. Find x1, . . . , xñ such that f̃1(x) = z1, . . . , f̃m̃(x) = zm̃.
Step 2. For x1, . . . , xñ given in Step 1, find xñ+1, . . . , x2ñ such
that f̃m̃+1(x) = zm̃+1, . . . , f̃2m̃(x) = z2m̃.
Step 3. For x1, . . . , x2ñ given in Step 1 and 2, find
x2ñ+1, . . . , x4ñ such that f̃2m̃+1(x) = z2m̃+1, . . . , f̃4m̃(x) = z4m̃.

Once x1, . . . , xñ are fixed, f̃m̃+1(x) = zm̃+1, . . . , f̃2m̃(x) =
z2m̃ are linear equations of ñ variables xñ+1, . . . , x2ñ.
Furthermore, once x1, . . . , x2ñ are fixed, f̃2m̃+1(x) =

z2m̃+1, . . . , f̃4m̃(x) = z4m̃ are linear equations of 2ñ variables
x2ñ+1, . . . , x4ñ. Then Step 2 and 3 are computed by the Gaus-
sian eliminations in polynomial time. Recall that finding a
solution of f̃1(x) = z1, . . . , f̃m̃(x) = zm̃ is equivalent to gen-
erating a dummy signature of the (õ1, õ2, ṽ)-Rainbow. then
the (õ1, õ2, ṽ)-Quaternion Rainbow over even characteristic
field is as secure as the (õ1, õ2, ṽ) original Rainbow. Recall
Sect. 2.2 that we need O(qṽ+õ2−õ1 · (polyn.)) operations to re-
cover partial information of the secret keys of the (õ1, õ2, ṽ)-
Rainbow by Kipnis-Shamir’s attack for generating dummy
signatures. Thus we conclude that the complexity of the
(õ1, õ2, ṽ)-Quaternion Rainbow over even characteristic field
against Kipnis-Shamir’s attacks is qṽ+õ2−õ1 · (polyn.).

5. Conclusion

In the present paper, we show that Quaternion Rainbow is

Table 2 Comparisons of the security analysis on quaternion rainbow.

K-S M-R H-R

Original Rainbow q4ṽ+4õ2−4õ1 q4ṽ+4õ2 q4õ1

Y-S-T [16] q4ṽ+4õ2−4õ1 q4ṽ+4õ2 q4õ1

Thomae [13] (2 � q) q4ṽ+4õ2−4õ1 q4ṽ+3õ2 q3õ1

Proposed (2 � q) q4ṽ+4õ2−4õ1 q3ṽ+3õ2 q3õ1

Thomae [13] (2 | q) q4ṽ+4õ2−4õ1 q4ṽ+õ2 q3õ1

Proposed (2 | q) qṽ+õ2−õ1 qṽ+õ2 qõ1

one of sparse versions of Rainbow (see (13) and (18)) and
estimate the security of Quaternion Rainbow against Kipnis-
Shamir’s attack [3], [9], [10] and the rank attacks [15]. Ta-
ble 2 summarizes the complexities of the (õ1, õ2, ṽ) Quater-
nion Rainbow.

Due to the forms (13) and (18) of the quadratic forms
in Quaternion Rainbow, we see that the securities of Quater-
nion Rainbow against these attacks for both odd and even
characteristic cases are weaker than expected by the authors
of [16]. Especially, the Quaternion Rainbow over even char-
acteristic field is almost as secure as the original Rainbow
of 1/4 size. Thus, Quaternion Rainbow is less practical than
the original Rainbow. We consider that such vulnerabilities
emerge from less randomness of the distribution of coeffi-
cients in quadratic forms and then preserving its randomness
will be required to build secure and efficient schemes.

The authors of [16] recently claimed in [17] that,
the security levels against Gröbner basis attack, the UOV-
Reconciliation attack and the Rainbow Band Separation at-
tack of Quaternion Rainbow on odd characteristic field are
almost same to those of the original Rainbow, and then
Quaternion Rainbow of odd characteristic is almost as se-
cure as the original Rainbow in practice. However, their
claim that the security levels of Quaternion Rainbow and
the original Rainbow against such attacks are almost same
has no evidence (at least in [17]). Moreover, further attacks
using the forms (13) might be proposed in the near future.
Therefore, to check whether their claim in [17] is true, we
need to await developments of security analysis for some
years ahead.
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