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Preface

TCC 2014 was held at the University of California San Diego in California, during
February 24–26, 2014. TCC 2014 was sponsored by the International Association
for Cryptologic Research (IACR). The general chairs of the conference were Mihir
Bellare and Daniele Micciancio. I would like to thank them in the name of the
TCC community in general, and in the name of all of the participants of TCC
2014 in particular, for their hard work in organizing the conference.

The conference received 90 submissions, of which the Program Committee
selected 30 for presentation at the conference. These proceedings consist of the
revised versions of the 30 papers. The revisions were not reviewed, and the au-
thors bear full responsibility for the contents of their papers. In addition to
the regular paper presentations, TCC 2014 featured a rump session where short
presentations of recent results were given, and two invited talks. The invited
speakers were Russell Impagliazzo and Silvio Micali, and the Program Commit-
tee is very grateful to them for accepting our invitation.

I am greatly indebted to many people who contributed to the success of TCC
2014. First and foremost, I would like to thank all those who submitted their
papers to TCC. The success of TCC is due mainly to your work. In addition,
I would like to thank the Program Committee for all of their hard work and
diligence in reviewing the submissions and choosing the program. A lot of work
is involved in this process, and your service to the community is greatly appreci-
ated. I would also like to thank all of the external reviewers who participated in
the process and provided in-depth reviews of the papers that they read. Finally,
I owe deep thanks to Shai Halevi and Tal Rabin who provided me with valuable
advice when I needed it. The TCC Program Committee also used Shai’s excel-
lent web-review software, and I thank Shai for writing it and for the support he
provided when needed.

This was the 11th Theory of Cryptography Conference, and it was my honor
and pleasure to act as the program chair of TCC as it entered its second decade.
A quick look at the proceedings herein suffices to appreciate the vibrant and
dynamic work being carried out by the TCC community. The proceedings include
research on new and exciting topics like obfuscation, as well as basic foundational
research on classic topics like zero-knowledge, secure computation, encryption,
black-box separations, cryptographic coding theory and more. In addition to
the fascinating research presented at TCC, the conference atmosphere is always
warm and friendly and is essentially a meeting of friends who come together
to study the fundamentals of our field. I thank the entire TCC community for
creating this event and for maintaining its unique and special qualities.

February 2014 Yehuda Lindell
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Collusion and Privacy in Mechanism Design

Silvio Micali

Laboratory for Computer Science,
MIT, Cambridge, MA 02139

silvio@csail.mit.edu

Abstract. Mechanism design aims at engineering games that, rationally
played, yield desired outcomes. In such games, multiple players interact
very much as in a cryptographic protocol. But there are some fundamen-
tal differences. No player is “good”, that is, always follows his prescribed
instruction. No player is “malicious”, that is, always acts so as to pre-
vent the desired outcome from being achieved. Rather, every player is
RATIONAL, that is, always acts so as to maximize HIS OWN utility.

Rational players too, however, have incentives to collude, and value
privacy. Thus, privacy and collusion can disrupt the intended course of a
game, and ultimately prevent the desired outcome from being achieved.
Mechanism design has been only moderately successful in protecting
against collusion, and has largely ignored privacy.

I believe that there is an opportunity for cryptographers and game
theorists to join forces and produce new mechanisms that are resilient
to collusion and privacy issues. I also believe that, to be successful, this
effort requires a good deal of modeling and the development of new
conceptual frameworks. In sum, there is the promise of a great deal of
fun, challenge, and excitement, and I would like to recruit as much talent
as possible towards this effort.

As a concrete example of what may be done in this area, I will describe
a (quite) resilient mechanism, designed by Jing Chen and I, for achieving
a (quite) alternative revenue benchmark in unrestricted combinatorial
auctions. In such auctions there are multiple distinct goods for sale, each
player privately attributes an arbitrary value to any possible subset of the
goods, and the seller has no information about the players valuations.
(Traditional mechanisms for unrestricted combinatorial auctions were
uniquely “vulnerable” to collusion and privacy.)



Specific versus General Assumptions

in Cryptography

Russell Impagliazzo �

CSE Department, UCSD

Abstract. Modern cryptography began with the insight that computa-
tional difficulty could limit the ability of an attacker to break encryption
or forge signatures. However, it was not for another few years that the
required computational difficulty of specific problems on specific distri-
butions for a cryptographic protocol to be secure was made explicit and
quantitative. A further advantage of formalizing this connection is that
it clarifies the exact properties, both in terms of which aspects should be
computationally feasible and which related problems should be compu-
tationally intractable, were used to prove security of the protocol. This
lays the foundation for proving possibility results in cryptography based
on general assumptions, about the existence of types of cryptographically
useful tools, rather than based on the difficulty of specific problems. A
pattern emerged, where a new cryptographic goal is proposed, an “exis-
tence proof” given based on specific assumptions (sometimes untested)
is given, then a variety of protocols are given based on different assump-
tions, and then these protocols are abstracted in terms of more general
assumptions that suffice.

This talk will focus on the history of how this pattern emerged, the
advantages that proofs of security based on general assumptions gives
over protocol design based on specific assumptions, and on both progress
and set-backs in basing cryptography on general assumptions.

* Work supported by the Simons Foundation and NSF grant CCF-121351.
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