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Foreword

Rijndael was the surpr ise winner of the contes t for the new Advanced En­
crypt ion Standard (AES) for the United St at es. This contest was organ ized
and run by the Nat ional Inst itute for Standards and Technology (NIST) be­
ginning in January 1997; Rijndael was announced as t he winner in October
2000. It was the "surprise winner" because many observers (and even some
participants) expressed scep t icism t hat the D.S. government would adopt as
an encrypt ion standa rd any algorithm that was not designed by D.S. citiz ens.

Yet NIST ran an open, international, select ion process that should serve
as model for other standards organi zations. For example, NIST held their
1999 AES meeting in Rome, It aly. T he five finalist algorit hms were designed
by te ams from all over the world .

In the end, the elegance , efficiency, secur ity, and principled design of
Rijndael won the day for its two Belgian designer s, Jo an Daemen and Vincent
Rijmen , over the competi ng finalist designs from RSA , IBM , Counterpane
Systems, and an EnglishjIsrae lijDanish team .

This book is the story of the design of Rijndael, as told by the designers
themselves. It outlines the found ations of Rijndael in relation to the previous
ciphers the aut hors have designed. It expl ains the mathematics needed to
understand t he operation of Rijndael, and it provides referen ce C code and
test vectors for the cipher.

Most importan t ly, this boo k provides justification for the belief that
Rijndael is secure against all known at tacks. T he world has changed great ly
since the DES was adopted as the national st andard in 1976. Then , argu­
ments about secur ity focussed primarily on the length of the key (56 bits) .
Differential and linear cryptan alysis (our most powerful tools for breaking
ciphers) were then unknown to the public. Today, there is a large public lit­
erature on block ciphers, and a new algorit hm is unlikely to be considered
seriously unless it is accompanied by a det ailed ana lysis of the st rengt h of
the cipher against at least differential and linear cryptanalysis.

This book introduces the "wide t rail" st rategy for cipher design , and
explains how Rijndael derives st rengt h by ap plying this strategy. Excellent
resist an ce to differential and linear cryptana lysis follow as a resul t. High
efficiency is also a result , as rela tively few rounds are needed to achieve strong
secur ity.
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The adopt ion of Rijndael as the AES is a major milestone in the history of
cryptography. It is likely that Rij ndael will soon become the most widely-used
cryptosyste m in the world. This wonderfully written book by the designers
themselves is a "must read" for anyone interest ed in understanding this de­
velopment in depth.

Ronald L. Rivest
Viterbi Professor of Computer Science

MIT



Preface

This boo k is about the design of Rijndael, the block cipher that became
the Advanced Encryp t ion Standa rd (AES). According to the 'Handbook of
Applied Cryptography' [68], a block cipher can be described as folIows:

A block cipher is a functi on which maps n-bit plain text blocks to n­
bit ciphertext blocks; n is called the block length. [.. . ] The function
is parameterized by a key.

Although block ciphers are used in many interesting applications such as e­
commerce and e-security, t his boo k is not about applications. Instead , this
book gives a det ailed description of Rijndael and explains the design st rategy
that was used to develop it .

Structure of this book

When we wrote t his book, we had bas ically two kinds of readers in mind .
Perhaps the lar gest group of readers will consist of people who want to read
a full and unambiguous description of Rijndael. For t hose read ers, t he most
important chapter of this book is Chap . 3, that gives its comprehensive de­
scription. In order to follow our description, it might be helpful to read the
preliminaries given in Chap. 2. Advanced implementation aspects are dis­
cussed in Chap. 4. A short overv iew of the AES selection process is given in
Chap. 1.

A large part of this book is aimed at the read ers who want to know why
we designed Rijndael in the way we did . For them, we explain the ideas and
principles underlying the des ign of Rijndael, culminating in our wide trail
design strategy. In Cha p. 5 we explain our approach to block cipher design
and t he criteria that played an imp ortant role in the design of Rijndael. Our
design st rategy has grown out of our experiences with linear and differenti al
cryptanalysis, two cryptana lytical attacks that have been ap plied with some
success to t he previous standard , the Data Encryption St andard (DES) . In
Chap. 6 we give a short overview of t he DES and of the differenti al and
the linear attacks that are applied to it . Our framework to describe linear
cryptanalysis is explained in Chap. 7; differential cryptana lysis is described
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in Cha p. 8. Finally, in Chap. 9, we explain how the wide t rail des ign strategy
follows from these considerations

Cha pter 10 gives an overview of t he published attacks on reduced-round
vari an ts of Rijndael. Chapter 11 gives an overv iew of ciphers related to
Rijndael. We describe its predecessors and discuss their similarit ies and dif­
ferences. This is followed by a short description of a number of block ciphers
that have been strongly influenced by Rijndael and its predecessors.

In App endix A we show how linear and differential analysis can be applied
to ciphers that are defined in terms of finit e field operations rather t han
Boolean functions. In Appendix B we discuss exte nsions of differenti al and
linear cryptana lysis. To ass ist programmers, App endix C lists some tabl es
that are used in various descriptions of Rijndael, App endix D gives a set
of test vectors, and App endix E consists of an example implementat ion of
Rijndael in the C programming language.

See Fig . 1 for a graphical representation of the different ways to read this
book.

~2 3 10

~1l
Fig. 1. Logical dependence of the chapters.

Large portions of this book have already been published before: Joan 's
PhD thesis [18], Vincent 's PhD thesis [80], our submission to AES [26], and
our pap er on linear frameworks for block ciphers [22].
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