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Preface

This volume contains the proceedings of TGC 2014, the Ninth International Symposium
on Trustworthy Global Computing. The symposium was held in Rome, Italy, during
September 5–6, 2014. It was colocated with the CONCUR and IFIP-TCS. Informal
pre-proceedings were made available in electronic form to the participants. The papers
in this volume were further improved by the authors, in response to helpful feedback
received at the symposium.

The Symposium on Trustworthy Global Computing is an international annual venue
dedicated to safe and reliable computation in the so-called global computers, i.e., those
computational abstractions emerging in large-scale infrastructures such as
service-oriented architectures, autonomic systems, and cloud computing systems. It fo-
cuses on frameworks, tools, algorithms, and protocols for open-ended, large-scale sys-
tems and applications, and on rigorous reasoning about their behavior and properties.
The underlying models of computation incorporate code and data mobility over dis-
tributed networks that connect heterogeneous devices, often with dynamically changing
topologies. In this context, TGC 2014 focused on secure and reliable computation.

The first TGC event took place in Edinburgh in 2005, with the co-sponsorship of
IFIP TC-2, as part of ETAPS 2005. TGC 2005 was the evolution of the previous Global
Computing I workshops held in Rovereto in 2003 and 2004 (see LNCS vol. 2874) as
well as of the workshops on Foundation of Global Computing held as satellite events of
ICALP and CONCUR (see ENTCS vol. 85). Four editions of TGC were co-located with
the reviews of the EU-funded projects AEOLUS, MOBIUS, and SENSORIA within
the FP6 initiative. They were held in Lucca, Italy (TGC 2006, LNCS vol. 4661); in
Sophia Antipolis, France (TGC 2007, LNCS vol. 4912); in Barcelona, Spain (TGC
2008, LNCS vol. 5474); and in Munich, Germany (TGC 2010, LNCS vol. 6084). Fur-
ther editions of TGC were held in Aachen, Germany (TGC 2011, LNCS vol. 7173) and
in Newcastle upon Tyne, UK (TGC 2012, LNCS vol. 8191). In 2013, TGC was held in
Buenos Aires (LNCS vol. 8358).

TGC 2014 solicited contributions in all areas of global computing, including (but
not limited to) theories, languages, models, and algorithms; language concepts and ab-
straction mechanisms; security, trust, privacy, and reliability; resource usage and infor-
mation flow policies; software development and software principles; model checkers,
theorem provers, and static analyzers.

The fruitful collaboration with CONCUR, initiated in 2013, was continued this year
allowing concurrent submissions to CONCUR and TGC, with the reviewing schedule
of TGC slightly delayed with respect to that of CONCUR and submissions accepted
by CONCUR were automatically withdrawn from TGC. This year there were 5 papers
concurrently submitted to TGC and CONCUR and 15 papers were submitted only to
TGC (a paper initially submitted was later withdrawn). This time, the papers submitted
at CONCUR and TGC were also reviewed by the Program Committee of TGC, praise-
worthy for the effort put in the thorough revision process and the accurate discussion.
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The Program Committee selected 12 papers to be included in this volume and to be pre-
sented at the symposium (2 of which were conditionally accepted in the first instance).
The program was structured in sessions named “Theory” (chaired by Michele Loreti),
“Session Types” (chaired by Massimo Bartoletti and Stephanie Delaune), “Security”
(chaired by Peter Thiemann), “Cryptographic Protocol Analysis” (chaired by Matteo
Maffei). Also, a session on “Brief Announcements” (chaired by Emilio Tuosto) gave
the possibility to participants to present (on-going) work not included in this proceed-
ings. Finally, TGC’s program had invited lectures of Véronique Cortier (CNRS, France)
and, jointly with CONCUR, of Catuscia Palamidessi (Inria Saclay and LIX, France).

We would like to thank the Steering Committee of TGC for inviting us to chair the
conference; the members of the Program Committee and external referees for their de-
tailed reports and the stimulating discussions during the review phase; the authors of
submitted papers, the invited speakers, the session chairs, and the attendees for con-
tributing to the success of the event. We are also grateful to Paolo Baldan and Daniele
Gorla, the chairs of CONCUR 2014, with whom we had the opportunity to collaborate.
Finally, we thank the providers of the EasyChair system, which was used to manage the
submissions.

November 2014 Matteo Maffei
Emilio Tuosto
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Generalized Bisimulation Metrics

Konstantinos Chatzikokolakis1,2, Daniel Gebler3, Catuscia Palamidessi4,2,
and Lili Xu2,5

1 CNRS
2 LIX, Ecole Polytechnique
3 VU University Amsterdam

4 INRIA
5 Institute of Software, Chinese Academy of Science

Abstract

Originally proposed in the seminal works of van Breugel and Worrel [2,3] and of De-
sharnais et al. [6,7], the pseudometric based on the Kantorovich lifting has become very
popular in the process algebra community. One reason for its success is that, when deal-
ing with probabilistic processes, distances are more suitable than equivalences, since
the latter are not robust wrt small variation of probabilities. Another important reason
is that, thanks to the dual presentation of the Kantorovich lifting in terms of the mass
transportation problem, the distance can be efficiently computed using linear program-
ming algorithms [1,2]. Furthermore, this pseudometric is an extension of probabilistic
bisimilarity, in the sense that two states have distance distance 0 if and only if they are
bisimilar. Furthermore, it is defined as the greatest fixpoint of a transformation that has
the same structure as the one used for bisimilarity. This allows to transfer some of the
concepts and methods that have been extensively explored in process algebra, and to
use lines of reasoning which the process algebra community is familiar with. Along
the same lines, a nice property of this pseudometric is that the standard operators of
process algebra are non-expansive wrt it. This generalizes the result that bisimulation
is a congruence, and can be used in a similar way, for compositional reasoning and
verification.

Last but not least, the Kantorovich bisimilarity metric provides a bound on the cor-
responding distance on probabilistic traces [5] (corresponding in the sense that the def-
inition is based on the same Kantorovich lifting). This means that it can be used to
verify certain probabilistic properties on traces. More specifically, it can be used to ver-
ify properties that are expressed in terms of difference between probabilities of sets of
traces. These properties are linear, in the sense that the difference increases linearly wrt
variations on the distributions.

Many properties, however, such as several privacy and security ones, are not linear.
This is the case of the popular property of differential privacy [8], which is expressed in
terms of ratios of probabilities. In fact, there are processes that have small Kantorovich
distance, and which are not ε-differentially private for any finite ε. Another example are

This work has been partially supported by the project ANR-12-IS02-001 PACE, the project
ANR-11-IS02-0002 LOCALI, the INRIA Equipe Associée PRINCESS, the INRIA Large
Scale Initiative CAPPRIS, and the EU grant 295261 MEALS.
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the properties used in quantitative information flow, which involve logarithmic func-
tions on probabilities.

An interesting line of research, therefore, is to generalize the Kantorovich lifting to
obtain a family of pseudometrics suitable for the verification of a wide class of proper-
ties, following the principles that:

i. the members of this family should depend on a parameter related to the class of
properties (on traces) that we wish to verify,

ii. each member should provide a bound on the corresponding distance on trace dis-
tributions,

iii. the kernel of each member should correspond to probabilistic bisimilarity,
iv. the general construction should be coinductive,
v. the typical process-algebra operators should be non-expansive,

vi. each member should be feasible to compute.

In a recent work [4], we have achieved the first four desiderata. Regarding the last
two, so far we have studied a particular case (hereafter called multiplicative variant of
the Kantorovich lifting) based on the notion of distance used in the definition of differ-
ential privacy. We were able to find a dual form of the lifting, which allows to reduce
the problem of its computation to a linear optimization problem solvable with standard
algorithms. We have also proved that several typical process-algebra operators are non-
expansive, and we have given explicitly the expression of the bound. As an example
of application of our framework, we have shown how to instantiate our construction to
obtain the multiplicative variant of the Kantorovich pseudometric, and how to use it to
verify the property of differential privacy.
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Electronic Voting: How to Ensure Privacy
and Verifiability

Véronique Cortier

LORIA - CNRS, France

Electronic voting is now used in many countries such as Estonia, United States, Norway,
Canada, or France. It provides a convenient way to tally the votes and enables voters
to vote from their home. However, it also raises controversy about the security and
transparency of the election. How to make sure each vote is counted as intended? How
to protect vote privacy? Therefore, several countries like Germany, Netherlands, or the
United Kingdom have stopped electronic voting, at least momentarily [5].

Electronic should offer at least the same guarantees than traditional paper-based
voting systems. Namely, it should ensure both ballot privacy (no one should know my
vote) and verifiability (the result of the election corresponds to the votes casted by vot-
ers). Even stronger than ballot privacy is receipt-freeness or coercion-resistance: each
vote should remain private even when a voter is willing to tell how he voted. This is
to protect against vote buying and coercion. These properties are antagonist: a voter
should not be able to prove how he voted, yet he should be able to check that his vote
has been counted. Designing a secure e-voting protocol therefore requires a fine tuning
between these two properties.

The two main academic Internet voting protocols are Civitas [2] and Helios [1].
We refer the reader to [3] for a short survey on other electronic voting systems. Civitas
offers the best security guarantees: coercion-resistance and full verifiability. It might
however be difficult to use in practice. Helios is not coercion-resistant but offers ballot
privacy and verifiability except for voter eligibility. The fact that Helios does not cover
eligibility verifiability means that a compromised ballot box may add ballots. This is
fixed by a variant of Helios, named Belenios [4].

Formal methods have been successful in the analysis of standard security protocols
such as key exchange or authentication protocols. Electronic voting however challenges
the current techniques. First, electronic voting systems often make use of more sub-
tle cryptographic primitives that include blind signatures, homomorphic encryption, or
zero-knowledge proofs. Most existing tools cannot yet handle these primitives, or at
least not all of them. Moreover, most verification techniques for security protocols are
dedicated to trace properties such as authentication or confidentiality. However, bal-
lot privacy is typically expressed as a behavioral equivalence. Decision procedures for
equivalence-based properties are yet under development. Another challenge in the con-
text of electronic voting is to identify and model security properties. What is a good
electronic voting system? This question is yet to be answered. Even the definition of a
key property like ballot privacy has a lot of variants and is still under study. We refer

The research leading to these results has received funding from the European Research
Council under the European Union’s Seventh Framework Programme (FP7/2007-2013) /
ERC grant agreement no 258865, project ProSecure.
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the reader to [4] for a more detailed survey on existing techniques for the analysis of
e-voting systems.
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