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Abstract. Sprout is a new lightweight stream cipher with shorter inter-
nal state proposed at FSE 2015, using key-dependent state updating in
the keystream generation phase. Some analyses have been available on
eprint so far. In this paper, we extend the design paradigm in general
and study the security of Sprout-like ciphers in a unified framework. Our
new penetration is to investigate the k-normality of the augmented func-
tion, a vectorial Boolean function derived from the primitive. Based on
it, a dedicated time/memory/data tradeoff attack is developed for such
designs. It is shown that Sprout can be broken in 27°7%~¥ time, given
[c- (2 + 2y — 58) - 27" 7" ¥]-bit memory and 2°T*TY-bit keystream,
where x/y is the number of forward/backward steps and c is a small
constant. Our attack is highly flexible and compares favorably to all
the previous results. With carefully chosen parameters, the new attack
is at least 2%° times faster than Lallemand/Naya-Plasencia attack at
Crypto 2015, Maitra et al. attack and Banik attack, 2!° times faster
than Esgin/Kara attack with much less memory.
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1 Introduction

Design of secure lightweight stream ciphers for constrained hardware environ-
ments is important both in theory and practice. The most area/power consuming
component in a lightweight design is the number of memory gates, which corre-
sponds to the internal state size of the primitive. On the other hand, a common
rule of thumb for stream cipher design is that the internal state size should be
at least twice as long as the key size to resist against time/memory/data (TMD)
tradeoff attacks [4].

This design principal indeed works, and security analysis of the eSTREAM
finalists, e.g., Grain v1, Mickey v2 and Trivium [7] evolves rather slowly. At FSE
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2015, another design paradigm for stream ciphers is proposed and instantiated
by a new design, called Sprout, aiming to reduce the internal state size, thus
the hardware area size by using key-dependent state updating in the keystream
generation phase [2]. It is expected that the immunity against TMD tradeoff
attacks will not be compromised.

Surprisingly, there have been some cryptanalysis of Sprout appearing on the
TACR eprint monthly after ESC 2015 and FSE 2015. In the time order of the
open literature, a related key chosen IV attack on Sprout is presented in [9], but
the designers have already ruled out the related key model in [2]. Then the first
attack in the single key model is found in [12] by using a list merging technique
with a time complexity around 2% Sprout encryptions at Crypto 2015. In [13],
another attack based on a SAT solver is given with a complexity of 2°4 attempts,
where each attempt takes a time equivalent to 6.6 - 2°4 - 2¢ encryptions which
is more than 259 if e > 23. Thus, it is questionable whether this work in [13]
translates into a feasible attack on Sprout or not. To directly challenging the
design rationale, Esgin and Kara presented a TMD tradeoff attack in [8] with an
online time complexity of 233 Sprout encryptions and 770 TB of memory after
a pre-computation around 2% basic operations. Finally in [3], a key recovery
attack is launched against Sprout with a complexity of 2667 Sprout encryptions
together with some other analysis results.

In this paper, we extend the design paradigm in general and study the secu-
rity of Sprout-like ciphers in a unified framework. The model involves the secret
key not only in the initialization process but also in the non-linear state updating
in a Sprout-like manner during the keystream generation phase. Then based on
the notion of normality first introduced by Dobbertin in [6], we investigate the
k-normality of the augmented function [5], a vectorial Boolean function derived
from the underlying primitive. This property is relevant for the design and analy-
sis of cryptosystems. In [14] and [15], security implications of k-normal Boolean
functions are considered when they are employed in certain stream ciphers. We
make a systematic security analysis based on this property for Sprout-like stream
ciphers and develop a dedicated TMD tradeoff attack framework for such designs.
In particular, it is shown that Sprout can be broken in 2797%~¥ time, given
[c- (2z + 2y — 58) - 2" 7"~¥]-bit memory and 2°T*T¥-bit keystream, where x is
the number of forward steps, y is the number of backward steps and c is a small
constant. Our attack is highly flexible and compares favorably to all the previous
attacks on Sprout. With carefully chosen attack parameters, our method is at
least 220 times faster than Lallemand/Naya-Plasencia attack at Crypto 2015,
Maitra et al. attack and Banik attack, 2!° times faster than Esgin/Kara attack
with much less memory. Practical simulations confirmed our analysis.

This paper is structured as follows. In Sect. 2, the stream cipher Sprout is
described and generalized to a generic Sprout-like model. In Sect. 3, based on
a natural extension of normality from Boolean functions to vectorial Boolean
functions, a generic TMD cryptanalysis framework of such ciphers is formalized
with complexity analysis. In Sect.4, the framework is applied to Sprout with
comparisons to other attacks. Section 5 provides the experimental results. Finally,
some conclusions are given in Sect. 6.
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2 Sprout-Like Stream Ciphers

In this section, a brief description of Sprout that is relevant to our work and
a generic Sprout-like model that inherits the design spirit are presented. The
following notations will be used throughout the paper.

— L' =[ly,li41, -, ly130], the internal state of the LFSR at time ¢.
— N = [n4,n441, .-, Ne439], the internal state of the NFSR at time ¢.
- la, b] 2 {a,a+1,...,b}, for two positive integers a, b (a < b).

A A
t =2 t =
— N[a,b] = {nt+aa Nitta+1ly-eey ng} and L[a,b] = {lt+a7 lt+a+17 vy lt+b}, for two

positive integers a, b (a < b).
— IV = (iwg, vy, ..., Ugg ), the 70-bit initialization vector.
— K = (ko, k1, ..., k79), the 80-bit secret key.
— kj, the round key bit generated at time ¢.
— 24, the keystream bit generated at time t.
— ¢}, the round constant at time ¢, generated by a counter.

2.1 Description of Sprout

Sprout adopts a structure similar to the Grain family of stream ciphers [1,10,11],
which consists of four parts, an 80-bit fixed key register, a 40-bit NFSR with a
linked 40-bit LFSR, and a counter register, depicted in Fig.1. Since storing a
fixed key requires less area size than realizing a register of the same length, it is
reported in [2] that the hardware area of Sprout is significantly less compared
to the existing lightweight stream ciphers.
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Fig. 1. Keystream generation of sprout
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Denote the feedback functions of the NFSR, the LFSR and the nonlinear filter
function by g, f and h respectively. There is a 9-bit counter register in Sprout, of
which the lower 7 bits are a modulo 80 counter, denoted by (¢, c?, ¢}, ¢}, cZ, et , c?)
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at time t. The 4-th LSB ¢} of the counter is employed in the keystream genera-
tion. It should be noted that, ¢} has a cycle of length 80, i.e., in each cycle, this
bit takes the values 0,0,...,01,1,...,10,0,...,01,1,...,10,0, ..., 0.

—— ——— —— ————

16 16 16 16 16

The 40-bit LFSR is updated recursively by f as ;440 = Iy ® lyys @ liy15 ©
li420 @ liy25 D li434. The NFSR is updated recursively by a non-linear feedback
function g as

Nirao = k{ © L ® ¢ ® g(N*)
=k ®l ®c; BNy B npy1s D Nut19 D Nytas B Nt
D niypaniqos O Neg3ni4s O NeyprNe48 © Nyr14N421 D Neg16Me+18
D Niy20Me+24 D Nig26Mt+32 D Nt 33N1436M1+37M04+38

D ngr10Me+11Me+12 D Ne27Me 430N 431 -
Let uy = liya @ li401 D li37 © nyyo @ nyg20 @ Nyq29, then

E 7 Fi(mod s0) - Ut, otherwise.

Given the internal state at time ¢, the keystream bit is generated as

zt = h(niga, live, Ligs, Lir10, Lets2, Ler17, leg1o, leg23, Meg3s) @ Lo @ (@ nt+i)7

i€A

where A = {1,6,15,17,23,28, 34}, and the filter function is

h(-) = nepaliye @ lpslivro @ leysalivrr ® ligroliros ® neqalipzomiyss.

During the key/IV setup phase, since the key is fixed, first load the IV in the
following way: n; = iv;,0 <1 < 39; [; = iv;440,0 < i <29 and [; = 1,30 < i <
38, l3g = 0. Then run the cipher 320 rounds as follows.

— the LFSR update function is changed to l;140 = 2z; & f(L?).
— the NFSR update function is changed to ns140 = 2z ® kj @ I, & ¢} & g(IVy).
— no keystream bit is generated.

After the initialization phase, the keystream generation phase starts and there
is no feedback keystream anymore.

2.2 A Model for Sprout-Like Stream Ciphers

There are three functions involved in the model: a non-linear function G(z),
a linear function F(z) and a non-linear filter function h(-).

The internal state of the model consists of the non-linear state N and the
linear state L. At each step, the function G(-) is applied to N and F(-) to
L, respectively. Besides, there may also be some other mixing procedure that
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xoring some bits of N into L, and vice versa. Further, the secret key is involved
in the non-linear state updating selectively by a function u(-). The output of the
current state is also computed as the xoring of the bits from both N and L and
a non-linear filter function A(-), which takes some input values from both N and
L, respectively. Some notations that will be used in the description are listed
here.

~ L' =[L§, LY, ..., L}, _,], the internal state of the linear component.
- Nt =[N¢, Nf, .. NIQ_ ], the internal state of the non-linear component.
—rLt={Lt L, . Lfyal }, a subset of L! and the linear part of u(-).

- rN* = {N}, ,Né27 ...,N(’;fag}7 a subset of N* and the non-linear part of u(-).
- pL" = {Lg,. Ly, - Ly, }, a subset of L' with the variables of the filter

function h(-) commg from the LFSR.
- pN' = {Nj,,Nj,, ...,Néw}, a subset of N* with the variables of the filter

function h(-) coming from the NFSR.

- qL' = {Lf , C,2,...,Lf,m1}, a subset of L' and the linear masking in the
keystream generatlon function
- gN'"={NL NI . } a subset of Nt and the non-linear masking in the

keystream generatlon functlon
—~ pgN* = pN* U g, the variables used in the keystream generation coming
from the NFSR.

The general framework is specified by the following items (we only focus on
the keystream generation phase).

1. Components

~ The linear component is L' = [L}, L, ..., L} _|] € F3', whose initial state
is denoted by LY. It is updated recursively as L!*! = F(L!). Without loss
of generality, we assume this process is invertible, and the inverse process is
Lt—l — F/(Lt)

— The non-linear component is Nt = [N§, N{, ...,le_l] € F2l2, whose initial
state is denoted by NU. It is updated recursively as

N = G(N' @ Ly (L") @ Lo(LY) @ u(rLt, rN?) - R(t, K) © C},

where G(-) is a (l,l2)-vectorial Boolean function, C; is a counter related
vector of length l5. Note that whether the key is involved in the state updat-
ing is dependent on the value of w(-). If u(rL*,rN*) = 1, the key will be
involved. Similarly, we assume this non-linear process is invertible, and the
inverse process is computed as

N =G (N'eLi(L' ) e Ly(L YoulrL ™ r N . R(t-1, K)®C; ;.

— A filter function h(-) from F3**"2 into F} is used as part of the output function
in the form h(pL',pN"), Wthh takes n; input values {Ly, , Lg,,, ..., Ly, } from

1) «2?

L' and ny input values {N§ , Nj , ..., an} from N, respectively.
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— A linear Boolean function I(-) from F3"* ™™ into F} is used as part of the out-

put function in the form I(¢L*, ¢N*), which takes m; input values {L! ,Lf ..,

ijm } from L* and my input values {N , N , ..., N£m2 } from N, respectively.

— An output function ¢(-) = I(-) @ h(-), which generates the keystream {z;};>0
based on the inputs taken from both L! and Nt ¢t =0,1, ...

2. Keystream Generation

The keystream {z; };>¢ is recursively generated as
2t = h(th7pNt) @ l(th7th)7 t= Oa 1a

Let U be the subspace of F3* and denote the dimension as dim(U), define
U:={a€ F":a¢U}U{0} as the complementary space of U. Now a coset
of the subspace U is represented by U, := a @ U,a € U, also called a flat. The
following definitions are needed in our model.

Definition 1. An m-variable Boolean function f is k-normal (resp. k-weakly
normal) if there exists a flat V. C Fi™ of dimension k such that f is constant
(resp. affine) on V.

For example, the 5-variable Boolean function h(:) in Grain-vl is 2-normal
and 3-weakly normal, and the 9-variable Boolean function A(-) in Sprout and
Grain-128a is 5-normal.

Next, we study a natural generalization of the above definition for vectorial
Boolean functions [5].

Definition 2. An (m, n)-function F: FJ* — F} is called k-normal if there
exists a flat V. C F3" of dimension k such that F is constant on V.

In our analysis, we investigate the k-normality of the augmented function defined
as follows.

Definition 3. For a (n1 + ns)-variable Boolean function h(pL',pN?'), the
(b4 f +1)-th augmented function of h, H®1) . pMi+M2 _, FQZH'f+1 is defined as
H®D(PLY, PNY) = (h(pL'™",pN'™"), ... h(pL', pN*), ... h(pL'* pN* 7)),

where b, f are two positive integers, and

‘ f .
PLY 2 UL, pL*, My 2 |PL < 3 [pL | =m(b+ f+1),
i=—b

, S ;
PN*2UL,pN* My 2PN < 55 [pN'] = na(b+ f + 1),
i=—b

3. Assumptions

— 3.1: there exists two positive integers b, f such that U{:_bqut” C Nt
for any ¢ > b. In this case, the output segment z;_s, ..., 21, ..., 245 can be
computed from the complete state (L*, N*) at time t.
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— 8.2: H®P) the (b+ f 4 1)-th augmented function of the filter function h, is
a k-normal Boolean function such that H®/) (zy, ..., z,) = 0°T/+1 when x; is
fixed for all j € £2, where 2 is a subset of [1, n] and 2| =n — k.

~ 3.3: there exists two positive integers d, e such that | J;__,7N'™* C N for any
t > d. In this case, u(rL!** rN'*%) i = —d,...,.—1,0,1,...,e can be computed
from the complete state (Lf, N*) at time ¢.

— 3.4: assume pgN*t*t1 ¢ Nt and pgNt+/+1 c N*+1 for any ¢t > b, meaning
that we cannot get pgN'T/*1 from the state (L*, N*). Note that the secret
key is incorporated in the non-linear state updating selectively, if we assume a
special state (Lf, N?) such that u(rL!,rN') = 0, N**1 can be computed from
(L', N*), thus we further get the output bit z¢y s41. Repeat this process for z
steps, i.e., we assume a special state (L, N') such that u(rL!™ rN'T%) =0
fori =0,1,...,2 — 1, then we get the output bits z¢4 41, ..., 2t4 f42-

— 3.5:assume rNitett ¢ Nt and rN*tetl ¢ N+ for any ¢t > d. For the above
special state (L!, N*) such that u(rL!*% rN'*%) = 0 for i = 0,1,...,2 — 1,
if z — 1 < e, we have only unknowns from (L!, N*); if x — 1 > e, then the
unknowns from N®*t!, N**2 will appear with some nonlinear equations
N+ = G(N' @ Ly (L)) @ Ly(LH) @ Cryj, j = 0,1, oz — € — 2.

~ 3.6: assume pgN*=*=1 ¢ Nt and pgN?=*=! ¢ N'~! for any t > b, which
means we cannot get pgN*~~1 from the state (L!, N*). If we assume a special
state (L!, N*) such that u(rL!=1,rN*=1) = 0, N*~! can be computed from
(Lt, Nt), thus we further get the output bit 2;_,_1. Repeat this process for y
steps, i.e., we assume a special state (L*, N*) such that u(rNt=7 rLt=7) =0
for j =1,...,y, then we get the output bits z;_p_1, ..., 2r—p—y-

— 3.7: assume rN*=94"1 ¢ Nt and rN*=¢=1 ¢ N*~! for any t > d. For the
above special state (L, N*) such that u(rL!=7 rN*=7) =0 for j = 1,...,y, if
y < d, we have only unknowns from (L!, N*); if y > d, then the unknowns
from N*~!, N*=2 ... will appear with some nonlinear equations N*—7—1 =
G'(N“ZI @ Ly(L 7)) e Ly L 7" HeCoj1,i=0,1,...,y —d — 1.

It is easy to check that the proposed model includes a number of primitives,
e.g., Sprout and the Grain family. For Grain family, the term u(rL¢, rN') = 0
for any time t. For Sprout, N = [ns, ng11, ..., nes30], Lt = [le, lis1, -, Ly 30, and
for any ¢, u(rLt, rNt) = l;14 ® ly 401 D ly137 D Nyto D nyra0 B nyro9. The positive
integers b, f,d,eare b=1, f =1, d =9, e = 10 respectively.

3 A TMD Tradeoff Attack Framework

In this section, we provide a systematic security analysis for Sprout-like stream
ciphers. A dedicated TMD tradeoff attack framework is developed for such
designs based on the k-normality of the augmented function.

The goal of cryptanalysis is to recover the internal state which has generated
a sample segment, and if possible, given the internal state, to further restore the
secret key. There are two phases in the framework: the pre-processing phase and
the processing phase. The offline pre-processing phase is performed only once
and is independent of the employed secret key and the keystream sample.
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3.1 Pre-Processing Phase

In the offline pre-processing phase, some tables are prepared which will be used
later in the processing phase. Given the parameters l1,ls and b, f, d, e, x, y, define
a two-dimensional counter array C = [Ci—_y, ..., Ci_1, Ct, Cii1, ..., Cii(w—1)], we
construct the State-Keystream pair tables as follows.

1. Under the assumptions in the model, construct a system of equations which
implies a “special” state (L, N*) satisfying the following conditions.
— (1.1) H®H(PLY, PN?) = 0Pt/+1 and I(¢L!, ¢Nt*+?) = 0, for i = —b, ...,
-1,0,1,..., f.
— (1.2) w(rL** rN**%) =0 for i = 0,1, ..., — 1, from which we can get the
output bits 24 f11,. 204 f1a-
— (1.3) u(rLt=9,yNt=9) = 0 for j = 1,...,y, from which we can get the output
bits z¢—p—1,. 0,2t —b—y-
2. Suppose Assumptions 3.2, 3.5 and 3.7 hold,

—ifx — 1 < e and y < d, the above system of equations has only unknowns
from the state (L, Nt).

—ifz—1 > eand y < d, the unknowns from N*t! N*+2 . will appear with
some non-linear equations:

NI+ G(NH—j ® Ll(Lt+j)) ® LQ(Lt+j) @ Ciyj, j=0,1,...,2 —e— 2.

Define another counter array C’' = [Cy, Cy1, ..., Ci4(z—e—2)]; note that the
round constant vectors in C’ are involved in these equations.

—ifz—1 < eandy > d, the unknowns from N*~!, N*=2 . will appear with
some nonlinear equations:

N7 =G(NTTe L (LT )8 Ly(LT T @Cg o, 5 =01, y—d—1.

Define counter array C’' = [Ci—(y—d), s Ct—2,Ct_1], the round constant

vectors in C’ are involved in these equations.
—ifx =1 > e and y > d, the unknowns from N'*!, N*+2  and N'7!,
N'=2,... will appear with some nonlinear equations:

Nt+yi+1 — G(Nt+j ) L1(Lt+j))_ @LQ(Lt+j) @CH»jvj =0,1,....,.0 —e— 2,
N7 =GN @ Ly (L") @ Ly (L7 " @ Crjo1,5 =0,1, 0,y —d — 1.

Define counter array C’ = [Ci—(y—ays -+ Ct—1,Ct, Cry1, s Cry (—c—2)], the
round constant vectors in C’ are involved in these equations.

3. For each possible counter array C’, solve the constructed system of equations
and get the special states (Lf, N*) satisfying 1 and 2. Memorize the special
state (L', N*) in the first column of a row in table Tg,, further for this state
and for each possible counter array C* = C\C’, get the corresponding (z +y)
output bits zi_p—_1, ..., Zt—p—y, Zt4+f+1, .-, Zt+f+2 and store them in the second

Y T
column as a sub-row in table Tg,.
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Remarks. Denote the number of rows (in the first column) of table Tg, as 27,
if r < x4y, we only need to store (z +y — r) output bits in the second column,
indexed by r-bit of the output. Next, let ZE*’”“) = [Zi—by s 2ty oy 2t f] €
FYT/H1 then an internal state satisfying the condition (1.1) implies Z§b+f+1) =
0°*T/+1. Further, for each counter array C’, N**1, . N*+® and N*=1 . N*=¥ can
be computed directly from a “special” state (L¢, N*) according to the non-linear
state updating function without involving the secret key.

3.2 Processing Phase

Now we discuss how to recover the internal state which has generated a sample
segment, and if possible, given the internal state, to further restore the secret
key. The following two propositions have provided us a direct way of key recovery
from an internal state candidate and some keystream bits.

Proposition 1. For a special state (L', N') satisfying the conditions (1.1) and
(1.2), N'*1 ... N'T% can be computed directly from the complete state (L', N?)
and the non-linear state updating function without involving the secret key.
Besides, if u(rL*t® rN'™®) = 1, we may get some secret key information
R(t+z, K) when the keystream bit zy1 j4511 is known. Further, more key infor-
mation R(t+x+j,K), j = 0,1, ... will probably be obtained when more keystream
bits ze4 f4atjt1, J = 0,1, ... are known.

Proof. The first half is clear from the condition (1.2).

For a special state (L*, Nt), if u(r L' r N**%) = 1, the secret key information
R(t + x, K) is incorporated into the updating of the non-linear part from N®*t®
to N*+*+1 One can check that the keystream bit z;yf4,+1 is dependent on
NtFe+l In a word, R(t + =z, K) is likely to affect (if u(rLit® rN'Te) = 1)
the keystream bit 2y f44241. Accordingly, we may obtain some key information
R(t + z, K) from 24 f141. This procedure can be repeated many times. O

Similar to the proof of Proposition 1, we have the following proposition.

Proposition 2. For a special state (L', N') satisfying the conditions (1.1) and
(1.8), N*=1,... N*=Y can be computed directly from the complete state (L*, N?)
and the non-linear state updating function without involving the secret key.
Besides, if u(rL'=Y=1,rN'=Y=1) = 1, we may get some key information R(t—y—
1, K) when the keystream bit z,_y_,_1 is known. Further, more key information
Rit—y—j,K), j=1,2,... will probably be obtained when more keystream bits
Zt—p—y—j, J = 1,2,... are known.

By utilizing the pre-computed tables and the given keystream sample, the
processing phase is carried out as follows.

The Internal State Recovery Algorithm. Given the parameters b, f, z,y,
the tables Tg,, and the keystream sample {z;};>0, the processing steps are as
follows.
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1. Search the keystream sequence {z:}: for the next non-considered block of
(b+ f+1) zeros. If there are no more blocks, output a flag that the algorithm
has failed.

2. For each detected block, compute the corresponding counter array C, C’ and
C* from the time ¢, compare the z-bit segment of the keystream subsequent
to the block and y-bit segment prior to the block with the memorized (x4 y)-
bit segments in the second column (sub-row is indexed by C*) of the table
Te/, and do the following:

— If the matching does not exist, go the processing Step 1.
— If the (x 4+ y)-bit output segment matches with a segment in table Tg,, go
to Step 3.

3. Read the corresponding state, and if appropriate, recover (part of) the secret
key according to Propositions 1 and 2 from this state and more keystream
bits.

3.3 Complexity Analysis

In the Sprout-like model, the keystream bit is generated as z; = h(pL',pN*) @
I(gLt,qN*). For the (b, f) derived from Assumption 3.3, we define a flat V(®-f)
of dimension dim (V1)) such that H®F) = 0*+/+1 over it. i.e.,

v = (Lt Nty HOD(PLE PNY) = 00+ 41

We have the following lemma which is closely related to the time complexity of
processing (table look-ups) of our proposed algorithm.

Lemma 1. Suppose Pr[u(-) = 0] = p, assume all the events in (1.1),(1.2) and
(1.8) are independent, then the probability that an internal state (L', N') is a
special state satisfying the conditions (1.1), (1.2) and (1.8) simultaneously when

the keystream segment Z§b+f+1) — Qb+ g

1
, ; b+f+1 b
Pr [(Lt7 N') is a special state‘ ZE =+ — ¢ +f+1} = Shth_dm(VeD) P,

where V1) is a flat such that H®F) = 0¥+ oper it.

. P (b+f+1)
Proof. For any internal state (L', N*) and keystream segment Z; , the
underlying assumptions directly imply the following:

1 1

t ty 5 ; _ +1
Pr [(L ,N*') is a special state} = STL ) | pttY

and Pr {Z§b+f+1) _ 0b+f+1} — 9= (+/+1) and

Pr [Z§b+f+1) = 0b+f+1‘ (L', N') is a special state} =1.
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On the other hand,

Pr {(Lt, N*t) is a special state] Z§b+f+1) — b+SHL

Pr[(Lt,Nt) is a special state]-Pr{Z£b+f+l):0b+f+1 ’(Lt,N") is a special state]

Pr[Z§b+f+l)=0b+f+l]
-1 prty
9l1+lg—dim(V (8 £)) p
which yields the statement of the lemma. O

Theorem 1. Suppose V1) is a flat such that H®P) = 0°+F+1 over it, then the
completzities of the proposed generic algorithm for cryptanalysis are as follows:

(1) The processing data complexity is D = Qlitlz—dim(V D) gbtf+1 ) —(wty)

(2) The expected space complexity in the pre-processing phase is proportional
to the sum of number of rows in each table Tg,.

(8) The processing (table look-ups) time complexity is proportional to
211+l2—dim(V<b’f)) . p—(x+y).

(4) The pre-processing time complexity is equivalent to the workload for solv-
ing the system of equations constructed.

Proof. The data complexity is determined by the probability that an internal
state is a special state satisfying conditions (1.1), (1.2) and (1.3) simultane-
ously in the pre-processing phase, which is given in the proof of Lemma 1 as
9= (i +la—dim(V®9)) o9—(b+f+1) . p*+Y. Thus we have D = 9l1+la—dim(V*9)
Qb+ f+1 . p=(aty)

For each possible counter array C’, we have constructed the corresponding
table Ta/, thus the estimated space complexity is proportional to the sum of
number of rows in each table Tg,.

In the processing phase, the expected number of table look-ups depends on
the probability that an internal state (L', N') is a special state satisfying the
conditions (1.1), (1.2) and (1.3) simultaneously when the keystream segment
Z,Eb+f+1) = 0+f+1 which is given in Lemma 1 as 2~ (1tla—dim(V®D) poty,
Thus the number of table look-ups is 2i+2=dim(V" D) =(aty),

The pre-processing time complexity is determined by the workload for solving
the system of equations constructed. O

4 Cryptanalysis of Sprout

In this section, we apply the framework proposed in Sect.3 to Sprout with the
comparisons to the previous relevant attacks.

4.1 Fitting into the Model

Sprout fits into the model with the parameters [; = I, = 40, which are the length
of LFSR and NFSR respectively. The keystream bit z; at time ¢ is generated as

2t = h(Nigas lves leysy ler10, lesa, lepir, Lo, leos, My as)
®li430 D 11 D Nyg6 D Nyr15 D Nyyp17 D Nygo3 D Nyqo8 B My 34,
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where h(-) = neqalipe @ lpslip1o @ leysalir17 ® lipioliyos ® neqalipomniyss.

As described in Sect. 2, whether the secret key is involved in the NFSR state
updating is determined by the value u; = l;14PBli121 Plit37 PN 9PN 420P N1 29,
to fit in the model, we have L' = {l; 14,1121, li137}, TN = {ns 19, Nt 120, Nt r20}
and the two parameters d = 9, e = 10 such that Ug_g rNt+ C Nt

Let th = {lt+67 Livss lir10s lir17, leg19, legas, lt+32}, pNt = {nt+47 nt+38}7
gL' = {li30}, and gN* = {nyq1, Mt Ne415, Ne417, Ne423, Ney28, N34 - From
this we have b =1, f = 1 to fit into the Sprout-like model. Given (b, ) = (1,1),

HYD(PLYPNY) = (h(pL'™" pN'™h), h(pL, pN*), h(pL*! pN*+1) |

where PL! = Lf5,11] ULf16,20] ULf22’24] ULf31’33] and PN! = N[t3’5] U]\f[tgzgg]7 thus
H®D (1) is a (24, 3)-vectorial Boolean function.

Suppose nyyr3 = ngrs = nNgyrs = 0, by a computer computation, there
are 12096(> 2!3) possible values for the following 16-bit of LFSR such that

HOD () = 0%

t
P = [lt+7lt+81t+91t+10‘|lt+1llt+161t+17lt+18

[le-+10le+20li422li123] | le2ali431 L3200 4.33] © L

For example, P! = 0x0000,0x8000,0x4000,0xc000,... when denoted by
hexadecimal digits. We denote all the 12096(> 2!3) values of P! as a1, as, as,
a4,...,a12096 Such that a; = 0x0000, as = 0x8000, ag = 0x4000, a4 = 0xc000,...
respectively.

For Sprout, we will use 23 flats defined as follows:

Vi ={(L',N*): P' =a; and ny; = 0,5 = 3,4,5}, i = 1,...,2"°

Note that in each V;, 19 bits of (L*, N*) are fixed, then each V; has a dimension
of dim(V;) = 61 , and HMD () = 0% over V. Further we define a flat V as

V= U?:l V;. Thus the dimension of V' is dim (V') = 74.

4.2 Cryptanalysis

We first discuss how to construct tables that will be used in the processing phase.

Pre-processing Phase. Given the parameters z, y and do the following:

1. Define a counter array as C = [c}_,,...,c}_j, ¢}, ctyq, ...,cf+(z_1)] of size |C| =
x + y. For an internal state (L', N*) such that n;43 = ny1q = nyy5 = 0 (thus
there are 77 unknowns), construct a system of equations which implies a state
(L, N*) satisfying the following conditions.

— (a). l(gL* gNt**) = 0, for i = —1,0, 1.

= (b). ugy; = 0 for i = 0,1,...,z — 1, from which we can get the output
bits 2¢19,...,2t4e+1 (Suppose the round constants cf,cfﬂ, ...,c§+($71) are
known).
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- (¢). w—j = 0 for j = 1,...,y, from which we can get the output bits
Zi—2,..,Zt—y—1 (suppose the round constants cf_l,cf_Q,...,cf_y are
known).

2. We discuss it in the following situations:
— Case 1: If < 11 and y < 9, we have the corresponding system of (3 +

x + y) linear equations with only 77 unknowns from the state (Lf, N*): 40
unknowns from L! and 37 unknowns from N?.
livsotrk © (Bicp netivr) =0,k =—1,0,1
litati © lig2145 O letsrri © Netoti © Neg204i O Negoo4s =0, =0,1,...,2 —1
ltya—j @ lig21—5 ®legar—j D neqo—j @ neyoo—j Dngyoo—; =0,5=1,...,y

— Case 2: If x > 12 and y < 9, in addition to the 77 unknowns from
the state (L', N*), the unknowns 7440, ¢441,-.-,Re+404(2—12) Will appear
with some non-linear equations. Thus we obtain a system of equations
with (66 4+ x) unknowns, and (2z 4+ y — 8) equations ((3 + x + y) linear
equations and (z — 11) non-linear equations). Define another counter array

I 14 A 4 : no_
C" = [e, i1y s Gy (poiz)) Of size |C'] = z — 11, note that the round
constants in C’ are involved in this system.
legsoyk ® (Dyeq netivr) =0,k =—1,0,1
ltpati D leg214i @ lepsrri @ nepoti D net2044 D Neq2044 =0,i=0,1,..., 2 —1
ltya—j @ligo1—j ®ligar—j D neqo—j @ neyoo—j Dnggoo—; =0,7=1,...,y
Nita04+m DB litm D cf+m @ g(N*T™) =0,m =0,1,...,x — 12 (non — linear)

— Case 3: If ¢ < 11 and y > 10, in addition to the 77 unknowns from the
state (L, N*), the unknowns n;_1, Ng—2,--N¢—(y—9) Will appear with some
non-linear equations. Thus we obtain a system of equations with (68 + y)
unknowns, and (z+2y—6) equations ((3+z+y) linear equations and (y—9)
non-linear equations). Define C' = [cff(yfg), ey 4] of size |C'| =y — 9,
the round constants in C” are involved in this system.

Ligsoyk @ (D;eq netivr) =0,k =—1,0,1

litati © li42145 O letsri © Netoti © Net204+i O Nep204: =0, =0,1,...,2 —1
liga—j @ ligo1—5 ®legar—j ®neqo—j B neyoo—j Bnegoo—; =0,7=1,...,y
Nt—n Dli—n ® C‘:_n DG (N Y =0,n=1,...,y — 9 (non — linear)

— Case 4: If £ > 12 and y > 10, in addition to the 77 unknowns from
the state (L', N'), the unknowns n¢440, Met41,-- a0+ (z—12) and ng_1,
N2,y (y—g) Will appear with some non-linear equations. Thus we
obtain a system of equations with (57+2x+y) unknowns, and (2z+2y— 17)
equations ((3+x+y) linear equations and (z+y—20) non-linear equations).

r_ 1A 4 4 A4 4 : 1"
Define C" = [¢;_(, gy, Ct_15Cps Cry1s s Cpp (p—12)) OF size |C7] = z+y—20,
the round constants in C” are involved in the system.
legsosk (Bieaniqitr) =0,k=—1,0,1
litati @ li421+5 D letsri © Netoti © Net204+i O Nep204s =0, =0,1,...,2 —1
liga—j ®ligo1—5 ®ligar—j D neqo—j @ neyoo—j Dngyoo—; =0,7=1,...,y

Nt+40+m D legm D Cf_,_m D g(N"T™) =0,m=0,1,...,x — 12 (non — linear)
Npen Dl @i, ®g (N =0,n=1,...,y — 9 (non — linear)

3. For each possible counter array C’, solve the constructed system of equations.
Observe that all the round constants in C’ are added to the system linearly,
by guessing at most 274~ (#+¥) appropriate unknowns we can solve the system
and get 274~ (=+¥) solutions (L, N*) for each possible counter array C'.
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4. For each possible counter array C’, check each of the 274~ (=+¥) golutions
(L, NY). If (L', Nt) € V;, ie.,, Pt = a; for any i = 1,2,...,213, store the
61-bit (L**, N**) in the first column of a row in table T¢v ;, where L** = LY\ P
and N** = Nt\{nt+37 N¢t4,Nets5 - Further for this state and for each possible
round constants of C* = C\C’, get the corresponding (x + y) output bits
(Ztmy—1s -oer Z1—25 21425 -, Zt+o+1) and put them in the second column as a

sub-row in table Tcr ;. Thus there are expected 2°¥7%7% rows in the first

58—z —y ., Count(|C|) :
column and 2 X Gouniic7fy YoWs in the second column, where Count(n)

represents the number of all the possible counter arrays of size n.

We list in Table1 the number of all the possible counter arrays Count(n) of
size n.

Table 1. The size of the counter array n and the number Count(n) for all the possible
counter arrays

n 6 |7 8 |9 1011]12|13/14|15|16 |17
Count(n) 1214|1618 20|22 24 |26|28 30|32|33
n 1819|2021 /22 |23|24 2526|2728 29
Count(n) | 35|37 39|41|43|45|47|49 51|53 |55 |57
n 3031|3233 34(35|36 3738|3940 41
Count(n) |59 61 63646566 67|68|69|70|71|72
n 4214314414546 |47 48149 |50 |51 52|53
Count(n) |73 747576 | 77|78 79|80|80|80|80|80

Remarks. First, it can be seen that, the necessary and sufficient condition for a
state (L, N*) to be a “special” state is that (L*, N*) € V and the conditions (a),
(b) and (c) hold. Second, for each possible counter array C, 1440,/ 440+ (z—1)
and ny_1,...,nt—y can be computed directly from a special state (L*, N*) accord-
ing to the state updating of NFSR without involving the key information. Third,
denote the number of rows (in the first column) of table T ; as 27, if r; < z+vy,
we only need to store (z + y — r;) output bits in the second column, indexed
by 7;-bit of the output. Finally, in the pre-processing phase, we have obtained

Count(|C']) x 2'3 tables T¢r ;, each having 2°8~%=% rows in the first column to

958—z—y Count(|C|)

Count(lC7]) TOWS in the second column to

store “special” states and
store the corresponding output bits.

Lemma 2. The probability that an internal state (L', N') is a special state
( such that (L', N') € V and the conditions (a), (b) and (c) hold) when the

keystream segment ZEB) = 02 is given by the following:

Pr [(Lt7 N')is a special state] 7 = 03} = o~ (6+zty)

Proof. For any internal state (L', N*) and keystream segment Z§3), the under-
lying assumptions directly imply the following:
1 1
t ty\ . _ _ o—(94=xz+
Pr[(L', N') is a special state] = 305 30—dim(V) < 3ty = 2~ ( v),
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and Pr {Zf') - 03} =273 and

Pr [Zf”) = 03‘ (L', N*") is a special state} =1
On the other hand,

. . 3
Pr [(L’f7 NY) is a special state| Z\¥ = 03}
Pr[(Lt,Nt) is a special state} XPr[ZE?’):Os‘(Lt’,N”) is a special state]
N Pr|2(¥ =0|

— 9—(6+z+y)
which yields the statement of the lemma. O

Next, we will present a State Checking and Key Recovery Mechanism specified
for Sprout, by which we have the opportunity to check whether a state candidate
is correct, and if so, further recover the key for a correct guess.

State Checking and Key Recovery Mechanism. For a state candidate at
time ¢, L' = [l;,li41, -y li39], N = [n4,n441, .., Ny 30], create an 80-bit vector
K for the possible values associated with it:

1. Compute the value of n;_1 given by the keystream bit z;_o asn;_1 = z;_o @
B(niy2, liva, live, lits, Lo, lia1s, lgr, Lo, nesss) @ lipos D (B ar nevi-2)
where A" = {6,15,17,23,28,34}. And compute l;_; by the LFSR updating
equation as lt—l = lt+39 D lt+33 ©® lt+24 ©® lt+19 S lt+14 S lt+4, and deduce
from ny_1, {;—1 the value k;_; by the NFSR updating equation as k;_; =
Nipso ® ¢ty @ L1 ®g(N'"™).

2. Compute the value of w1 = l;43 ® ly 120 D li136 D Ne48 D Neq19 @ Neg28 and
combine it with the value of k}_; obtained in Step 1:

— ifu—qy=0and kj_; =0,set t — ¢t —1 and go back to Step 1.

— ifu;—; =0 and k;_; =1, there is a contradiction, conclude that this guess
for state is not correct and stop.

— ifug—1 = 1and kj_; =0, check if k;_1) mod 8o has already been set in K.
If no, set it to 0. Set t — ¢t — 1 and go back to Step 1. Else, if there is a
contradiction, conclude that this guess for state is not correct and stop.

—ifusy =1and ki ; =1, check if k(;_1) moa so has already been set in K.
If no, set it to 1. Set t — ¢ — 1 and go back to Step 1. Else, if there is a
contradiction, conclude that this guess for state is not correct and stop.

Similar to the statements in [8], the probability that a state candidate survives
for 2r clocks is 27". On average for each 2 clocks, half of the possible guesses will
be eliminated. For 2° candidate states, the average number of clocks for each

elimination is
S

L2 x 2570 1
ZT:;T’A%LL

=0

We can conclude that 4 clocks of output is enough for checking the validity of a
candidate state and the recovery of the key bits for each candidate.
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Next we illustrate the algorithm for the internal state and key recovery in
the processing phase.

Processing Phase. Given the parameter z, y, the corresponding Count(]C’|) x
213 tables T ; and the given keystream sample {z;}+>0, the processing steps
are as follows:

1. Search the keystream sequence {z:}; for the next non-considered block of 3
zeros. If there are no more blocks, output a flag that the algorithm has failed
to recover the key.

2. For each detected block, compute the corresponding counter array C', C’ and
C* from the time t. For i = 1,...,2!3, compare the z-bit segment of the
keystream subsequent to the block and y-bit segment prior to the block with
the memorized (x + y)-bit segments in the second column (sub-row is indexed
by C*) of the table T¢r ;, and do the following:

— If the matching does not exist, go to the processing Step 1.
— If the (z + y)-bit sample segments match with a segment in table T 4, go
to Step 3.

3. Read the corresponding state, check whether it is a correct state or not and
recover the secret key by the State Checking and Key Recovery Mechanism
stated above. If this state survives, recover and output the key, else go to
Step 1.

Theorem 2. For two positive integers x,y, the dedicated TMD tradeoff on
Sprout has complexities as follows: (1) The data complezity for the processing is
D = 29%=%Y. (2) The expected memory M (-bit) of pre-processing is computed as
follows:

Count(|C’])

Count(|C"]) x 27177V x [61 + S2ntloen) . (95 4 2y — 58)] L if o4y > 30.

{ Count(|C"|) x 27727 x [61+ S2Gtud - (o + )], if @ +y < 30,

(3) The time complexity of processing is 279-66==Y Sprout encryptions along
with 27°Y table look-ups. (4) The time complexity of pre-processing is propor-
tional to 274777V,

Proof. The data complexity is determined by the probability that an internal
state (L, Nt) is a special state (such that (L', N*) € V and the conditions (a),
(b) and (c¢) hold), which is given in the proof of Lemma 2 as 2~ (O+#+¥) Thus
we have D = 29+z+y,

As for the memory, we need Count(|C’|) x 213 tables T¢r;, each having
258=2=Y 1ows in the first column to store 61-bit “special” states (3+16=19-bit

are fixed for each table) and 2°8-%=¥ x gg#t((‘lg,l‘)) rows in the second column

to store the corresponding output bits. If x + y < 30, each row in the second
column contains (x+y) output bits; if x +y > 30, each row in the second column
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contains 2(z + y) — 58 output bits, indexed by 58 — x — y bits of the output.
Hence the memory M (-bit) is computed as follows:

Count(|C’])

Count(|C"]) x 2'3 x 2%8727¥ x |61 + %m (2 + 2y — 58)] , otherwise.

{count(c’) x 213 x 938—z—y  |g1 4 Count(ety) (a:—l—y)] Lif x4y < 30,

In the processing phase, the expected number of table look-ups is determined
by the probability that an internal state (L', N?) is a special state when the
keystream segment Z,Eg) = 0, which is given in Lemma 2 as 2~ (6+2+%) Thus
the number of table look-ups is 267#+¥, For each (z + y)-bit keystream bits,
we have 2712(=+¥) gtate candidates producing the output. As stated before, 4
more clocks of output is enough for checking the validity of the state and the
recovery of the key bits for each candidate. In total, the time complexity is
20ty 5 9T1=2(z+y) 4 = 279-2=¥ which is equivalent to 27937217y = 270.66—z—y
Sprout encryptions.

The pre-processing time complexity is equivalent to solving the constructed
system of equations. We see that by guessing at most 274~ (#+¥) appropriate
unknowns we can solve the system for each possible counter array C’. As the
counter values are added to the systems linearly, we can do the Gauss elimination
only once to store separate tables for each of the Count(|C’|) counter arrays. O

4.3 Detailed Workload for x = 16, y = 15

We now focus on the workload to solve the system of equations for z = 16,
y = 15. For a state (L', N'), let nyy; = 0,5 = 3,4,5 and define N** =
N\{ni13,n114, 7445} We need to solve the following systems of equations,
which amounts to 34 linear equations, 11 non-linear equations and 88 unknowns
LY N Ny g 40,0441 5oy T4 44T 1,2 e TV

1:liyo9 ®nt @ Mypys D g1 Dngrie B neg2z  nygar Bnggzz =0
2: 14430 DNyt Dngre Dnpr1s B ngr1r @ nyg23 @ Nygag Bnggza =0
311431 Dnyg2 DNpgr D Nyy16 D ner18 D Nygo4 B Nyyo9 D ngyzs =0
4:up 15 =111 Dliy6 D liyoo BPng6 Dnygps Dngr14 =0

S5:up 14 =1l 10D liy7 D liyo3 Bng_5Bnyi6 D ngyr15 =0

18t us—1 = 1143 D liy20 D li 436 D Niy8 O Nypy19 D Ny =0

19 :up = liya D lig21 B lig37 D nyyo D Nyqo0 D Nyq9 = 0

20 :upr1 = liys5 D liyoo D lig38 Dnyg10 © Nyyo1 Dngyzo =0

34 w15 = li119 D liy36 B lirs2 D Nyqo4 © Mypy35 D Nyyaq =0
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35 nipa0 B L ® @ g(N?) =0

36 1 nipa1 @l @ cfyy ©g(NTH) =0
39 :ni44a Dligs @ C?+4 ©g(N"*) =0
40:ni @l ®cf_ @g' (N =0
41 :np o P l_o P 0?72 @ g/(Ntil) =0

45 :ny_¢®li_6 Dt gD g (N5 =0

In the following part, L is treated as a column vector of size 40. First of all, we
choose the 40 equations numbered by 1,2,...,34 and 40,41,...,45 from the above
systems to represent L! by the unknowns N*! my 40,1441, 0 444,10 —1,70—2, ...,
ne_g as M - L = v, where M is the 40 x 40 coefficient matrix of L?, and v is a
column vector of size 40, and

M- L' = [li120, li430, le+31, l—11 D lite ® L2, ..o

li+19 @ liy36 © ligs, le—1, 0y lt—fﬂTv
and

v = [Diept+i-1, DiepMiris DicpNetit1, M—6 © Neys © Npg1d, oy
1 (ATt 4 I ¢ ATt—5\1T
Nig24 D Nig3s S Negaa, i1 D 1 DG (NY),..,ni_6 @i @ g (NT2)]".

We have checked that rank(M) = 39. Take [; as a free variable, we obtain an
invertible coefficient matrix of size 39 x 39. Let L'* = L*\{l;}, then each variable
in L'* can be uniquely represented as linear combinations of N*¢,n;\ 40,n¢441,...,
Ngtdd,N—1,¢—2,---,N¢—¢ and [, together with 1 non-linear equation with these
unknowns. Plugging in the values lyy1,l¢42,li+3,li+4 in equations numbered by
36,...,39, we get a system with 6 non-linear equations and 49 unknowns N*¢,n; | 40,
Nt gl gy V444,01, — 25+, —5 and [;. Define a set GUESS = {nH_j 1] € S} of
size 33, where

S =1{-1,0,1,3,4,6,7,9,11,12, 13,15, 16, 17, 19, 20, 21,
23,24, 25,26, 28,30, 31, 32, 33, 34, 35, 36, 37, 39, 40, 41}..

By guessing the 33 unknowns in the set GUESS,

~ If ngp9 = 0, we come up with 23? systems with 6 linear equations and 16

unknowns; For each of these systems, we do the Gauss elimination once by
choosing an invertible coefficient matrix of 6 x 6. The systems can be solved
with 232 x (63 + 210) = 24227 hasic operations.

— If ngp9 = 1, we further guess niys, thus we get systems with 6 linear
equations and 15 unknowns. Similarly, the systems can be solved with 233 x
(6% + 29) = 24251 hasic operations.

233

In total, the pre-computation is approximately 243-39 basic operations.

We list in Table 2 more instances that illustrate the complexities of the TMD
tradeoff attacks on Sprout. The Comparison of our TMD tradeoff attacks with
the previous ones in [8] and [12] are presented in Table 3. With carefully chosen
attack parameters, our method is at least 220 times faster than the attack in
[12], 219 times faster than the attack in [8] with much less memory.
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Table 2. The complexity issues of the attack on Sprout

z,y | Count(z +y) | Data | Memory(-bit),(TB) | Time | Pre-computation
16,14 | 59 239 | 25139 hit 336 TB | 24066 | 944.03
16,15 | 61 210 | 95063 iy 198 TB | 239-66 | 94339
17,15 63 241 124985 it 115 TB | 238:66 | 943.81
17,16 | 64 942 249‘03—bit, 65 TB 937.66 | 945.36
18,16 65 243 248‘20-bit, 36 TB 236.66 247.09

Table 3. Comparison of our time/memory/data Tradeoff attacks with the previous
ones

Attack | Data | Memory(-bit),(TB) Time | Pre-computation
[12] 112 | > 2°*3%-bit, > 639 TB | 20050 | 26557
8] 210 95238 hit 770 TR 93066 | 954.29
8] 241 | 25264 it 399 TB 929.66 | - 956.70
8] 212 | 925069 pit 207 TB 28.66 | -, 959.07
8] 213 | 91974 hit 108 TB 92766 |~ 961.42
ours | 2% | 251391t 336 TB 040.66 | 544.03
ours |20 25063 hit 198 TB 039.66 | 543.39
ours | 2% | 29851 115 TB 938.66 | 543.81
ours |22 |2%9031i 65 TB 937.66 | 545.36
ours |2 | 218201t 36 TB 936.66 | 947.09

5 Practical Implementation

To verify the validity of our attack, we experimentally test it on a reduced cipher
with similar structure and properties as Sprout. In general, the simulation results
match well with the theoretical estimates.

5.1 The Reduced Version of Sprout

Similarly, there is an 8-bit counter register, of which the lower 6 bits are a
modulo 40 counter, denoted by (¢?, ¢}, ¢}, c?, ct,c)) at a given round ¢. The 3-th
LSB ¢ of the counter is employed in the keystream generation. It should be
noted that, ¢} has a cycle of length 40, i.e., in each cycle, this bit takes the
values 0,0, ...,01,1,...,10,0,...,01,1,...,10,0,...,0.
8 8 8 8 8

The reduced version of Sprout uses a 20-bit LFSR and a 20-bit NFSR. At
time ¢, the LFSR state is L' = [l;,l;41, ..., l1+10], and it is updated recursively
by f as lt+20 =1 P lt+1 D lt+14 D lt+15 D lt+16 D lt+19. The NFSR state Nt =
[g, ngg1, ..oy Net19] is updated recursively by a nonlinear feedback function g as
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3 t
Nito0 = ki D c; Dl ® g(N”)
3
=ki ®c; Dl ®ne D niey1s D Neg1s D Neg17 D Net10
D Nit2Nt+5 D Ne43Ne+7 D Ne+-8MNt+9 D Net1Me+14 D Ner16Ne+18 D Ner6MNe+12

D Ne4+13Mt+16Mt+17M¢+18 D Ne+10Me+11Me+12 D NpHaNer7Ne4+11-
Let u; be ug = lip1 @ lia @ lyg17 D npqa D nyp10 © Nyg14, then

o — L ke 0<1<39
" 1 Kt(moa 40) - ut, otherwise

Given the internal state at time ¢, the keystream bit z; is generated as

2zt = h(niya, liye, lits, Let10s lev12, le17, Le10, L, ner18) @ liv10 D (@ nt+i) ,
k3

€A

where A = {1,3,6,15,17}, and the filter function h(-) is defined as

h(-) = nyyalire ® lisslizro ® lir12lis17 ® Livroliys B muyalip12ni41s.

During the key/IV setup phase, since the key is fixed, first load the IV in
the following way: n; = iv;,0 < i < 19; l; = (v420,0 <i <14 and l; = 1,15 <
i < 18, l;9 = 0. Then run the cipher 160 rounds as follows.

— the LFSR update function is changed to l; 120 = 2: @ f(L?).
— the NFSR update function is changed to nyi20 = 2z ® kj & l; & ¢} & g(Ny).
— no keystream bit is generated.

After the initialization phase, the keystream generation phase starts and there
is no feedback keystream anymore.

5.2 Attack Process

Suppose li14 = 0, ngp3 = ngpqa = nges = 0, by a computer computation,
there are 1728(> 219) possible values for the following 13-bit of LFSR such
that HD (1) is 0 (€ F3).

P' = [leso|[ligslirrlirslivolllirioler11lr12lir1s]|lirr6lr17ler18ler19) C LY.

For example, P! = 0x0000,0x0001,... We denote all the 1728 values of P?
as ai,as,...,a1024,..-,a1728, where the first 1024 values are a; = 0x0000, as =
0x0001,...,a1024 = Oxl1bal. For convenience, several notations are defined as
follows:

— L*t = Lt\({lt+4} U Pt) Of 6—blt
_ N*t — Nt\{nt+3,nt+4,nt+5} of 17-bit.
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— Define C = [¢}_,...,¢}_1,¢}, ¢} 1, ..., ¢} 5] of length 11, the employed counter
array. There are 21 different counter arrays, denoted by hexadecimal numbers,
they are

0x007, 0x00£, 0x01f, 0x03f, 0x07£, 0xOff, Ox1fe,
0x3fc, 0x7£8, 0x7£0, 0x7e0, 0x7c0, 0x780, 0x700,
0x601, 0x403, 0x600, 0x400, 0x000, 0x001, 0x003,

— Define C" = [¢}_,] of length 1, and C* = [¢}_5,....,c}_5, ¢}, ¢} q, ..., ¢} 5] of
length 10. There are 2 different values for C’, denoted as ¢} = 0x0, ¢, = 0x1.
If ¢} ; = 0x0, there are 13 different values for C*, they are 0x007, 0x00f,
0x01f,0x03f,0x3¢0,0x380,0x301,0x203,0x300,0x200,0x000,0x001,0x003; If
¢}, = 0x1, there are 8 different values for C*, they are 0x03f,0x07f,0x0fe,
0x1£c,0x3£8,0x3£0,0x3e0,0x3c0.

Pre-processing Phase. For any state (L', N'), suppose l;14 = 0, ni3 =
ngra = ngys = 0. In the pre-processing phase, we construct 2 x 29 tables
Tc;u,ai indexed with ¢; and a;, for ¢j = 0x0, ¢j = 0x1 and a; = 0x0000, az =
0x0001,...,a1024 = Oxibal. In Table Ty ,,, 23-bit (L**, N**) are stored in the
first column of a row such that

P! = [leyo||leslesrlesslivo|[lerrolesilesiolevas| [leyroleirlerislesio] = ag

lt410+i D Neg14i D Neg3+i B Neg6+i B Net15+5 B Ner174s = 0,7 = —1,0,1

g = lep14j O livar; © Lip1745 © nerats © nepr045 ® neg1a45 = 0,7 =0,1,...,5
Ut = leg1- 1 D liga—r D lig17—k D Ntga—r DNey10-k DNey1a—r =0,k =1,2,...,5
-1 D li—1 B ct_1 @ g (N') = 0 (non — linear)

Similarly, we can solve all the systems by choosing a set of unknowns as
GUESS = {n¢, n¢41, Mi465 Me47, Ne4105 M4 11, Me415, Ne 416, M 17) With approxi-
mately 223 basic operations. Besides, for each (c},ai) pair, there are expected
29 solutions, we store the 23-bit (L*!, N*!) of the internal state (4+13=17-
bit are fixed for each table) in the first column of a row in table Tc;,ai.
Further for this state and for each possible round constants C*, get the cor-
responding 11-bit output (z;—g, ..., 2t—2, 2t42, ..., 2t+7) and put them in the sec-
ond column as a sub-row indexed by C*. The number of sub-row is 13 for
¢y = 0x0, while the number is 8 for ¢, = 0x1. In total, the memory needed
is M = 219 x 29 x (23 + 11 x 13) + 219 x 29 x (23 + 11 x 8) ~ 2%27-L.bit, i.e.,
17.3 MB!.

Next, we present the State Checking and Key Recovery Mechanism specified
for the reduced version of Sprout, which is similar to the one stated for Sprout.

State Checking and Key Recovery Mechanism. For a candidate state at
time t, L' = [ly,ly11, oy liv10], NE = [, 411, ..., nes19], create a 40-bit vector
K for the possible values associated with it:

! Since each table is expected to have 2° rows, we can only store 2 output bits in the
second column of each row, indexed by 9 bits of the output. Thus, the memory can
be reduced to 2'° x 2% x (23 + 2 x 13) +2'% x 2% x (23 + 2 x 8) ~ 2%5-46.bit, i.c.,
5.5 MB.
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Compute the value of n;_1 given by the keystream bit z;_o as ng_1 = 2o ®
h(niy2, liva, live, ligs, L0, les1s, L7, lev1, negi6) @ liys @ (Biear nevi-z)
where A" = {3,6,15,17}. And compute [;_; by the LFSR updating equation
as ly_1 = ly119 D liy18 D ly115 D liy14 D li113 D1y, and deduce from ny_y, [
the value k;_; by the NFSR updating equation as k} _; = ny119®cp_ Bli_1D
gN*).

Compute the value of uz—1 = Iy B liy3 B lip16 B Nets © Nepo B N1z and

combine it with the value of k;_; obtained in Step 1:

— ifu—y=0and kjf_ ; =0,set t —t—1 and go back to Step 1.

— ifu;—1 =0 and k;_; =1, there is a contradiction, conclude that this guess
for state is not correct and stop.

— ifug—1 = 1and kj_; = 0, check if k;_1) mod 40 has already been set in K.
If no, set it to 0. Set t — ¢ — 1 and go back to Step 1. Else, if there is a
contradiction, conclude that this guess for state is not correct and stop.

—ifu1 =1and kf ; =1, check if k(;_1) moa 40 has already been set in K.
If no, set it to 1. Set t — ¢ — 1 and go back to Step 1. Else, if there is a
contradiction, conclude that this guess for state is not correct and stop.

By utilizing the pre-computed tables and the given keystream sample, the
processing phase is carried out as follows.

The Internal State Recovery Algorithm. Given the 2 x 20 tables Ter as

and the keystream sample {z;};>¢ having at least

221 sample segments, the

processing steps are as follows:

1.

Search the keystream sequence {z;};>¢ for the next non-considered block of
3 zeros, i.e., zt_12:z¢+1 = 000. If there are no more blocks, output a flag that
the algorithm has failed.

For each detected block, compute the corresponding ¢’ = [c¢}_,] 2 ¢ and

C* =1[c}_5, . ¢} o, ¢ ¢y, ] 2 ¢ from the time t. For a1 = 0x0000,

as = 0x0001,...,a1024 = Oxlbal, compare (z;i22i+3...2t47) after the zero-

segment and (z;—2¢—5...2¢—2) before the zero-segment with the memorized

11-bit segments in the second column of a sub-row indexed by c¢* from the

tables Ty 4,, and do the following:

— If the matching does not exist, go to the processing Step 1.

— If the 11-bit sample segments match with a segment in table T ,,, go to
Step 3.

Read the corresponding state, check whether it is a correct state or not and

recover the secret key by the State Checking and Key Recovery Mechanism

stated before. If this state survives, recover and output the key, else go to

Step 1.

5.3 Simulation Results

Our attacks have been fully implemented on one core of a single PC, running
with Windows 7, Intel Core i3-2120 CPU @ 3.30 GHz and 4.00 GB RAM. In
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general, the experimental results match the theoretical analysis quite well. We
present the details as follows.

In our experiment, first of all, we constructed 2 x 2'0 tables indexed by
(c;,ai) pairs for ¢j = 0x0, ¢j, = 0x1 and a; = 0x0000, ay = 0x0001,...,a1024 =
Ox1bal, storing the special internal states. We used 2 x 210 text files to store the
(State, Keystreamy, keystreams, ..., keystream ount(jc+|)) tuples named with
the corresponding ¢; and a;. Note that count(|C*|) = 13 for ¢; = 0x0 and
count(|C*|) = 8 for ¢}, = 0x1. Experimental results show that there are 496 or
504 or 520 or 528 rows in each table, and totally 524448(~ 2'9) rows for ¢} = 0x0
, 524128(~ 2'9) rows for ¢ = 0x1. Thus the memory needed in the simulation
is 524448 x (23 + 11 x 13) + 524128 x (23 + 11 x 8) ~ 22711 bit, i.e., 17.3 MB,
which matches the theoretical estimate quite well.

For the key recovery algorithm illustrated above, the data complexity is
estimated by the probability that an internal state (Lf, N') is a special state
satisfying:

(1) liya =0, nyy3 = Nyqs = Ny = 0,

(2) Pt =ay or Pt = ay or ... P! = ayg24,

(3) liv10+a © (Bjca netiva) = 0 for d = -1,0,1,
(4) Uty = 0, fOI‘j = 0,17...75,

(5) u—p =0, for k =1,2,..., 5,

Thus the theoretical estimate is D = 22!. In the experiment, we used the RC4
cipher to randomly generate 2'° (K, IV) pairs and for each randomly chosen
(K, IV) pair, we ran the cipher and generated 22! keystream bits. Results show
that we can get a special state at time ¢t < 22! for 20423(~ 21432 (K, IV) pairs.
For example, suppose (K, V) pair be

K =1010100101011001101010110010011000110110
IV =11010101101001001110100110010111011

where the left-most bit represents the value for index 0. At time ¢t = 580697(~
219-14) "4 special state arises in Table T a140, Where ¢/ = 0x0 and aq49 = 0x0191,
such that (1)(3)(4)(5) hold and P* = 0x0191. This internal state is

L' = 11110000010001110000
N' =00100000011011010110

In the internal state and key recovery algorithm, we search the keystream
sequence for the 3 zeros blocks, and for each block, we try to find matching
pairs, and further recover the key. In the experiment, we first searched the given
keystream sequence and collected the time instances ¢ implying 3 zeros. The
expected number of such instances is 22! x 273 = 218, Besides, for each 11-bit
output, the expected number of candidate states is % = 2% producing this
output. Thus we go through all the time instances, and for each time instance,
we go through all the candidate states. We have also verified by experiments
that 4 more clocks of output is enough for checking the validity of the state and

the recovery of the key bits for each candidate. In total, the estimate of the time
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complexity is 218 x 28 x 4 = 228 In the simulation, for the (K, IV') pair above,
we have recovered all the key bits within 1 hour.

6 Conclusion

In this paper, we have studied the security of Sprout-like stream ciphers in a
unified framework from the viewpoint of k-normality of the augmented function.
We made a systematic security analysis based on this property and developed
a dedicated TMD tradeoff attack framework for such designs. In particular, it
is shown that Sprout can be broken by various TMD tradeoffs. Our attack is
highly flexible and compares favorably to all the previous attacks on Sprout,
which demonstrates the superiority of the new method. We believe that stream
ciphers with shorter internal state may suffer from the time/memory/data trade-
off attacks and the k-normality of the augmented function should be taken into
account for new stream cipher designs.
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