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Preface 

ENISA is proud to be working with eema, TeleTrusT, 
ISCOM (the Italian Institute for Communications and Infor
mation Technologies) and the German Federal Ministry of the 
Interior as well as the German Federal Office for Information 
Security for this year's 8th annual Information Security Solu
tions Europe Conference. 

The aim of ISSE has always been to support the development 
of a European information security culture. ENISA is com
mitted to this goal, in our work to assist and advise the Euro
pean Commission, Member States as well as business com
munity on network, information security and legislative re
quirements and we are delighted to support ISSE again this 
year. 

The security of communication networks and information systerns is of increasing concern. In 
order to face today's complex information security challenges it is clear that working collabo
ratively with one another is the key to generating new strategies to address these problems. It 
has been an exciting opportunity to facilitate this collaboration at ISSE 2006, and pull to
gether the wealth of industry knowledge, information and research that we hold in Europe, 
and across the globe. 

The success of this event in generating ideas and frank, lively debate around the complex 
topic of IT security is due also to the independent, varied nature of the progranmie, which was 
selected by world-wide industry speciaHsts. 

Some of the key topics explored at this year's conference have been chosen as the basis for 
this book, which is an invaluable reference point for anyone involved in the IT security indus
try. 

We hope that you will find it a thought-provoking and informative read. 

Andrea Pirotti, Executive Director, ENISA 



About this Book 

The Information Security Solutions Europe Conference (ISSE) was started in 1999 by eema 
and TeleTrusT with the support of the European Commission and the German Federal Minis
try of Technology and Economics. Today the annual conference is a fixed event in every IT 
security professional's calendar. 

The integration of security in IT applications was initially driven only by the actual security 
issues considered important by experts in the field; currently, however, the economic aspects 
of the corresponding solutions are the most important factor in deciding their success. ISSE 
offers a suitable podium for the discussion of the relationship between these considerations 
and for the presentation of the practical implementation of concepts with their technical, or
ganisational and economic parameters. 

From the beginning ISSE has been carefully prepared. The organisers succeeded in giving the 
conference a profile that combines a scientifically sophisticated and interdisciplinary discus
sion of IT security solutions while presenting pragmatic approaches for overcoming current 
IT security problems. 

An enduring documentation of the presentations given at the conference which is available to 
every interested person thus became important. This year sees the publication of the third 
ISSE book - another mark of the event's success - and with about 50 carefully edited papers 
it bears witness to the quality of the conference. 

An international programme committee is responsible for the selection of the conference con
tributions and the composition of the programme: 

• Ronny Bjones, Microsoft (Belgium) 
• Alfred Biillesbach, Daimler Chrysler (Germany) 
• Lucas Cardholm, Emst&Young (Sweden) 
• Roger Dean, eema (UK) 
• Marijke De Soete, Security4Biz (Belgium) 
• Jos Dumortier, KU Leuven (Belgium) 
• Walter Fumy, Siemens (Germany) 
• Boaz Gelbord, ENISA (Greece) 
• David Goodman, eema (UK) 
• Michael Hange, Federal Office for Information Security (Germany) 
• John Hermans, KPMG (Netherlands) 
• Jeremy Hilton, Cardiff University (UK) 
• Alison James, eema (UK) 
• Frank Jorissen, SafeBoot (Belgium) 
• Matt Landrock, Cryptomathic (Denmark) 
• Tim Mertens, ENISA (Greece) 
• Andreas Mitrakas, ENISA (Greece) 
• David Naccache, ENS (France) 
• Sachar Paulus, SAP (Germany) 



XIV About this Book 

• Daniele Perucchini, Fondazione Ugo Bordoni (Italy) 
• Attila Peterfalvi, Parliamentary Commissioner for Data Protection and Freedom of In

formation (Hungary) 
• Norbert Pohlmann, University of Applied Sciences Gelsenkirchen (Germany) 
• Bart Preneel, KU Leuven (Belgium) 
• Helmut Reimer, TeleTrusT (Germany) 
• Paolo Rossini, Telsy Italia (Italy) 
• Wolfgang Schneider, Fraunhofer SIT (Germany) 
• Robert Temple, BT (UK) 

The editors have endeavoured to allocate the contributions in these proceedings - which dif
fer from the structure of the conference programme - to topic areas which cover the interests 
of the readers. 

Sachar Paulus Norbert Pohlmann Helmut Reimer 

eema (www.eema.org): 

Established in 1987, eema is an independent 
association of IT professionals, businesses 
and governments providing business and 
technical networking opportunities at both 
local and regional levels in the broad areas 
associated with digital identity and its appli
cations, such as security. Our mission is to 
stimulate the growth and effectiveness of 
our members' business in these areas 
through increased market awareness, coop
eration and opportunity creation. 

We aim to bring over 1,500 member repre
sentatives together in a neutral environment 
for education and networking puposes. We 
enable members to share experiences and 
best practice by holding meetings and con
ferences, by facilitating working groups who 
produce reports on topical subjects, and by 
helping members to connect with the right 
person to help them solve business issues or 
develop beneficial business relationships. 
All work produced by members is available 
free to other members, and previous papers 
include: Towards Understanding Identity, 
Role Based Access Control - a Users Guide, 
Secure e-mail within a Corporate Environ
ment and Secure e-mail between Organisa
tions. 

For more information contact: 
alison.james@eema.org. 

TeleTrusT (www.teletmstde): 

In the 16 years of its existence TeleTrusT 
has evolved into a competence network for 
applied Cryptography and Biometrics with 
over 90 institutional members. 

The TeleTrusT working groups produce re
sults which create an advantageous frame
work for trustworthy solutions of daily busi
ness processes as well as contributing to 
their acceptance. 

TeleTrusT brings together the interests of 
users and vendors. Thus vendors can satisfy 
the users' demands more effectively with 
marketable products and services, in which 
scalable security mechanisms are imple
mented. 

TeleTrusT seeks and cultivates the coopera
tion with other organisations with similar 
objectives - in Germany and internationally. 
Thus ISSE has been organised in coopera
tion with EEMA, ENISA and ISCOM in 
Rome this year. 

For further information contact: 
sophie.hellmann @ teletrust.de 



ISCOM: 
On the Way for ICT Security in Italy 

The Istituto Superiore delle Comunicazioni e delle Tecnologie 
deirinformazione (ISCOM) was established in 1907 as a tech
nical-scientific department belonging to the Italian Communi
cation Ministry. Considering its role as a nonpartisan public in
stitution, the Institute's value added in terms of reliability and 
expertise is the aspect which characterizes the technical support 
and consultancy services it provides to businesses and entities 
in the TLC sector. The role of ISCOM in providing services to 
ICT Companies, government agencies and users is manifold, 
spanning from experimental and research activities to special
ized training and education in the TLC field. 

One of ISCOM's main missions is its proactive role in national 
and international law-making activities, in order to ensure 
greater transparency and better access to services for users, manufacturers and TLC network 
administrators alike. 

As far as research is concerned, ISCOM is essentially focused on developing and improving 
TLC and IT related services. Hence, activities involve almost all areas in these fields, from te
lephony to television, to signal processing and treatment, from network architecture to service 
implementation. 

ISCOM runs the Post-Graduate Specialization School in TLC (which began its activity in 
1923), which provides higher education in electronic communication and information tech
nologies; it also provides technical training and updating courses on electronic communica
tions and information technologies, security, multimedia applications, and Quality of Service 
to both Ministry and government staff in general, to enhance their technical know-how and 
skills. 

ISCOM works with several Certification Bodies to verify and control Corporate Quahty Sys
tem compliance with UNI EN ISO 9000 standards, is involved in monitoring Accredited 
Laboratory compliance with UNI CEI EN ISO/IEC 17025 rules and is a Notified Body for ac
tivities envisaged by Legislative Decree n. 269 of May 9, 2001. It is also a Notified Body un
der the EU Directive on radio equipment and teleconmiunications terminal equipment as well 
as a Competent Body and Notified Body on electromagnetic compatibility. In 2002, the Insti
tute became the International Certification Body for the TETRA MoU. 

Among all the numerous ISCOM fields of activity, ICT security is getting an increasing rele
vance. Here, ISCOM plays a leading role in various contexts, some of which are briefly sum
marized below: 

• Due to his widely recognized non-partisan role, a government decree dated October 30, 
2003 appointed ISCOM the Certification Body within the Italian certification scheme 
for commercial security systems and products. The Certification Body supervises all the 
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activities carried out within the certification scheme, which operates according to the in
ternational evaluation criteria ITSEC and Common Criteria. 

• ISCOM is an Evaluation Center (Ce.Va.) for ICT systems and products dealing with 
classified data. The center, the only one belonging to the Italian Public Administration 
which has been accredited by the Autorita Nazionale per la Sicurezza (ANS), carries out 
evaluation activities according to ITSEC and Common Criteria. 

• ISCOM runs the Training Center on ICT Security for Public Administration personnel. 
The Training Center provides training and raises awareness amongst government em
ployees on ICT security, through the development of a centralized and coordinated 
Training and Awareness-Raising Plan aimed at disseminating security principles and 
methodologies throughout the Administration. 

• The Institute acts as promoter and leader of several initiatives aimed at raising the na
tional level of ICT security, by gathering the expertise of the major subjects operating in 
the ICT field. Among these initiatives we can recall the redaction of three guidelines, in 
EngUsh and Italian, on 'The quality of service in ICT networks'', ''Risk analysis and pro
tection strategies for network security'' and "Network security in critical infrastruc
tures", carried out with the contribution of experts from institutions and industry. Six 
more guidelines are being released; these will be focused on deepenings on risk analysis, 
on the outsourcing of security services, on QoS in UMTS, on QoS in broadband net
works, on local emergency handling and on security certification. Moreover, ISCOM 
has promoted the creation of ISAC on network security, currently involving all the ma
jor Italian network operating companies. 

ISCOM hosting of ISSE 2006 is a further prove of our desire to play a role in fostering the 
European information security debate. We look forward to a great opportunity for the ex
change of ideas and experiences. 

Luisa Franchina, 

PhD, General Director of Istituto Superiore delle Comunicazioni 
E delle Tecnologie dellTnformazione 




