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Preface

Dcar Readers,

ENISA has oncc again co-organ izcd rhc ISSE 2009, Information Sccur ity
Solutions Europc Confcrcncc 2009 togcthcr with ccma, TclcTrusT, thc
' Idcntity 2009' , and thc ciryofThc Haguc.

Thc purpe se of rhc ISSE has been to support thc dcvclopmc nt 01' a Europcan
information sccunty cunu rc throughout thc ycars. This goa l is morc rhan
cvcr valid fOT thc future of rhc Internet, with its cvcr increas ing dcmand for
cross-bordc r framcwork oftrustwo rthy Ir applications for citizcns, industry
and adm inistration.

Thc ISSE is dcsigncd 10 mform le T profcssionals, kcy poliey makcrs and
industry leaders on thc tates t dcvclopmcnts and trends in tcchno logy, as well
as bcs t practiccs. ENISA ls highly commi ttcd to these targcts . as the Agcncy
is pursuing a srrarcgy ofmitigating risks through awarcness. srudics,rcpor ts and Position Papers on current
NISmancrs.

In this quest, wc assist and advisc the Europcan Commission. Member Smtcs. and the busin css community
in the ficld of Network and Information Sccu rity,

The sccurity of communication nctworks and infonna tion systcms is of incrcasing couccm. in particular
for thc cconomy of Europc. Clcarly, coopcration is kcy to addrcss today 's - and tomorrow's -complcx in­
fonnation sccunty chanenges. Only by working more closcly togcthcr, can we generate ncw strarcgics to
manage these problems. In bringing togcthcr thc wcalth orindustry knowlcdge, information and rcscarch
in Europc (as weil as worldwidc) thc ISSE 2009 has bccn an cvcm that wc couldnot miss.

The success of this cvcnt is bascd on rhc uniquc backgrounds of Its 400 participants: govcrnmcnts,
acadcmia and othcr key srakcholdcrs. This linc up guarantccs an impressive blend of ideas from actors in
different scctors of socicry, thus generaring IlCW ways of thinking.

Thc ISSE is a platfcrm for opcn, vivid policy and rcchnical dcbatcs in a non commcrcial setting. Through
ncw insights and sharingof different pcrspcctivcs, cxpcncnccs and solutions on currcnt topics of lT sccurity,
thc independent and vast nature of the cvcnt guarantecs highly relevant rcsutts. This year, the main focus is
curtingcdge secur ity and relatcd issues, like LargcScatc PublicApplications, Sccunty Management& Eco­
nomics of Scconty, Cloud Computing and AwarcncssRaising, sclccrcdby worldwidcsccuriry spccialists.

This edition contatns a sclcction of somc key topics prcsented at this ycat's contcrcncc.As such, this corn ­
püetion will scrvc as a valuablc pomt of rcfcrcncc for IT sccurity industry professionals.Wc hopc that you
will find it a useful, professional rcad.

Andrea Pirolti. Executivc Director, ENISA



About this Book

The Information Security Solutions Europe Conference (ISSE) was started in 1999 by eema and
TeleTrusT with the support ofthe European Commission and the German Federal Ministry ofTechnol­
ogy and Economics. Today the annual conference is a fixed event in every IT security professional's
calendar.

The integration of security in IT applications was initially driven only by the actual security issues con­
sidered important by experts in the field; currently, however, the economic aspects ofthe corresponding
solutions are the most important factor in deciding their success. ISSE offers a suitable podium for the
discussion ofthe relationship between these considerations and for the presentation ofthe practical im­
plementation of concepts with their technical , organisational and economic parameters.

From the beginning ISSE has been carefully prepared. The organisers succeeded in giving the confer­
ence a profile that combines a scientifically sophisticated and interdisciplinary discussion of IT security
solutions while presenting pragmatic approaches for overcoming current IT security problems.

An enduring documentation of the presentations given at the conference which is available to every
interested person thus became important. This year sees the publication of the seventh ISSE book ­
another mark ofthe event' s success - and with about 35 carefully edited papers it bears witness to the
quality ofthe conference.

An international programme committee is responsible for the selection ofthe conference contributions
and the composit ion of the programme:

• Jeremy Beale, ENISA

• Gunter Bitz, SAP (Germany)

• Ronny Bjones, Microsoft (Belgium)

• Lucas Cardholm, Ernst&Young (Sweden)

• Roger Dean, eema (United Kingdom)

• Jan De Clercq, HP (Belgium)

• Marijke De Soete, Security4Biz (Belgium)

• Jos Dumortier, KU Leuven (Belgium)

• Walter Fumy, Bundesdruckerei (Germany)

• Robert Garskamp, Everett (The Netherlands)

• Riccardo Genghini, S.N.G. (ltaly)

• John Hermans, KPMG (The Netherlands)

• Jeremy Hilton, Cardiff University (United Kingdom)

• Willem Jonkers, Philips Research (The Netherlands)

• Francisco Jordan, Safelayer (Spain)
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Robcrt Temp le, BT (Ur utcd Kingdom)

Thc cdi tors havc cndcavourcd to alloca tc rhc contribu tions in thcsc procccdi ngs - which diffcr from thc
srruc turc of thc confcrcncc programme - to lopie arcas whie h eovcr thc intcrcsts of thc readers.

Norbert Pohtmann ttetmut Reimer Woifgallg Schneider

eema (www.ccma.erg)

For 22 years. eema has been EUnlpe', Ieading independent.
n'>lI·profite·ldentity & Security a'MlCiation. working with it:;
EurOl'ean member:;. govemmental bodies. :;tandard, organi.
sati,m, and intcrol'erability initiatives throughout Eumpe to
funher e-Husincs and lcgislation.

!-'Cma', remit i, to c-docateamI inform on'T 1,500 Meml",r
contacts on the lat!-",t <!e"clopmem, an<! tc-.;hnologic,. at thr
same time !-'Tlabling Member:; of the a"ociation to cmnparc
view, and ideas. Tbc WO"" pwduced by the aSMlCiation with
its Memhers (pt\,ject~. papel>. seminars. tutorials and rel">rts
ete) i:; fundcdby bOlh membership subscripti,m, and revenoe
gencrsred through fce-paying cverus. All of the infonnation
generared by ecma and its mcmbcrs is availablc tc cuicr
members frecofcbargc.

lixamplcs of reccnt EEMA everas inchtde The Europcan
e_lD interopt.'Tability oonfc'TCJIee in Bms."'c[' (Featuring
STORK. PEPPOL & epSOS) and The Europcan e·ldentity
Management Conference in London (Featuring the 2nd
STORK Industry Group Mc'Cting)

EEMA and its memoc'T1i ar\.' also involved in rnany Euro­
pean funded proj!--.;ts induding STORK. lCEcom and ETICA

Any UJEanisation in"olved in e- ldL'Tltity or &-curity (usu­
ally of agIobaI or European nature) can become a Member
ofeema. and any employee ofthat organisation is then able to
panicipate in eema acti"ities, Examples oforgani"ni,Hls taking
advantage ofeema membership are Vol\"O. HotflruUl la Roche.
KPMG. Dcloine.ING. Novnrtis. Metropolitan Police. TOTAL.
PGP.MeAfee. Adobc. Magyar TeleecruRI, National Commu­
nications Authorny, Hungary, Microsoft. HP. end thc Norwc­
gianGovermncm Administration &TYic!-'S to narre tun e fcw.

Vi,it www ,eema.org for morc information or conroct thc
aSMlCiation on +44 1386793028 or al info@eema.org

TeicTrusT Deutsc hland c.V. (www.rcjct rust.dc}

TeleTrusT Deutschland e.V. wa, founded in 1989 as a non
profit association in Germany promoting the trustworthi­
ness ofinformation and communication technology in open
systems environments.
Tod ay, Telc'Trus'T counts 100 institutional rncmbcrs. wirhin
thc la,t 20 years TeleTmsT evol.-ed to a weH known and
highly regarded COmpelenee net",ork for applied erypto­
graphy and biometries.
In various TeleTrusT wo""in g group' ICT-security expens.
users and interc,tcd parties meet each other in fR'quent
",orkshops. roun<!-tables and expert talks. The adi"iti!-'";
f,,,",us on reliable and tru,tworthy ",lution, complying with
imemational ,tandards. law, and 'tatutory rt:quiremellls .
TeleTrusT i, keen to promote the acceptance ofsolution,
supporting identification. authentifieation and signature
(lAS) sehemes in the clectronic bu,iness and its proeesses_
TeicTrusT facilltntcs rhc infonnation and knowledgc cx­
change bctwccn vendors. users and aumonucs. Subsc­
qucntly, innovative ICT-security solutions can enrcr the
märket rnore qoiekly and cffcctively, TeleTrusT aims on
standard compliant solutions in an interoperable ,cheme.
Keeping in mind the rai,ing importance of the Europcan
security market. TeleTrusT seeks the co-opcranon with Eu­
ropean and intemational o rganisations an<!authorities with
similar objectives.
Thus. the European Security Conference ISSE is bein g ur­
ganized in collaooration with eema. EN ISA and the Mu­
nicipality of The Hague this year.

Contact:
Ur. Holger Miih lbauer
Managing Director of Tcle'IrusT Deutschland e.V.
holgcr.ruueh lbauer@;telClrust,de



Welcome

1I is an bonor for thc ciry ofThc Haguc and mc 10 wclcomc
thc confcrcncc of ISSE in OUf Internat ional City of Peaee and
Justice. Tcns ofthousands of pcoplc in Thc Haguc are work ­
ing together towards making thc world a beuc r place. It is
a uniquc conccmranon ofintcrnarional cxpertisc and knowl­
cdgc. Thc Haguc is rhc city of thc Peaee Palace, thc Inter­
national Court of Justicc, Eurojust. thc International Crirni­
nal Court, the Organisation for thc Prohibition of Chcmical
wcapons. thc International Criminal Tribunal for thc formcr
Yugos lavia and Europol. And last nut not least wc are making
thc drcam of a sustainablc ciry coming truc in proj ccts likc thc
Scawater Power Station.

Thc Haguc fonns likcwisc thc hcart of Du/eh dcmocraey. The
most striking building on ' Her Binnenhof is thc Knight s'
Hall, built in thc 13th and 14th ccnturics as thc cas tlc for thc Earls of' Holland. lt is thc building whcrc
the decis ion was madc to build the first mode rn rcpublic ! So his tory ts in rhc atrin this city, but the future
also. On the The Hague historical grounds wc will d iscuss modem dcvclopmcnts.

And rhose contcrnporary devclopments are - as wc all know - sevc rc: rhe economical crts ts grips us all
to think abou t the coming wceks, r nonthsand ycars to dcvclop ncw stra tegies. And that is why citics are
importan\. Here thc kcy-issucs of thc web 2.0 are dcvclopcd and provcn in the praetiee of a1lday living
aet ivitics in thc metropolitan arcas. That is why in this confcrcncc wc arc discussi ng issucs in a ciry
like The Hague where secunty plays an important rote in cvcryday life. The Knowledge Socicty will
play a rote in the sus tainability of the socic ty as a wholc. And ICT-sccurity ofall the essential cconomic
features is a sinc-q ua-non for thc coming rccovcry and rcvival oft he Information Socicry!

ISSE 2009 will in our view scrvc as the building stonc ofa sccneno to re-establis hment of a sccurc and
susrainablc soc iety. We hopc that the topics discusscd during the cvcnt will scrvc as a rcfcrcncc for the
work ofthe organisations involved in this intcresting ficld.

Frits Iluj]"nagel

Vicc Mayor for Citymarketing. International Affaircs and ICT
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