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About this Book

The Information Security Solutions Europe Conference (ISSE)was started in 1999 by eema and
TeleTrusT with the support of the European Commission and the German Federal Ministry of
Technology and Economics. Today the annual conference is a fixed event in every IT security
professional's calendar.

The integration of security in IT applicationswas initiallydriven only by the actual security issues con­
sidered important by experts in the field;currently, however, the economic aspects of the correspond­
ing solutions are the most important factor in deciding their success. ISSEoffers a suitable podium
for the discussion of the relationship between these considerations and for the presentation of the
practical implementation of concepts with their technical, organisational and economic parameters.

From the beginning ISSEhas been carefullyprepared. The organisers succeeded in giving the confer­
ence a profile that combines a scientificallysophisticated and interdisciplinary discussion ofIT secu­
rity solutions while presenting pragmatic approaches for overcoming current IT security problems.

An enduring documentation of the presentations given at the conference which is available to
every interested person thus became important. This year sees the publication of the eighth ISSE
book - another mark of the events success - and with about 40 carefully edited papers it bears
witness to the quality of the conference.

An international programme committee is responsible for the selection of the conference contri­
butions and the composition of the programme:

• Ammar Alkassar, Sirrix AG and GI e.v. (Germany)
• Gunter Bitz, SAP (Germany)
• Ronny Bjones, Microsoft (Belgium)
• Lucas Cardholm, Ernst&Young (Sweden)
• Roger Dean, eema (United Kingdom)
• Steve Purser, ENISA
• Ian De Clercq, HP (Belgium)
• Marijke De Soete, Security4Biz (Belgium)
• Ios Dumortier, KU. Leuven (Belgium)
• Walter Fumy, Bundesdruckerei (Germany)
• Rohert Garskamp, Everett (The Netherlands)
• Riccardo Genghini, S.N.G. (Italy)
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• Iohn Hermans, KPMG (The Netherlands)
• Jeremy Hilton, CardiffUniversity (United Kingdom)
• Francisco Jordan, Safe1ayer (Spain)
• Frank Jorissen, McAfee (Be1gium)
• Bernd Kowalski, BSI (Germany)
• Iaap Kuipers, DigiNotar (The Netherlands)
• Matt Landrock, Cryptomathic (Denmark)
• Marian Margraf, BMI (Germany)
• Madeleine McLaggan-van Roon, Dutch Data Protection Authority (The Netherlands)
• Norbert Pohlmann (chairman), University of Applied SeiencesGelsenkirchen (Germany)
• Bart Preneel, K'U, Leuven (Be1gium)
• Helmut Reimer, TeleTrusT (Germany)
• [oachim Rieß, Daimler (Germany)
• Volker Roth, Freie Universität Berlin (Germany)
• Wolfgang Schneider, Fraunhofer Institute SIT (Germany)
• [ean-Pierre Seifert, TU Berlin (Germany)
• Ion Shamah, EJ Consultants (United Kingdom)
• Robert Temple, BT (United Kingdom)

The editors have endeavoured to allocate the contributions in these proceedings - which differ
from the structure of the conference programme - to topic areas which cover the interests of the
readers.

Norbert Pohlmann HelmutReimer Wolfgang Schneider



About this Book

TeleTrusTDeutschland e.V.
www.teletrust.de

TeleTrusTGermany ("TeleTrusTDeutschland e.v.')
was founded in 1989as a not-for-profit organisation
promoting the trustworthiness of information and
communication technology in open systems envi­
ronments.

Today, as an IT security association, TeleTrusT
counts more than 100 members from industry,
science and research as well as public institutions.
Within the last 20 years TeleTrusTevolved to a well
known and highly regarded competence network
for IT security whose voice is heard throughout
Germany and Europe.

In various TeleTrusTworking groups ICT security
experts, users and interested parties meet each oth­
er in frequent workshops, round-tables and expert
talks. The activities focus on reliable and trustwor­
thy solutions complying with international stand­
ards, laws and statutory requirements.

TeleTrusT is keen to promote the acceptance of so­
lutions supporting identification, authentification
and signature (lAS) schemes in electronic business
and its processes.

TeleTrusT facilitates information and knowledge
exchange between vendors, users and authorities.
Subsequently, innovative ICT security solutions
can enter the market more quickly and effectively.
TeleTrusT aims on standard compliant solutions in
an interoperable scheme.

Keeping in mind the raising importance of the Eu­
ropean security market, TeleTrusT seeks co-opera­
tion with European and international organisations
and authorities with similar objectives.

Thus, this years European Security Conference
ISSE is being organized in collaboration with eerna,
ENISA and the German Federal Ministry of the In­
terior.

Contact:
Dr, Holger Muehlbauer
Managing Director ofTeleTrusT Deutschland e.Y.
holger.muehlbauer@teletrust.de

ix

eema
www.eema.org

For 23 years, eema has been Europes leading in­
dependent, non-profit e-Identity & Security as­
sociation, working with its European members,
governmental bodies, standards organisations and
interoperability initiatives throughout Europe to
further e-Business and legislation.

eemas remit is to educate and inform over 1,500
Member contacts on the latest developments and
technologies, at the same time enabling Members
of the association to compare views and ideas. The
work produced by the association with its Members
(projects, papers, seminars, tutorials and reports
etc) is funded by both membership subscriptions
and revenue generated through fee-paying events.
All of the information generated by eema and its
members is available to other members free of
charge.

Examples of recent EEMA events indude The Eu­
ropean e-ID interoperability conference in Brussels
(Featuring STORK, PEPPOL, SPOCS & epSOS)
and The European e-Identity Management Confer­
ence in London in partnership with OASIS

EEMA and its members are also involved in many
European funded projects induding STORK,
ICEcom and ETICA

Any organisation involved in e-Identity or Security
(usuallyof a global or European nature) can become
aMember of eema, and any employeeof that organi­
sation is then able to participate in eema activities.
Examplesof organisations taking advantage of eema
membership are Volvo, Hoffman la Rache, KPMG,
Deloitte, ING, Novartis, Metropolitan Police, TOTAL,
PGp, McAfee, Adobe, Magyar Telecom Ri; BBS, Na­
tional Communications Authority, Hungary, Micro­
soft, Hp, and the Norwegian GovernmentAdministra­
tionServices to name but a few.

Visit www.eema.org for more information or
contact the association on +44 1386 793028 or at
info@eema.org.



Welcome

Ladies and gentlemen,

It is a partieular honour to invite you to the twelfth
ISSE Conferenee, taking plaee in Berlin on 5 - 7 Oe­
tober 2010, this year hosted by the Federal Ministry of
the Interior.

The independent ISSE Conferenee foeuses on seeure
information systems solutions in a globally networked
world. Sinee the advent of the Internet, eountless busi­
ness, administrative and eonsumer solutions have
transformed our society and the base of eeonomic co­
operation around the world. Without doubt, seeure
and trustworthy information systems are key for the
reliability of any ICT infrastrueture and future eeo­
nomic prosperity, partieularly sinee more and more
fixed and mobile business proeesses use the Internet.

The ISSEConferenee offers the best environment to diseuss innovations and new teehnieal solu­
tions for IT seeurity in Europe. We expeet more than 400 specialists, researehers, business leaders
and poliey makers from all over Europe to join us at ISSEto share information and best praetiees
through thoughtful diseussions and thorough debates.

Best wishes for a sueeessful and produetive eonferenee. I look forward to seeing you in Berlin!

Thomas deMaiziere
Federal Minister of the Interior
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