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Foreword

The development of computing and resource sharing as we have known them un-
til recently is about to radically change course as its center of gravity is shifting
with technologies, service architectures allowing for applications to migrate to the
cloud. This shift from Web 2.0 to Web 3.0 will give rise to an Internet of services
of unprecedented scope and scale. We are now entering a new phase of ICT driven
innovation and growth based on the Internet of Services which more and more will
be accessible through what could be called the Mobile and Wireless Web. Already
today applications of wireless technology are a major driver of economic value in
the EU economy. These are estimated at 250 bn€ or 2–3% of GDP and rising. In
the coming five years it is expected that close to 7 billion users or the entire planet’s
population will have use of a mobile handset of which a great majority will be de-
vices classified as smart-phones.

This is an unprecedented development exceeding the diffusion rates of technolo-
gies such as television or even pen and paper not only in terms of penetration and
use but in its speed of take-up. We should expect an explosion of new applications
with the potential to radically change the way in which we live and work. Examples
are easy to cite: industrial and commercial applications in the supply chain, nomadic
services for mobile workers, remote environmental monitoring or disaster and se-
curity systems that save lives by putting essential information into the hands of first
responders, health and education services.

In such a remodelled world, new alliances will be created, new stakeholders will
emerge, new modes of interaction will filter through into business practices, and
new business models will proliferate. The Internet itself will no longer be a network
of networks simply connecting computers and servers to become an Internet that
connects “things” together: communicating devices by the billions, cars, machines
of all sorts, household appliances, energy meters, windows, lights, etc. Around this
new Internet will be borne a new economy of web based services and applications.

There are two key implications of this new Internet. First, this new world wide
web of “things that think” will create a sensory network that will allow a leap for-
ward in the human knowledge about the world we live in. It will lend itself to all
sorts of new applications such as energy efficiency, health and welfare services, ef-
ficient transport and so on. If we do this well, there will be a massive improvement
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in our quality of life and sustainability, not just because of the services, not just be-
cause of the competitive advantage of being an earlier mover, but because European
values of openness and democracy will define the form that the Internet takes.

Second we must liberate the economic potential of the single European market
that is still locked up in fragmented national markets. In particular we must now
strengthen the real economy by stimulating solid and sustainable business growth
in high value goods and services that respond to real market needs. From the cur-
rent period of uncertainty and as inevitable structural changes emerge it is essential
to look for the growth opportunities in tomorrow’s world. The industrial and re-
search community gathered around the Future Internet Assembly, has certainly the
talent and the capability to shape the future. All it takes is the ambition to overcome
fragmented markets and the will to build on our strengths by creating open single
markets for innovative goods and services and by going for innovation and change.

In creating the conditions that will allow Europe to benefit from the emerging
economic opportunities, we must make sure that the Future Internet remains open.
The key economic characteristic of the current Internet has been that it has created
an unprecedentedly open platform for innovation and development of new services.
We must keep this characteristic of openness by ensuring that open standards and
eventually open-source software are the core of our actions. While the financial
health of many companies worldwide is still based on proprietary models and gate-
keeper business models, the world ahead of us will call for models whose economic
basis offers a greater degree of liberty to the consumer or the enterprise.

As the Future Internet unfolds before us, the need will arise to move toward
smarter and greener infrastructures. This is a big challenge, but also a great oppor-
tunity, because it will amplify the reach of the Internet to novel usages and industrial
sectors. Indeed time has now come to go one step beyond what has been achieved
so far. We must closely couple our Future Internet technology research and develop-
ment with applications of high societal value such as health, urban mobility, energy
grids or smart cities. In doing so, we will be able to provide an early “Internet re-
sponse” to the many societal challenges with which we are confronted today.

Multiple regional initiatives are currently emerging in view of defining the future
Internet. Japan and Korea have made public their ambitious u-Japan and u-Korea
initiatives, China is supporting the domain through an ambitious and integrated in-
dustrial policy, in the US the GENI programme and facility is a key contributor to
the debate on the future of the Internet. These initiatives are not all tackling the issue
of the Internet evolution as part of their core objectives, but are certainly related to
technological and socio-economic scenarios (ubiquity, connected devices) that will
clearly need to be taken into account when addressing the Internet of Tomorrow.

From an EU perspective, it would be beneficial to build on these various ini-
tiatives and create the conditions that would bring about a closer complementarity
and cooperation between all actors associated to the definition, testing and valida-
tion work. One of the main objectives of multilateral partnerships should be the
emergence of global standards. Standards are indeed a key element to achieve in-
teroperability and openness, two of the essential Internet characteristics that have
contributed to its success. Indeed the ever growing multiplicity of players as well as
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the convergence of different sectors has lead to increased complexities in the stan-
dards making processes as illustrated by debates on IPR portfolios, as well as on the
degree of openness, transparency and access.

Early co-operation and international partnerships on novel technologies are
hence key to facilitate broader consensus, early agreements on standards by the key
players while holding the promise to alleviate subsequent IPR disputes.

An important point to note is that the new economy created by the Internet is
producing beyond a business revolution a unique opportunity to generate enormous
environmental benefits, particularly if the right technological choices are made at
the level of the infrastructure. In addition by reducing the amount of energy and
materials consumed by business and by increasing overall productivity, the new
Internet holds the promise to revolutionize the relation between economic growth
and the environment.

It is in the above context that I have the pleasure to share with you my satisfaction
as to the achievements of the EU R&D Project 4WARD. The book you are about to
read, details the many unique contributions of the project to the development of a
solid scientific basis for the Future Internet. Key amongst its many contributions are
those relating to a new architecture framework where mobility, multi-homing and
security become an intrinsic part of the network architecture rather than add-on solu-
tions, hence allowing networks to bloom as a family of interoperable networks each
complementing each other and each addressing individual requirements such as mo-
bility, QoS, security, resilience, wireless transport and energy-awareness. 4WARD
also addressed particularly well the question as to how virtualization can provide
an opportunity to roll out new architectures, protocols, and services with network
service providers sharing a common physical infrastructure. Tightly coupled to vir-
tualization is network management, where 4WARD has broken new territory by
advocating an approach where management functions come as embedded capabili-
ties of devices. 4WARD has gone further than others by recognizing the paradigm
shift brought about by the move from a node-centric age to an information-centric
age.

The partners and scientific staff of 4WARD are to be congratulated for the work
performed and for providing a perfect illustration of how Europe’s commitment and
creativity will enable the future.

Dr. Joao Schwarz da Silva
Former Director of DG-INFSO, European Commission



Preface

The current Internet is a tremendous commercial success and has become widely
spread after having started as an academic research network to become a network
for the everyday life for ordinary people. The Internet of today has its origins from
the 70-ties, and was essentially simple but open for new applications and designed
for the fixed network. It is however been increasingly challenged by the new trans-
mission technologies based on radio and fiber, as well as by the new applications and
media types that increasingly rely on overlays to make up for shortages in the core
Internet architecture. In particularly, the even greater success of mobile networks
has questioned the current Internet, which has reached a state of high complexity
with regard to support of mobility, interoperability, configuration and management
and vulnerability in an untrustworthy world.

The project 4WARD, started January 2008 and completed by June 2010, had the
task to research on Architecture and Design for a Future Internet. The project took a
clean slate research approach, which means that in its research it was not constrained
by the current Internet. It does not mean however that the project favored a clean
slate deployment, but rather saw a migration approach in how to apply its research
results into the current Internet.

The project was partly EU funded under the EU Framework Programme 7 and
consists of the 33 partners (see Appendix). There have been over 120 persons in the
project, and for this reason it is not possible to list all that have contributed to the
project and results. We would however like to acknowledge all for their valuable
contributions. Further to that, we would like to acknowledge the help and support
the project has experienced by the project officer Dr. Paulo de Sousa and the good
collaboration we have had. The work of Daniel Sebastiao (IST, Lisbon) in the edit-
ing work is also acknowledged.

This book describes the salient results out of this project and covers not only
technical results but deals also with socio-economic issues.

The Editors
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Disclaimer

This book has been produced in the context of the 4WARD Project. The research
leading to these results has received funding from the European Community’s Sev-
enth Framework Programme ([FP7/2007–2013]) under grant agreement n° 216041.
All information in this document is provided “as is” and no guarantee or warranty
is given that the information is fit for any particular purpose. The user thereof uses
the information at its sole risk and liability. For the avoidance of all doubts, the
European Commission has no liability in respect of this book, which is merely rep-
resenting the authors view.
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