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This book is dedicated to those who are
interested to know more about honeypots. It
does not matter whether you are an expert or
novice, this book is for you.



Preface

Most people understand honeypots as systems sit in an isolated corner of the net-
work waiting for attacker to discover and compromise them. This is often untrue, in
fact, in some frameworks, honeypots have enjoyed the prime spot in an organisa-
tional network to lure potential hacker. As new instances of malware appear so
rapidly that more spotlight has been placed in honeypot technology.

This book gives a detailed description of honeypots including their forms,
purposes, natures and interaction. It also gives an in-depth introduction of different
types of honeypot, their applications in monitoring and capturing of malware and
adversary tactic to detect honeypot.

The main role of honeypot which effectively assists the researcher to derive
solutions for the deadly malware attack has been outlined in the book. This book
also gives rich information of other roles and uses of honeypot not only in the area
of cyber and network security, but also in collecting proof for forensic investigation.

Finally, this book addresses the importance of honeypot as a learning tool for
detecting future malware such as ransomware.

Burwood, Melbourne, Australia Chee Keong Ng

Burwood, Melbourne, Australia Lei Pan
Hawthorn, Melbourne, Australia Yang Xiang
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