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Preface

The Global Positioning System (GPS) module has almost become standard in
mobile phones in recent years, driving the growth of location-based services (LBSs)
which provide a variety of information services (such as mobile social networks,
navigation, places of interest finding, sports and healthy assistant, augmented reality
games) based on the location data. As all the LBS providers require the access
permission to users’ location data, severe privacy concerns are raised at the same
time. Therefore, effective location privacy preservation is foremost for these mobile
applications.

Despite the big amount of papers in this area, there lacks a systematic study to
present all related components of the problem. Moreover, the gap between theory
and practice is big. To overcome these obstacles, this book will provide an inte-
grated five-element framework for location privacy research, which includes
analysis of location privacy definitions, attacks and adversaries, location privacy
protection methods, location privacy metrics, and location-based mobile applica-
tions. In addition, we analyze the relationships between the different elements of
location privacy. For example, a particular attack is targeted to the location data in a
particular application. Then, it can be prevented by a certain type of protection
method. Moreover, location privacy will be studied in detail in three different
applications. We will also share some insights on the possible research directions.

We believe that this study will shed light on the research issues of location
privacy and promote the advance and development of future location-based mobile
applications. The content will be useful for researchers, students, and engineers in
this area.

Melbourne, Australia Bo Liu
June 2018
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