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Foreword

Today, information technology is changing day by day, represented by digitaliza-
tion, networking, and intelligence, contributing to the development of economy and
society, national governance systems and governance capacity, and the people’s
increasing demand for a better life. Thanks to this historic opportunity, China’s
Internet has entered the fast lane of development. Especially, the country has
worked out a road of Internet development and governance with Chinese charac-
teristics and has contributed to the world Internet development.

Against this backdrop, we have compiled China Internet Development Report
2018 (referred to as “the Report” hereinafter), in which the compiler tries to study
and analyze in detail China’s Internet development by summarizing what the
country has done, analyzing the status quo, and looking into the future, so that the
Report will be the best choice for people to know about the past, present, and future
of China’s Internet. To this end, the compiler tries to:

1. We take General Secretary Xi Jinping’s Strategic Thoughts
on Cyber Power as the Theoretical Basis and Guideline for
the Compilation

Since the 18th National Congress of the Communist Party of China (CPC), General
Secretary Xi Jinping, a visionary man, has put forward a series of new ideas,
thoughts, and strategies based on China’s Internet development and governance,
systematically illustrating the important theoretical and practical issues concerning
cybersecurity and informatization and thus forming rich, profound, scientific, and
systematic strategic thoughts on cyber power. All these ideas, thoughts, and
strategies are an important part of Xi’s Thought on Socialism with Chinese
Characteristics for a New Era. In particular, in the speech he made at the National
Cybersecurity and Information Technology Conference, based on the general sit-
uation of the CPC and the country, he scientifically analyzed the trend and mission
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of information reform, systematically illustrated his thoughts on cyber power, and
answered a series of theoretical and practical questions about cyber affairs. It is the
guideline for making China into a cyber power. We take Xi Jinping’s strategic
thoughts on cyber power as the spirit and main thread running through the Report to
interpret Xi’s ideas, philosophy, and thoughts so that the readers can accurately
grasp the significance of his thoughts.

2. We Take the Practice of China’s Internet Development
as the Research and Reality Basis

Guided by Xi Jinping’s Thought on Socialism with Chinese Characteristics for a
New Era, especially his strategic thoughts on cyber power, the country has achieved
a lot in Internet development and governance. The cyberspace is becoming clearer
day by day, the national cybersecurity defense is being consolidated, informatiza-
tion’s role in boosting the economic and social development is becoming promi-
nent, China’s power of discourse and influence in cyberspace keeps increasing and
the Chinese people are having more sense of gain in sharing the benefits of Internet
development. All these vivid achievements provide broad space and rich resources
for the compilation of the Report. While illustrating the status quo of China’s
Internet development, and new practice and achievements in particular, the com-
piler tries to show China’s experience in Internet governance.

3. We Take Comprehensiveness, Accuracy, and Objectivity
as the Aim and Principle for the Compilation

In the process of compilation, we always follow the principle of making everything
internationalized, authoritative, accurate, theoretical, and generalized, to show the
Chinese academic circle’s understanding of and thought on the Internet develop-
ment. We try to make the Report comprehensive by doing an all-field and
panoramic research on China’s network infrastructure, information technology,
digital economy, e-governance, network media, cybersecurity and Internet law
construction, and international cyberspace governance; we try to make all the data
accurate, authoritative, and up-to-date by collecting data from governmental
agencies, industries, and research institutes; we try to make our assessment
objective by setting up China’s Internet Development Index on the basis of the
mature index systems from both home and abroad, making assessment on cyber-
security and informatization in 31 provinces (autonomous region and municipalities
directly under the Central Government) from 6 dimensions to comprehensively and
accurately reflect the Internet development level throughout the country.
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It is our sincere hope that the Report will provide a new drive for China’s
Internet development, and will be used as a new window for the world to know
about China’s Internet development, and a new reference for the world Internet
development.

Beijing, China China Academy of Cyberspace
October 2018
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Overview

Today, information technology (IT) represented by the Internet is developing day
by day. Digitalization, network transformation, and intelligent development are
playing an increasingly important role in boosting economic and social develop-
ment and modernization of the national governance system and capability, and in
meeting the people’s ever-growing needs for a better life. Facing the historic
opportunities brought about by IT development, the Communist Party of China
(CPC) and the Chinese Government both attach importance to Internet develop-
ment, application, and governance, coordinating major issues of cybersecurity and
informatization in politics, economy, culture, society, and military affairs. They
have made important decisions and launched important measures to promote
cyberspace administration, which has witnessed historic achievements.

The year 2018 is the opening year of comprehensively carrying out the spirit
of the 19th National Congress of CPC, the 40th anniversary of the country’s
adoption of the reform and opening-up policy, and the decisive and transitional year
of building a moderately prosperous society in all respects and of implementing the
13th Five-Year Plan. It is also an important year for China’s cyberspace adminis-
tration to enter a new era, in which it will meet new challenges and see new
progress. In March 2018, the Central Leading Group for Cyber Affairs was renamed
the Central Committee for Cyber Affairs in accordance with Decision on Deepening
Reform of Party and State Institutions. It is in charge of cyber affairs, including top
design, overall layout, coordination, supervision, and implementation of policies.
Thus, the responsibilities of the Office of Cyber Security has been optimized. From
April 20th to 21st, the National Cyber Affairs Conference was held in Beijing.
General Secretary Xi Jinping delivered an important speech, in which, he, by
starting from the overall situation of the CPC and the country, analyzed the trend
and mission of the IT revolution, systematically illustrated the important thoughts
on cyber power and answered a series of major theoretical and practical questions.
His speech provides guidance and fundamental principles for building China’s
strength in cyberspace. Guided by Xi Jinping Thought on Socialism with Chinese
Characteristics for a New Era and especially his thoughts on cyber power, the
Internet of China, in accordance with the strategic layout made at the 19th National

XV
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Congress of the Communist Party of China, is seeing rapid development. Great
achievements have been made in cyber strength, digital development, and smart
society, contributing to and providing a guarantee for the development of the CPC
and the country.

I. General Secretary Xi Jinping’s Thoughts on Cyber Power
Provide Guidance and Blueprint for China’s Cyber
Administration Development

Since the 18th National Congress of the Communist Party of China (CPC), General
Secretary Xi Jinping, a visionary man, has put forward a series of new ideas,
thoughts, and strategies based on China’s practice of Internet governance. All
of them are systematic illustrations on important theoretical and practical issues
concerning cybersecurity and informatization, covering cyber content building,
cyber security, informatization, and international cyber governance, and guiding
China’s cyber administration in witnessing historic achievements and revolution.
An Internet governance path with Chinese characteristics and Xi Jinping’s thoughts
on cyber power have been formed.

The important speech General Secretary Xi Jinping delivered at the National
Cyber Affairs Conference gives systematic illustrations of his thoughts on cyber
power. He made explicit the important position of cyber administration in the
general layout of the CPC and national development and the strategic goal and tasks
of and principles for building China’s strength in cyberspace, and put forward
proposals on international Internet governance, along with basic methods for cyber
administration. The thoughts conform to the trend of the world Internet develop-
ment, revealing historic opportunities and challenges brought about by the infor-
mation revolution to China’s economic and social development. A series of
fundamental and strategic questions are answered concerning the direction and
overall situation of the country’s cyber development. Therefore, they are the
guidelines for building China’s strength in cyberspace.

According to Xi Jinping, we should construct a concentric circle of online and
offline communities and reach a better consensus to consolidate the ideological
foundation for forging ahead in unity. Cyberspace is the common home of
humankind and the new space for people’s learning, working, and life and a new
platform for obtaining public services. Making it better, cleaner, and safer accords
with the interests of the people. To enhance Internet governance and content
building requires the improvement of comprehensive cyber governance capability,
and the CPC committees’ leadership, governmental administration, businesses’
accountability, social supervision, and Internet users’ self-disciplining, as well as
the combination of economic, legal, and technical means. We must enhance pos-
itive publicity, adhering to the right directions of politics, public opinions, and
values, and uniting all the Internet users with Xi Jinping Thought on Socialism with
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Chinese Characteristics for a New Era and the spirit of the 19th National Congress
of the Communist Party of China. We should carry out education on ideals and
convictions, deepen the publicity of Socialism with Chinese Characteristics for a
New Era and the China Dream and cultivate and practise the core socialist values.
We should administrate, open, and visit the websites in accordance with laws,
enhance the accountability of Internet businesses and self-disciplining of the
Internet industry, give full play to Internet users’ initiative, and mobilize all sectors
to participate in Internet governance.

Xi points out that without cybersecurity there would be no national security,
stable economy, and society, or people’s guaranteed interests. There are an
increasing number of threats to and risks in cyber security, which are penetrating
into politics, economy, culture, society, ecosystem, and national defense. Anything
slight in cybersecurity may affect the whole situation, since it is a significant issue
concerning national security and development as well as the people’s interest. To
safeguard cybersecurity requires the right outlook on it and the realization of the
fact that it is something as a whole rather than separate, something dynamic rather
than static, something open rather than closed, something relative rather than
absolute, and something shared rather than isolated. We must improve our capacity
in cybersecurity protection as soon as possible, and strengthen information
infrastructure security protection, and construction of the mechanism, means, and
platforms for cybersecurity information coordination. We must build the capacity in
guiding cybersecurity emergency response, develop cybersecurity industries, and
prevent any hazards in advance. Insisting that the cybersecurity should serve and
rely on the people, we will implement the accountability mechanism, combat
cyber-attack, online fraud, and infringement on citizens’ privacy, and carry out
popularization of cybersecurity knowledge and skills.

According to Xi Jinping, core technologies are the pillar of a nation. Therefore,
we must make up our mind, keep our perseverance, and find the focus to speed up
breakthroughs in core technologies of information. Network information technol-
ogy is an area of technical innovation with the highest input in R&D, the most
active innovation, the most extensive application, and the most remarkable radiating
significance. It is the height of competition in global technical innovation. So we
must realize that China has to catch up with leading countries in core technology
breakthroughs. As the “life-gate” for a country’s development, core Internet tech-
nologies being controlled by others will be a hazard for us. To speed up break-
throughs in them is the fundamental solution to cybersecurity and the requirement
of cyber administration development. We should construct the industrial system
involving technology, industry, and policy-making while improving the institution
and market favorable to innovation and entrepreneurship and reinforcing intellec-
tual property protection and vitalizing innovation. We should provide green
channels for the combination of basic research and technical innovation, trying to
promote team breakthroughs of applied technologies through basic research.

According to General Secretary Xi Jinping, the cyber and information tech-
nology sector represents the new productivity and new development direction, so it
is expected to take one step ahead in practising the new development philosophy.
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With the accelerated penetration of technical innovation into all areas of economy
and society, informatization is producing fundamental and comprehensive influence
on the operation of economy and society as well as on production and lifestyles,
becoming a driving force for economic transformation and upgrading and
high-quality development. To practise the new philosophy of development requires
the cultivation of new driving forces through informatization and promotion of new
development through new driving forces. We should strengthen network infras-
tructure construction and in-depth information resource integration, and open up the
“main artery” of information for economic and social development. We should
develop digital economy, accelerate digital industrialization, drive innovation
through IT, and produce new business forms and new modes. We should promote
industrial digitalization, transform traditional industries from all dimensions, all
angles, and all chains, and speed up digitalization, networking, and intelligent
development of manufacturing, agriculture, and service industries, so that we can
improve the total factor productivity and data can play an amplifying, superim-
posing, and multiplying role in the economic development.

Xi points out that to promote the global Internet governance is the general trend
conforming to the people’s will. In the information era, the Internet is making the
international community into a community of shared future and giving rise to new
challenges to national sovereignty, security, and development interests. How to
govern the Internet and make good use of it is a common problem faced with the
international community. Xi has proposed “four principles” for promoting the
global Internet governance system reform and “five proposals” for constructing a
community of shared future in cyberspace, both having won more and more
international recognitions. Internet cyber governance should involve all sides and
all parties, including governments, international organizations, Internet businesses,
technical communities, civil organizations, and individual citizens. We should take
the security of all countries into consideration, expand cooperation, and innovate
the ways of cooperation to jointly promote development, protect security, and
participate in governance and share achievements. In particular, we should take the
construction of the Belt and Road as a good opportunity to strengthen developing
countries’ cooperation in network infrastructure construction, digital economy, and
cyber security, so that we can build the Digital Silk Road of the 21st century.

General Secretary Xi Jinping points out that the Internet development must be
oriented to benefit the people, started from and aimed for the people’s well-being,
so that they will have more sense of gain, happiness, and safety in enjoying the
benefits of Internet development. Since its access to the Internet, China has been
taking the benefit of its population of 1.3 billion as the most important and trying to
enable all the people to enjoy the Internet development achievements. Thanks to the
people’s participation and support, the Internet of the country has witnessed per-
manent healthy development and prosperity; owing to their increasing expectation
and demand, the Internet of China has got its direction and goal of development. To
make the Internet better serve the people, we should speed up the popularization of
informatized services and reduce the use cost, so that all can afford to use the
Internet and then have the chance to use it and use it well. We should adopt the
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mass line in developing the Internet, trying to have government and CPC affairs
open through informatization, speed up e-government building, and construct
full-process, one-stop online service platforms. We will promote “Internet +
education”, “Internet + medical care”, and “Internet + culture” to make services
accessible, beneficial, and convenient to all people, who thus can enjoy services
with little effort through the Internet.

General Secretary Xi Jinping’s thoughts on cyber power are the scientific results
of the CPC’s theoretical and practical innovation, and creative answers to a series of
major questions concerning informatization through the full use of Marxist position
and viewpoints. They form an important part of Xi Jinping Thought on Socialism
with Chinese Characteristics for a New Era. They are fundamental guidelines for
cyberspace administration, of profound significance to building China’s strength in
cyberspace and constructing digital China and smart society. We must keep car-
rying them out and enriching them.

II. Achievements and Advances of China’s Internet
Development in 2018

In 2018, guided by Xi Jinping Thought on Socialism with Chinese Characteristics
for a New Era, and especially his thoughts on cyber power, the country, by seizing
the historic opportunity of information development, has enhanced content building,
safeguarded cyber security, and sped up IT R&D while promoting the economic and
social development through informatization and participating in international
Internet governance. New achievements and advances have been made.

1. China’s information infrastructure keeps being upgraded and has become
the strategic foundation for economic and social transformation.

Thanks to the Broadband China Strategy, the Action of Facilitating Faster and More
Affordable Internet Connection and the Pilot Project of General Telecommunication
Service, China’s information network infrastructure has witnessed leapfrog devel-
opment. Specifically, fiber broadband, 4G networks, cloud computing, and Content
Delivery Networks (CDNs) keep being upgraded, 5G technology is witnessing
accelerated R&D and industrial layout, IPv6 is to be deployed and commercially
used in a large scale and network service quality has been improved, which lays a
solid foundation for economic and social transformation. By June 2018, there were
378 million fixed broadband users, including 328 fiber broadband users, accounting
for 87.5% of the total number of broadband users and ranking first in the world.
Demonstration of Gbps broadband has been done in full swing, and China is
welcoming its fiber era nationwide. The web download speed has been increased
dramatically. By the end of the second quarter of 2018, the download speed of fixed
broadband and 4G networks of the country had surpassed 20 Mbps, both with a
year-on-year increase of over 50%. The country has caught up in the construction of
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4G networks and even surpassed some countries in that aspect. There are over 3.4
million 4G base-stations, and 1.11 billion 4G users throughout the country, with the
4G penetration rate being among the world’s top five. China is one of the leading
countries in the R&D of 5G technology. It is constructing the world’s biggest 5G
testing ground. The broadband networking capacity and coverage have been
improved in rural areas, with the coverage rate in administrative villages amounting
to 97.4%, that of fiber broadband to 96%, and that of 4G networks to 95%. The
quantity of critical Internet resources has seen steady growth, with the number of
IPv4 addresses amounting to 338.82 million, and that of IPv6 to 23,555 (in terms of
blocks)/32 (in terms of addresses), both ranking second in the world. The inter-
national exit broadband traffic is 8,826.302 Gbps, with a year-on-year growth of
10.68%.

2. China has seen progress in Internet information technology and made
single-point breakthroughs in some areas.

Network information technology is witnessing its rapid development. By seizing
the opportunity brought about by the new-round technical revolution and relying on
self-dependent innovation of core technologies, China is speeding up the layout of
cutting-edge and nonsymmetrical technologies, and through technical, industrial,
and policy support, promoting progress in the R&D and application of
high-performance computing, mobile communication, quantum communication,
core chips, and operating system. In 2017, the country applied for 3.986 million
patents in IT, including 48,900 PCT patents, ranking second in the world for the
first time." According to Global Innovation Index 2018 released by WIPO and other
agencies, China’s innovation capacity keeps improving and its innovation index
ranks 17th, listed into the top 20 for the first time. By June 2018, it had created a
national high-performance computing service environment made up of 17
high-performance computing centers, with its resource capability among the top
of the world. In July 2018, Tianhe No. 3 E-class prototype was successfully
developed, with its computing capability 200 times higher and its storage capacity
100 times higher than that of Tianhe No. 1. Internet businesses are key forces in IT
R&D, accelerating the application of Al, cloud computing, and big data and the
emergence of a large number of innovative intelligent service scenarios. For
example, Baidu’s PaddlePaddle (a deep learning platform), Apollo’s automatic
driving platform, Alibaba’s ET City Brain, and Tencent’s auxiliary medical diag-
nosis and treatment platform are all influential Al software platforms. They have
been put into application in many scenarios, such as smart city, medical care and
health, education and amusement, and housekeeping and elderly care. On the other
hand, China still lags behind countries leading in IT, with weaknesses and short-
comings in some areas, so we have to accelerate deployment and promote devel-
opment in such areas.

'Source: Information Technology Patents (2018), China Industrial Control Systems Cyber
Emergency Response Team (CICS-CERT).
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3. China’s digital economy is gathering momentum, contributing to the for-
mation of the new development mode in which data and real economy are
deeply integrated.

China adheres to cultivating the new drive through informatization and promoting
new development through the new drive. New economy represented by digital
economy is thriving, boosting economic and social development. In 2017, the
digital economy scale of the country reached RMB 27.2 trillion yuan, accounting
for 32.9% of the national GDP, with a year-on-year growth of 2.6%, and digital
economy contributed 55% to the GDP. In the same year, e-commerce transaction
volume amounted to RMB 29.16 trillion yuan, with a year-on-year growth of
11.7%; social e-commerce witnessed rapid development, with the number of social
retail users amounting to 223 million, contributing to the expansion of e-commerce.
There were 171 million employees in digital economy, accounting for 22.1% of the
total number of employees that year. Therefore, digital economy is an important
channel for employment. Digital industrialization has witnessed rapid development,
technical application is commercialized at a high speed and new industries and new
business forms keep emerging. In 2017, the scale of IoT market was over RMB one
trillion yuan, with a compound annual growth rate of over 25%; the revenue of key
IoT businesses that have gone public was RMB 483.38 billion yuan, with a
year-on-year growth of 20.7%7; the AI market volume was RMB 23.7 billion yuan,
with a year-on-year growth of 67%.” Industrial digitalization keeps being deepened
and the penetration rate of digital economy in industry, agriculture, and service is,
respectively, 17.2, 6.5, and 32.6%. Intelligent manufacturing projects are being
implemented. By the end of the first quarter of 2018, the popularization rate of
digital R&D design tools in industrial businesses above the designated size was
67.4%, and the numerical control rate of critical process was 47.8%. Coordinative
networked manufacturing, personalized customization, and service-oriented man-
ufacturing are new highlights in traditional industries. China keeps optimizing the
market environment and policies for Internet businesses, and a number of such
businesses with innovation vitality and development potential have been cultivated,
with their international competitiveness increased. By December 2017, there were
102 Chinese Internet businesses that had gone public at home or abroad, with a
growth of 12% in comparison to that in 2016. There are 77 unicorn Internet
businesses,* and such businesses with the scale of over RMB one hundred million
yuan keep emerging. They are brilliant stars promoting the development of digital
economy.

2Source: Annual Report on China’s IoT Development 2017-2018, China Economic Information
Service.

3Source: Al Development Report2018, Tsinghua University.
*Source: The 41st China Statistical Report on Internet Development, CNNIC.
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4. China’s cyber protection capacity keeps improving dramatically, and a solid
cybersecurity shield has been set up.

China is accelerating the construction of its cybersecurity system, having improved
its cybersecurity guarantee capacity and level and formed an overall cybersecurity
defense line to tackle relevant threats in the new situation. Over the past year, the
country has reinforced the protection of critical information infrastructure, carried
out cybersecurity examinations of all critical information infrastructure, and
checked the risks of cybersecurity concerning such infrastructure of key areas and
industries to enhance the capability of cybersecurity protection. Technologies of
cybersecurity keep being improved. A large quantity of such technologies based on
big data, Al, and blockchain are becoming mature, witnessing extensive use in
cybersecurity protection. Regulations supporting Cybersecurity Law are being
formulated and cybersecurity censorship has been established. China is speeding up
the standardization of cyber security, having issued Information Technology—
Personal Information Security Specification and other important national standards.
In September 2018, the Fifth National Cybersecurity Publicity Week was suc-
cessfully held. Through a host of activities like cybersecurity Exposition and
Internet Literacy, it has contributed to the improvement of the cybersecurity pro-
tection awareness and skills of the public. The scale of cybersecurity industry has
increased. In 2017, it was RMB 43.92 billion yuan, with a year-on-year growth of
27.6%; the number of cybersecurity businesses was over 2,681.° The international
competitiveness of China’s cybersecurity products and services has been enhanced.

5. China’s cyberspace is becoming cleaner day by day and its cyber culture
enjoys prosperity.

The cyberspace is the common home of China’s Internet users. Positive energy
publicity is the general requirement, and controllability is the absolute principle.
The country is enhancing content building, launching projects such as Good
Internet Users in China and Network Media Reporting the Grass Roots, as well as a
large number of phenomenal news broadcasts and thematic publicity products, and
spreading and introducing core socialist values. The capability of excellent cyber
content supply keeps being enhanced, and communities of digital content con-
sumers have been cultivated. By June 2018, the number of network video users was
609 million; that of network music listeners, 555 million and that of network
literature readers, 406 million. Besides, the environment for digital content copy-
rights has been improved.® Legislation on cyber governance is being sped up. In
2018, China launched the E-commerce Law of the People’s Republic of China as
the legal basis for Internet governance. People take an active part in comprehensive
Internet governance, and http://www.piyao.org.cn/, a united rumor refuting plat-
form, has been put into use, adopting the work pattern of linked discovery, tackling,

SSource: White Paper of China’s cybersecurity Industry Development 2018, China Academy of
Information and Communications Technology.

SSource: The 42nd China Statistical Report on Internet Development, CNNIC.


http://www.piyao.org.cn/

Overview XXiii

and rumor refuting. In the first half of 2018, 39.028 million complaints concerning
cyber space were tackled, with a year-on-year growth of 117.1% in complaint
handling. Harmful information can be detected and tackled timely, so the cyber-
space is becoming cleaner day by day.

6. China’s international communication and cooperation in cyberspace are
being deepened, and it is continuously contributing Chinese experience and
wisdom to the world Internet development.

China takes an active part in Internet governance, strengthens international com-
munication and cooperation, and works for joint promotion, protection, participa-
tion, and result sharing. The country has successfully hosted five sessions of the
World Internet Conference, which is an international platform for cooperation,
leading to a series of influential cooperative achievements made by Chinese and
other governments, social organizations, and businesses, including the signing of a
number of cooperative agreements such as the Belt and Road Initiative for
International Digital Cooperation. China is deepening its cooperation with the
United States, Russia, and Europe, and expanding its cooperation with emerging
markets and developing countries in cyberspace, to combat cybercrime, boost
digital economy, and accelerate infrastructure construction. In September 2018, the
Third China-ASEAN Information Harbor Forum was held. Informatization is the
focus of the cooperation between China and ASEAN countries. Besides, cooper-
ation has been promoted among countries along the Belt & Road, and China offers
advanced experience and practical solutions in Internet development to more
countries.

7. China’s Internet development better meets the expectations and needs of the
people, whose sense of gain has dramatically increased.

As has been mentioned, China’s development is always oriented to benefit the
people, started from, and aimed for their well-being, so that they will have more
sense of gain, happiness, and safety in enjoying the benefits of Internet develop-
ment. By June 2018, the number of China’s Internet users had reached 802 million
and that of websites, 544 million, and the Internet popularization rate, 57.7%.
Information service is becoming faster and more convenient, in better quality and
lower price. The average expenditure on fixed band and mobile traffic has decreased
by 90% in comparison with that in 2014, and that on dedicated Internet access has
decreased by 30%. Long-distance charge and roaming charge for mobile calls have
been abolished. Traffic of mobile Internet access has seen explosive growth. It
witnessed an accumulated growth of 26.6 billion GB in the first 6 months of 2018,
with a year-on-year growth of 199.6%.” “Mobile life” is people’s first choice.
Poverty alleviation through Internet serves as a new way of targeted poverty alle-
viation and elimination. E-commerce is penetrating into impoverished counties
through its comprehensive demonstration in rural areas. 499 national-level

"Source: The 42nd China Statistical Report on Internet Development, CNNIC.
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impoverished counties have been channeled into the support, accounting for 60% of
all impoverished counties. Thus, the income of 2.74 million people from registered
impoverished households has increased. Informatization has been adopted to
improve the government’s service efficiency. The number of online governmental
service users had reached 470 million by June 2018. The rate of using online
governmental service was 42.1% through Alipay and the WeChat City Service
Platform, which are the most frequently used online government service platforms.
People can enjoy services with little effort through the Internet, which is a vivid
embodiment of China’s governmental service in the new era.

III. Remarkable Achievements of Innovative Internet
Development in all Provinces, Autonomous Regions,
and Municipalities Directly Under the Central Government

In China Internet Development Report 2017 released last year, China’s Internet
Development Index was set up and published for the first time, covering infras-
tructure construction, innovation capacity, development of digital economy,
Internet application, cyber security, and cyberspace administration, which were
used to assess and rank the effect and level of Internet development in all provinces,
autonomous regions, and municipalities directly under the Central Government
(“municipalities” for short hereinafter). It is a reference for all regions to seize the
development opportunities and catch up in some fields. This year, we have
improved the Internet Development Index and followed up the latest effects and
progress in Internet development of the province, municipalities, and autonomous
regions, to assess and reflect their Internet development more comprehensively,
objectively, and scientifically.

1. China’s Internet Development Index has been optimized and improved.

To make a better assessment on the Internet development throughout the country,
we have optimized and improved China’s Internet Development Index (see
Table 1). We have adjusted and improved the index system, optimized the algo-
rithm model, and enhanced data collection, so that the assessment is more
authoritative, scientific, and accurate.
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Table 1 China’s Internet Development Index

Indicator Key assessment factors Weight Specification

Infrastructure Number of broadband access 10% Local infrastructure

construction ports and percentage of optical construction level and Internet
fiber users, number of 4G coverage of broadband,
mobile base stations and mobile and wireless networks,
percentage of 4G users, and and cloud computing
number of IDC centers

Innovation Number of patents registered, 20% Level, capacity, and

capacity index of human resources in environment of local
information society, and industrial innovation and local
investment in R&D talents cultivation

Development ICT industry, income of 20% Development of local ICT

of digital telecommunication, industry, e-commerce, and

economy e-commerce, and development of Internet
development of Internet businesses
businesses

Internet Rate of Internet coverage, 25% Local individuals’ use and

application scale of e-commerce, online corporations’ use of the
full-process government Internet, e-government, and
service rate, and online public service application
full-process public service rate

Cyber Malicious computer program, 13% Local security of Internet and

security number of controls against websites, as well as
web vulnerabilities, number of cybersecurity industry and
cybersecurity businesses, and talent production
talents of cyber security

Cyber Number of governmental 12% Construction of local cyber

administration Weibo accounts, number of administration organizations,
government foutiao accounts, platforms, institutions, and
and number of local personnel as well as their
regulations, policies, and capabilities

action plans

Assessment items are refined and increased in number. China’s Internet
Development Index 2017 contained 6 primary indicators, and 16 secondary and 33
tertiary ones. This year, considering that all the regions have put more stress on
cyber content building, informatization, and cybersecurity protection, we keep the
primary indicators unchanged, but adjust the secondary and tertiary ones and add
and refine the assessment items in accordance with the follow-up and collection of
data. China’s Internet Development Index 2018 is made up of 6 primary indicators
and 24 secondary and 51 tertiary ones, covering infrastructure construction, inno-
vation capacity, development of digital economy, Internet application, cyber
security, and cyberspace administration. Indicators, aggregate and per capital,
qualitative and quantitative, positive and negative, are combined to reflect the
Internet development of different regions more comprehensively, objectively, and
scientifically.
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Weight of the indicators has been adjusted and optimized. For the year 2018,
we have adjusted the weight of the primary indicators in China’s Internet
Development Index. First, the weight of infrastructure construction is reduced to
10%. Network infrastructure is the foundation of Internet development of all pro-
vinces, municipalities, and autonomous regions. Thanks to years of construction
and development, the fixed and mobile infrastructure of all regions is nearly perfect
through constant improvement. Therefore, the weight of this indicator is reduced.
Secondly, the weight of innovation capacity has been increased to 20%. Innovation
capacity is the inexhaustible driving force for Internet development and the guar-
antee for permanent competitiveness. To better reflect the input of different regions
into technical innovation and talent production, and to encourage and guide all the
regions to attach importance to the Internet innovation capacity building, we have
increased its weight. Thirdly, we have increased the weight of digital economy,
cyber security, and cyber administration. More secondary indicators have been put
in the three dimensions in accordance with the Internet development of different
regions, including cybersecurity business development, cybersecurity industry, rule
of law on the Internet, and cyber administration organization architecture.

Data collection has been expanded and enhanced. This year, we have been
following up the Internet development of all regions, sorting the latest progress and
representative cases concerned, updating data of all indicators in time, and referring
to the statistics of the Internet released by governmental agencies, research insti-
tutions, and businesses to ensure that all data are authentic, complete, accurate, and
traceable.

2. The Index comprehensively and objectively reflects the general situation
of the Internet development of different regions.

According to the latest indicator system and calculation method, we have got the
scores of the Internet Development Index of 31 provinces, autonomous regions, and
municipalities of China (see Table 2). From the table below, we find that the
Internet is mostly developed in economically developed regions like Beijing,
Guangdong, Shanghai, and Zhejiang while it is gathering momentum in the middle
and western regions.

Guided by General Secretary Xi Jinping’s thoughts on cyber power, all pro-
vinces, municipalities, and autonomous regions are, in accordance with the unified
arrangement by the CPC Central Committee, have achieved great success by
enhancing cyber content building, cybersecurity guarantee, and informatization
through a series of new creations and practices based on their local reality.

In terms of infrastructure, thanks to the local governments’ increase of the fund
and policy support, information infrastructure has been reinforced, and the number
of Internet users has increased, and the gap between urban and rural areas in
information infrastructure is narrowing. In general, the information infrastructure of
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economically developed regions like Beijing, Guangdong, and Zhejiang is more
developed and regions like Shanxi, Ningxia, and Sichuan are catching up fast in
fiber broadband. Chongqing and Hubei are promoting 5G R&D and technical
innovation, trying to deploy 5G testing networks. Beijing, Guangdong, and
Shanghai are taking the lead in cloud computing infrastructure, laying a foundation
for the Internet development of these regions.

In terms of innovation capacity, all regions have begun to take innovation of
network information technology as the grip for local innovative development and
have been increasing fund and policy support for technical innovation, which has
witnessed remarkable results. For example, Beijing and Shanghai, with more tal-
ents, take the lead in developing big data and Al, while Shaanxi and Hubei support
the R&D of cutting-edge technologies in digital economy by boosting major special
projects of science and technology.

In terms of development of digital economy, all regions take e-commerce and
the industrial Internet as their development focus, so e-commerce is increasing.
Guangdong takes the lead in digital economy by boosting industrial e-commerce
and industrial Internet while Zhejiang is facilitating digitalized transformation of
traditional industries and rank among the national top in integrated industrial
innovation.

In terms of Internet application, new Internet technologies have seen increase in
individual, business, governmental, and public service applications, all tending to
be diversified, efficient, and convenient. Guangdong, Zhejiang, and Chongqing, by
starting with the construction of “digital government”, are boosting the govern-
mental information integration while Sichuan, Hubei, and Tianjin are taking the
lead in public service application.

In terms of cyber security, cybersecurity awareness and guarantee strength have
obviously increased in different regions. Zhejiang and Sichuan have seen the rapid
development of the cybersecurity industry through an increase of governmental
support, with the scale of their cybersecurity industry and number of relevant
businesses taking the lead in China. Anhui and Beijing are among the top regions in
cultivation of talents in that field, with great potential in development.

In terms of cyberspace administration, all local governments are, in accordance
with the unified requirement of the Central Government, promoting the establish-
ment of provincial and prefectural cyber space administration organizations while
formulating laws, policies, and regulations as guidance, and fulfilling local
accountability. Zhejiang has launched the initiative of “credit cyber administration”
to establish the cyber credit administration mechanism, enrich the cyber governance
methods, and improve their effect. Fujian, Tibet, and Qinghai have launched a
series of laws and regulations in accordance with the local need to develop the
Internet.



Overview XXIX

IV. Trend of China’s Internet Development and Suggestions
on Relevant Policies

China is in an era of securing a decisive victory in building a moderately prosperous
society in all respects, and the Chinese nation is at a critical juncture in its drive
toward rejuvenation. By seizing the historic opportunity brought about by
informatization, the country will, by upholding Xi Jinping Thought on Socialism
with Chinese Characteristics for a New Era, especially his thoughts on cyber power,
keep its foothold in the new historic moment and fulfill its mission in cyber
administration. It will speed up the construction for building the country’s strength
in cyberspace and promote new breakthroughs and leaps in Internet construction,
application, and governance.

1. Information infrastructure is playing an increasingly supporting and
enabling role in economic and social development, so we should enhance the
proactive layout and overall upgrading oriented to future.

Information infrastructure is the strategic public infrastructure in China’s economic
and social development in the new era. With the iterative IT upgrade and appli-
cation, Internet of Everything (IoT) and man-machine-thing integration have
become reality, with new higher demand for the supporting capability of infor-
mation infrastructure, which should be immediately improved in domain and
capacity and upgraded. The new-generation high-speed, mobile, secure, and
ubiquitous information infrastructure should be constructed for networking, digi-
talization, and intelligent development of economy and society, to provide strong
support for the supply-side structural reform and good social order construction. We
should upgrade the existing infrastructure’s capacity and deployment of emerging
technology infrastructure, proceed network structural optimization and critical link
dilatancy, and deploy the next-generation Internet in advance while facilitating the
overall upgrade to IPv6 to increase traffic unblocking and business-bearing capa-
bilities. Cloud computing centers, CDNs, and IoT and other facilities should be
deployed in advance to facilitate comprehensive intelligent information infras-
tructure which integrates perception, transmission, storage, computing, and pro-
cessing so that the virtual cyber world and the real world can be integrated in depth.
To meet the demand for intelligent manufacturing networking, the construction of
new manufacturing foundations like industrial cloud and smart service platforms
and industrial Internet should be sped up to form high-ratio, reliant, low-delay,
flexible, and fast networks. To meet the demand of social operation and adminis-
tration, we should transform and upgrade traditional infrastructure to smart power
grids, transportation tools, and water affairs facilities, to improve the resource
utilization capacity and efficiency.
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2. Digital economy’s development is coming into the technology-dominating
period, so core technology breakthroughs should be made to foster new
international competitive advantages.

The global IT technical innovation is witnessing a new-round acceleration and
shortened iteration cycle. Technical systems are being restructured fast and
emerging technologies such as IoT, cloud computing, big data, and Al are
becoming the core driving forces for industrial revolution. A major technical rev-
olution is often a significant opportunity for technical surpassing and “corner
overtaking”. China will see the critical juncture of high-quality development of its
economy, and the innovation and competition advantages generated by “technical
development + scale effect” will the solid foundation for the permanent healthy
development of the country’s economy. The government should, to facilitate the
policy and institutional environment for core technology innovation, formulate and
implement ground-breaking policies and measures on special tax exemption, loan
support, and talent recruitment and cultivation, to encourage State-owned enter-
prises, private businesses, and colleges to increase their input in the R&D of core
technologies. We should accelerate the application of technically innovative
achievements to real economy and the popularization of smart factories, digitalized
workshops, and production lines, facilitate the overall reform of production factors,
industrial chains, technological processes, and business models, and encourage
emergence of new business and new models like networking coordination, per-
sonalized customization, smart production, and service-oriented manufacturing, to
improve the industrial strength and the contribution ratio of technical innovation to
economic development. We should enhance the proactive and strategic deployment
of standards for basic, cutting-edge, nonsymmetrical, and critical technologies, and
accelerate R&D of basic technologies and breakthrough of cutting-edge technolo-
gies like Al, quantum computing, quantum communication, and neural network
chips to consolidate the technical foundation for the permanent healthy develop-
ment of China’s economy. Businesses should play the major role in accelerating
technical R&D and industrial layout to transfer through emerging technologies the
advantages in industrial scale and a number of users into advantages for taking the
lead and hence new international competitive advantages. A large number of
multinationals with strong competitiveness are expected to emerge in China.

3. High-quality content will be the focus of competition among media plat-
forms, so we should speed up restructuring of the order of the cyber content
industry and create a healthy cyber ecosystem.

The cyber content industry is witnessing fierce competition. Affected by users’
information consumption upgrade and scarcity of quality content resources, quality
content has become the new focus of competition among major media platforms,
who, therefore, should attach importance to content generation capacity building,
introduce positive energy, and innovate the means of cooperating with content
generators so that they can jointly plan and generate content products popular
among users. They should enhance the profitability of content, foster one-stop
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service platforms, with quality content as the core, and native advertising and
HOBBY as the complementary, and expand the added value of the content. They
should optimize content generation and delivery through technical innovation,
constantly upgrade technical models and launch new services like personalized
products, tailored reading, and targeted-push, and set up the production, checking,
and delivery mechanism which is more consistent with content administration.
Competent authorities should enhance the intellectual property protection, improve
the legal system in the field of network media communication, and reinforce
supervision and technical administration over public opinions to upgrade the cyber
content industry in healthy competition and make content ecosystem better.

4. Data security is closely related to the security of the nation, industries, and
individuals, so we should attach equal importance to security and development
and make the best use values of data.

In the information era, data, as a new production factor, is playing an increasingly
important role. It is significant basic strategic resource of a nation. China’s data will
see exponential growth, enjoy extensive application, and influence the development
of economy, culture, society, and military affairs. There are closer relations between
data security and national security and between social stability and individual
interests. How to make the best use of the values of data and guarantee data security
is a problem that the Chinese government, businesses, and society have to face and
solve. We should attach equal importance to security and development. First, we
should take data security as the core of cyber security. Therefore, we should
establish the data-centered security protection system, improve rule systems con-
cerning data, clarify the accountability in all steps of data generation and the data
ownership and code of conduct concerned, improve data security protection mea-
sures, and enhance anti-attack, anti-breach and anti-theft technologies and data
security supervision and early warning. Secondly, we should attach more impor-
tance to the openness and circulation of data resources and take data flow as the
leader of technical, material, capital, and talent flows. Information barriers should
be broken and a bigger public data-sharing platform covering the whole country
should be formed. This platform should be used in coordination and can be
accessed in a unified way to promote the integration and integrated application of
data in fields like energy, transportation, and environmental protection. Moreover,
we should give full play to the role of data in policy-making and efficiency
improvement.
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