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Preface

Cloud storage is a service that lets users store data by transferring it over the
Internet or another network to an offsite storage system maintained by a third
party. It is increasingly demanded along the users’ data exploded and it provides
users an efficient and convenient way to manage their data. Despite the appealing
advantages of data outsourcing, cloud storage services are confronted with various
threats from many aspects. Compared with traditional data storage systems (where
users store their data locally), cloud storage provides users with a completely
different paradigm to manage their data, which also introduces new and challenging
threats towards data security. Specifically, in the cloud storage service, users do
not physically own their data once outsourcing the data to a cloud server (which
is subject to a cloud service provider), and these data are fully controlled by the
cloud server. As such, once the cloud server (including insiders working at the cloud
service provider) misbehaves, the outsourced data would suffer from threats, such
as corruption, modification, removal, and privacy violation. In addition, since the
data are transmitted over public and insecure networks, external adversaries (e.g.,
hackers) might eavesdrop on the communication channel between the user and the
cloud server, tamper with the interaction messages between them, and extract the
data contents from the cloud server for financial or political reasons.

This monograph gives a comprehensive overview of data security in cloud
storage, which includes cloud storage reliability, cloud storage confidentiality,
and data investigations in cloud storage. With these security issues, five research
topics are introduced and studied, i.e., secure verification of data integrity, secure
deduplication, secure keyword search, secure data provenance, and secure data time-
stamping. This monograph not only presents basic paradigms and principles of the
aforementioned research topics and the corresponding techniques that secure cloud
storage but also provides a comprehensive survey on each of the research topics. In
addition, this monograph also analyzes the relationship among these research topics.

As emerging techniques, such as indistinguishability obfuscation, blockchains,
and trusted execution environments (TEEs), have been developed in the last decade,
it has shown great potentials in enhancing data security. This monograph also
introduces the latest advances in enhancing cloud storage reliability, confidentiality,
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and investigations and analyzes their pros and cons. Finally, open research issues
and future work on the related topics are also discussed.
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