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Preface

This book entitled Reversible Steganography and Authentication via Transform
Encoding contains fourteen chapters. Out of fourteen chapters, Chap. 1 contains the
introductory remarks. This chapter reflects the aspects of introductory literature
about cryptography, steganography, authentication and related issues in various
domains. The genesis of steganography and authentication starting from the ancient
era to the digital era is addressed in this chapter. State-of-the-art neural cryptog-
raphy, tuning of neural machine, is also given in this chapter.

In Chap. 2, the state-of-the-art literature survey in respect of reversible
steganography and authentication has been outlined. The survey of the literature
from 2005 to 2019 is incorporated.

In Chap. 3, the details about steganography and authentication in different
domains, e.g., spatial, spectral and composite domains, have been explained. The
explanations are substantiated by examples in terms of fabrication and extraction in
detail. Aspects of steganographic applications in spatial domain, spectral domain
and also in composite domain have been discussed in detail.

In Chap. 4, DFT-based reversible encoding with the formula for FDT and IDFT
has been discussed. The problem of transformation for the whole image matrix is
addressed. To reduce the computational complexity, the reduction in generalized
equation of DFT and IDFT into 2 � 2 window-based computation has been done
and the generalized equation is converted to a simpler form. The reversible
encoding for application of steganography and authentication is also given. Detailed
computational aspects of this reversible process are highlighted. Steganographic
applications based on these reversible computations along with its process of
authentication are given.

In Chap. 5, DCT-based reversible computation and image matrix-based trans-
form computation are incorporated. Sliding window using 2 � 2 size to compute
reversible computation and reduction in generalized DCT equation into a simpler
form based on small size windows is the main focus of this chapter. Steganographic
applications for embedding and extraction in real components of transform coef-
ficients using LSB and hash functions have been elaborated. The process of
authentication and its applications in various real fields are also given.
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In Chap. 6, wavelet transformation is discussed in detail. This book has been
emphasized on Haar wavelets for reversible computations. Reversible computations
in smaller size windows are the prime focus of this chapter. The process of
embedding and authentication is discussed in detail. Embedding and extraction of
binary strings for authentication and invisible communication along with related
applications of the same for various real-time applications are given.

Z-transformation-based reversible encoding is done in Chap. 7. Detailed com-
putation of Z-transform has been addressed in this chapter. Computational aspects
of Z-transform with varying ROC have been taken care of in detail. Embedding of
binary bits in real components in transform coefficients of Z-transform is the main
focus area for embedding and authentication. Extraction of embedded bits from the
embedded image is also elaborated in detail along with examples for reversibility to
ensure authentication. This chapter also addresses the higher ROC of Z-transform
with embedding and extraction to/from imaginary components of transformed
coefficients using different values of r.

Reversible transform encoding via discrete binomial transform has been
embodied in Chap. 8. Here, the reversibility of computations has also been done
taking 2 � 2 subimages. Detailed algorithmic approach with 1.5 bpB embedding
payload has been given in detail with the implementation of results.

Computation of Grouplet transformation for reversible computation based on its
rotation and reflection properties has been done in Chap. 9. Various dihedral
groups like D3, D4, D5 … D10 are used for computation of reversibility along with
implementation in each case. Embedding and extraction of information into
transform coefficients of various G-Lets based on its reflection and rotation prop-
erties are given in detail. Process of authentication based on various G-Let functions
is given along with explicit examples. A complete algorithm for embedding and
extraction with implementation results is given in this chapter.

The utility of nonlinear dynamics in steganography and authentications is dis-
cussed in Chap. 10. Use of various logistic maps and computations of series of real
values using various logistic maps and encoding it into binary sequence and
embedding this binary sequence into various transform coefficients of different
transformations is the primary goal of this chapter. Decoding of binary sequence at
the receiving end using the logistic equation has been given. Some glimpse of
testing of binary sequence for their randomness in terms of Monobit, Serial and
Poker tests is given. Optimization of seeds for the generation of the better pseu-
dorandom sequence using various evolutionary algorithms such as genetic algo-
rithm has also been discussed.

In Chap. 11, various matrices to evaluate the performances of various reversible
transform techniques in terms of embedding, quality of embedding, image fidelity
(IF), PSNR, SSIM, standard deviations (SD), etc. are discussed in detail. NIST test
suit containing 15 tests are also discussed.

In Chap. 12, implementation issues of all reversible transform encodings,
embedding and extraction along with results are discussed in detail. Comparative
study of various transformations in terms of reversible encoding and extraction is
also given.
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An analysis in terms of performances with respect to embedding, extraction
along with various quality factors is the main focus of this analysis.

Concluding remarks on transform encoding along with their limitations, possi-
bilities and concern are outlined in Chap. 13. Chapter 14 addresses the future scope
of this study.
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