
Communications
in Computer and Information Science 1558

Editorial Board Members

Joaquim Filipe
Polytechnic Institute of Setúbal, Setúbal, Portugal

Ashish Ghosh
Indian Statistical Institute, Kolkata, India

Raquel Oliveira Prates
Federal University of Minas Gerais (UFMG), Belo Horizonte, Brazil

Lizhu Zhou
Tsinghua University, Beijing, China

https://orcid.org/0000-0002-5961-6606
https://orcid.org/0000-0002-7128-4974


More information about this series at https://link.springer.com/bookseries/7899

https://link.springer.com/bookseries/7899


Chunjie Cao · Yuqing Zhang · Yuan Hong ·
Ding Wang (Eds.)

Frontiers in Cyber
Security
4th International Conference, FCS 2021
Haikou, China, December 17–19, 2021
Revised Selected Papers



Editors
Chunjie Cao
Hainan University
Haikou, China

Yuan Hong
Illinois Institute of Technology
Chicago, IL, USA

Yuqing Zhang
National Computer Network Intrusion
Protection Center (NCNIPC)
Beijing, China

Ding Wang
Nankai University
Tianjin, China

ISSN 1865-0929 ISSN 1865-0937 (electronic)
Communications in Computer and Information Science
ISBN 978-981-19-0522-3 ISBN 978-981-19-0523-0 (eBook)
https://doi.org/10.1007/978-981-19-0523-0

© Springer Nature Singapore Pte Ltd. 2022
This work is subject to copyright. All rights are reserved by the Publisher, whether the whole or part of the
material is concerned, specifically the rights of translation, reprinting, reuse of illustrations, recitation,
broadcasting, reproduction on microfilms or in any other physical way, and transmission or information
storage and retrieval, electronic adaptation, computer software, or by similar or dissimilar methodology now
known or hereafter developed.
The use of general descriptive names, registered names, trademarks, service marks, etc. in this publication
does not imply, even in the absence of a specific statement, that such names are exempt from the relevant
protective laws and regulations and therefore free for general use.
The publisher, the authors and the editors are safe to assume that the advice and information in this book are
believed to be true and accurate at the date of publication. Neither the publisher nor the authors or the editors
give a warranty, expressed or implied, with respect to the material contained herein or for any errors or
omissions that may have been made. The publisher remains neutral with regard to jurisdictional claims in
published maps and institutional affiliations.

This Springer imprint is published by the registered company Springer Nature Singapore Pte Ltd.
The registered company address is: 152 Beach Road, #21-01/04 Gateway East, Singapore 189721, Singapore

https://orcid.org/0000-0003-4095-4506
https://doi.org/10.1007/978-981-19-0523-0


Preface

This volume contains the papers from the 4th International Conference on Frontiers in
Cyber Security (FCS 2021). The event was organized by School of Cyberspace Security
(School of Cryptology), Hainan University. This series, which started in 2018, brings
together individuals involved in multiple disciplines of cyber security in order to foster
exchange of ideas.

In recent years, cyber security threats have increased rapidly. All kinds of extremely
dangerous attackbehaviors expose every commonuser to risks includingprivacy leakage,
property loss, etc. Cyber security has also received increasing attention from researchers.
The development of cyber security requires extensive communication. In view of this
situation, and the permanent theme of FCS being “Cyber Security”, aiming to introduce
security concepts and technology achievements from the international forefront in the
field of information security, and to share insights into the latest development trends and
innovative technology of cyber security, the FCS conference provides a good platform for
researchers and practitioners to exchange the latest research achievements and discuss
these questions of network security, system security, cryptography, trust management,
privacy protection, information hiding, computer forensics, content security, and their
applications, etc. keeping the pace with international security innovation concepts to
provide theoretical and technical support for international cyber space development.

The FCS conference has been held four times, starting at the University of Electronic
Science and Technology of China in 2018. In these four years, hundreds of researchers
have exchanged ideas with each other at the FCS events, which has promoted the
development of cyber security. In 2021, FCSwas held inHaikou,China, and organized by
Hainan University which is one of the most important research institutes in China. FCS
2021 received 58 papers and accepted 22 papers, including two short papers. Reviewers
were assigned an average of 4.3 papers and the average number of reviews per paper
was 2.7. A double-blind peer review process was employed to promote transparency.

The conference received great attention from all over the world, with participants
from countries such as China, Japan, the Netherlands, Denmark, the USA, etc. Taking
place during theCOVID-19pandemic, the conference needed to complywith the relevant
prevention regulations. For the health of the participants, some overseas participants
needed to participate in the conference online, which was a big challenge.

According to the accepted papers, the five topics of FCS 2021 classified by reviewers
were as follows: cryptography, intelligent security, system security, network security, and
multimedia security.
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