Communications
in Computer and Information Science 1563

Editorial Board Members
Joaquim Filipe
Polytechnic Institute of Setiibal, Setiibal, Portugal

Ashish Ghosh
Indian Statistical Institute, Kolkata, India

Raquel Oliveira Prates
Federal University of Minas Gerais (UFMG), Belo Horizonte, Brazil

Lizhu Zhou
Tsinghua University, Beijing, China


https://orcid.org/0000-0002-5961-6606
https://orcid.org/0000-0002-7128-4974

More information about this series at https://link.springer.com/bookseries/7899


https://link.springer.com/bookseries/7899

Yuan Tian - Tinghuai Ma -
Muhammad Khurram Khan - Victor S. Sheng -
Zhaoqing Pan (Eds.)

Big Data and Security

Third International Conference, ICBDS 2021
Shenzhen, China, November 26-28, 2021
Proceedings

@ Springer



Editors

Yuan Tian Tinghuai Ma
Nanjing Institute of Technology Nanjing University of Information Science
Nanjing, China and Technology

Nanjing, China
Muhammad Khurram Khan
King Saud University Victor S. Sheng
Riyadh, Saudi Arabia Texas Tech University
Lubbock, TX, USA
Zhaoqing Pan
Tianjin University
Tianjin, China

ISSN 1865-0929 ISSN 1865-0937 (electronic)
Communications in Computer and Information Science
ISBN 978-981-19-0851-4 ISBN 978-981-19-0852-1 (eBook)

https://doi.org/10.1007/978-981-19-0852-1

© Springer Nature Singapore Pte Ltd. 2022

This work is subject to copyright. All rights are reserved by the Publisher, whether the whole or part of the
material is concerned, specifically the rights of translation, reprinting, reuse of illustrations, recitation,
broadcasting, reproduction on microfilms or in any other physical way, and transmission or information
storage and retrieval, electronic adaptation, computer software, or by similar or dissimilar methodology now
known or hereafter developed.

The use of general descriptive names, registered names, trademarks, service marks, etc. in this publication
does not imply, even in the absence of a specific statement, that such names are exempt from the relevant
protective laws and regulations and therefore free for general use.

The publisher, the authors and the editors are safe to assume that the advice and information in this book are
believed to be true and accurate at the date of publication. Neither the publisher nor the authors or the editors
give a warranty, expressed or implied, with respect to the material contained herein or for any errors or
omissions that may have been made. The publisher remains neutral with regard to jurisdictional claims in
published maps and institutional affiliations.

This Springer imprint is published by the registered company Springer Nature Singapore Pte Ltd.
The registered company address is: 152 Beach Road, #21-01/04 Gateway East, Singapore 189721, Singapore


https://orcid.org/0000-0002-2307-8201
https://orcid.org/0000-0001-6636-0533
https://orcid.org/0000-0003-1390-399X
https://orcid.org/0000-0003-2320-1692
https://orcid.org/0000-0003-4960-174X
https://doi.org/10.1007/978-981-19-0852-1

Preface

This volume contains the papers from the Third International Conference on Big Data
and Security (ICBDS 2021). The event was held at the Shenzhen Institute of Advanced
Technology, Chinese Academy of Sciences, and was organized by the Nanjing Institute
of Technology, the Shenzhen Institute of Advanced Technology, King Saud University,
the Jiangsu Computer Society, and the IEEE Broadcast Technology Society.

The International Conference on Big Data and Security (ICBDS) brings experts
and researchers together from all over the world to discuss the current status and
potential ways to address security and privacy regarding the use of big data systems. Big
data systems are complex and heterogeneous; due to their extraordinary scale and the
integration of different technologies, new security and privacy issues are introduced and
must be properly addressed. The ongoing digitalization of the business world is putting
companies and users at risk of cyber-attacks more than ever before. Big data analysis
has the potential to offer protection against these attacks. Participation in conference
workshops on specific topics is expected to achieve progress through global networking
and the transfer and exchange of ideas.

The papers submitted to ICBDS 2021 came from researchers who work in
universities and research institutions, giving us the opportunity to achieve a good level
of understanding of the mutual needs, requirements, and technical means available in
this field of research. The topics included in the second edition of this event included
big data, security in blockchain, IoT security, security in cloud and fog computing,
artificial intelligence/machine learning security, cybersecurity, and privacy. We received
221 submissions and accepted 59 papers. All the accepted papers were peer reviewed by
three qualified reviewers chosen from our Technical Program Committee (TPC) based
on their qualifications and experience.

The proceedings editors wish to thank the dedicated TPC members and all the other
reviewers for their efforts and contributions. We also thank Springer for their trust and
for publishing the proceedings of ICBDS 2021.

January 2022 Tinghuai Ma
Muhammad Khurram Khan

Victor S. Sheng

Zhaoqing Pan

Yuan Tian
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