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Preface 

Recent years have witnessed an increased focus on hardware security research. There 
have been significant advances in hardware security over the last decade. A recent 
discovery of chip vulnerabilities such as Spectre and Meltdown shows that the foun-
dation of trust in hardware can also be insecure. Additionally, the tremendous growth 
of machine learning can either be a boon or a bane for hardware security. In the field 
of hardware security, Physically Unclonable Functions (PUFs) are being considered 
as a potential root of trust for solving hardware security problems. However, machine 
learning-based modeling attacks have been the greatest threat to PUF. 

This book describes machine-learning applications for hardware security, 
focusing on modeling attacks against PUFs. The contents of this book are the results 
of our intensive research on the above-mentioned topic over the last few years. This 
book presents a practical guide for the use of machine learning in modeling attacks 
on PUF. We wrote this book to share our experience of research on modeling attacks 
on PUFs in a systematic and comprehensive way that covers both depth and breadth 
of the topic. Since this topic has not been covered in a single volume till date, we 
feel it would be of great value to any interested reader. The topics have been covered 
in sufficient depth to enable the reader to develop the understanding and skill-sets 
to explore it further. We have released the source-code corresponding to the PUF 
models and the modeling attacks in the public domain, to further aid the readers who 
would be interested in exploring this fascinating topic and enhancing the state of the 
art through future research. 

Whether you are a complete beginner or an experienced researcher, the book brings 
together a formidable amount of theory and practical know-how under a single cover 
and will assist you in recollecting and gaining the knowledge of modeling attacks in 
the most comprehensive way. 

Kharagpur, India 
September 2021 

Pranesh Santikellur 
Dr. Rajat Subhra Chakraborty 
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