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To grown-ups,
who plan to learn cryptology as science.



Foreword

I am delighted to introduce the first complete book on ZUC, one of the recent and
widely deployed stream ciphers in Mobile Telephony. Needless to mention that
cryptology as a subject is now completely matured. There are a number of excellent
books in the domain of general cryptology, or in the well-studied areas like public
key cryptosystem or block cipher design and analysis. While there are outstanding
research papers regularly appearing in design and analysis of stream ciphers, we
still have a dearth of good monographs in this field. In this backdrop, I warmly
welcome a dedicated book on the ZUC stream cipher.

This brief document of around a hundred pages has nicely assimilated all the
results to make it a complete treatise on ZUC. This cipher is used to encrypt a good
proportion of traffic in mobile communication and is believed to be widely used in
China. The present book not only explains this stream cipher but also describes
where it is placed in the broad spectrum of mobile telephony. Thus, I believe this
book will be widely accepted as an important independent monograph for theory
and practice in the domain of cryptology. Both students and experienced
researchers should benefit from this book.

The book is written by three authors. Chandra Sekhar is presently an M. Tech.
(Computer Science) student, Dibyendu is a postdoctoral research fellow and
Subhamoy is a senior professor at the Indian Statistical Institute, Kolkata. That is
why, this book has a fair blend of student’s view, researcher’s analysis and
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teacher’s explanation toward understanding a rather advanced subject in a simpler
way. I sincerely wish this book will attract serious attention in the domain of
Cryptology, Security and Communication as a whole.

Kolkata, India
March 2020

Bimal Roy
Padmasree Awardee

Professor, Indian Statistical Institute
Head, R C Bose Centre for Cryptology and Security

Chairman, National Statistical Commission, India
Founder & Secretary, Cryptology Research Society of India

Former Director, Indian Statistical Institute
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Preface

ZUC is a stream cipher which is used to encrypt communications in mobile net-
works. The basic idea of a stream cipher is simple. This is actually a methodology,
where an initial seed will be provided and, in turn, it will generate a stream of data
which looks random. However, this is not truly random as the same seed will
always generate the same stream if the algorithm is deterministic and the machine is
classical. This stream is mixed with plaintext for encryption. The encrypted text is
communicated through an open channel with the understanding that no unautho-
rized third party will be able to decrypt it. On the other hand, the receiver will have
the same secret key (the seed) and thus (s)he will be able to generate the same
keystream. Then re-mixing the stream and the ciphertext, the plaintext will be
recovered. That is, one may immediately understand that the cryptographic security
of the whole system primarily depends on the secrecy of the seed (secret key).
However, if the stream cipher is not designed properly, or if the complete protocol
of data transfer is not properly evaluated, then there may be other problems that
might compromise the security. Thus, we have to take care of two issues. One, the
proper design of stream cipher, and two, a detailed evaluation of the complete
protocol. In this book, we take care of both the issues. While we look at the cipher
from cryptographic point of view (more mathematical), at the same time, we present
how the stream cipher is placed in the infrastructure of mobile telephony (less
mathematical, but an architectural point of view).

ZUC is a stream cipher proposed and designed by China, but it must be men-
tioned that the cipher was evaluated publicly in the international domain. The
design of this cipher was initiated in the first decade of this millennium. In fact, the
third author of this book (Subhamoy Maitra) was invited to the first International
Workshop on ZUC algorithm during December 2–3, 2010, Beijing, China. Since
then, the cipher has experienced several evaluations, certain weaknesses have been
identified and the present version, ZUC 1.6 with 128-bit secret key, is believed to
be secure. However, being one of the ciphers used in the commercial domain of
mobile telephony, it attracts continuous evaluation of the cryptologic community.
This should be mentioned that the term ‘cryptanalysis’ does not mean a complete
break of a cipher without knowing the secret key. Cryptanalysis means the detailed
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evaluation of the cipher using cryptologic techniques. In this book, we explain all
the known cryptanalytic results on this cipher.

For analyzing the cipher, we primarily need substantial mathematical back-
ground. This is presented in the first introductory chapter. The second chapter is less
mathematical, that discusses the mobile telephony architecture and where exactly
ZUC is placed in that hierarchy. The experts in the domain of Cryptology and
Security may selectively skip the materials of the first two chapters. Chapter 3
provides complete mathematical design and software implementation details (using
C programming language) of the ZUC stream cipher. This is the core description
of the cipher, that needs to be studied deeply to understand the strength and
weaknesses of ZUC. Needless to mention, that the present version ZUC 1.6 does
not have any weakness known so far in the public domain. This chapter also
discusses how, based on ZUC, the confidentiality and integrity algorithms are
implemented in mobile telephony standards such as 3GPP. The last technical
chapter (Chap. 4) provides a detailed analysis in terms of the weaknesses of the
stream cipher in the earlier version ZUC 1.4. It is very important to understand the
details as the users need to be convinced that the present version is indeed secure
and there is no obvious trap-door. We conclude this brief document in Chap. 5 with
directions toward the future analysis of this cipher.

The readers of this book should have mathematical knowledge at the under-
graduate level. However, the first chapter of this book presents the necessary
mathematical background so that engineers with good high school-level knowledge
can also access this document. A basic background in computer science is necessary
with some hands-on experience in C programming. The book supplements all the
mathematical details with implementation using C programs. This book does not
expect any formal background on cryptology, though basic knowledge in this
domain will indeed be an added advantage. This book is targeted toward students
and researchers of any science and engineering discipline, and to engineers and
professionals who work in the broad field of communication.

Before proceeding further, let us enumerate what is expected from this book.

• This book is a timely report of state-of-the-art analytical techniques in the
domain of stream cipher design and analysis with a specific cipher, namely
ZUC, in mind.

• This brief document provides a link between new research results and a brief
contextual literature review in the domain of complex LFSR-based stream
ciphers.

• This draft presents a snapshot of how stream ciphers are deployed in the mobile
telephony architecture, one of the most well-known topics for more than half a
century in the domain of computer and communication sciences.

• We provide an in-depth study on design and cryptanalysis of ZUC as well as
relevant research results in this field.

• This book is a presentation of core concepts toward design and analysis of
stream ciphers that involve a basic understanding of electronic circuits such as
LFSRs with abstract mathematical objects such as primitive polynomials over
finite fields. At the same time, this draft moves forward to explain a very
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complex design of a state-of-the-art commercial stream cipher that is imple-
mented in billions of mobile equipments around the world (mostly in China).
The research students as well as professional engineers should understand and
be aware of the complete timeline and technical know-how in order to make
independent contributions in this domain.

A book contains the name of the authors, but we all know that this is actually
assimilation of the continuous effort of many people who are continuously working
around. We like to acknowledge our family members, co-researchers and friends in
this regard. Without their support, this document could not be prepared. We also like
to thank our institute, the Indian Statistical Institute. This is needless to mention how
prominent this institute is in academic area. At the same time, the kind of academic
independence we enjoy in this institute is un-parallel. In this regard, we must thank
the Government of India for continuous support toward our research through dif-
ferent departments and agencies. Finally, all the authors like to acknowledge the
project (2016–2021) “Cryptography & Cryptanalysis: How far can we bridge the
gap between Classical and Quantum Paradigm”, awarded to the third author
(Subhamoy Maitra) by the Scientific Research Council of the Department of Atomic
Energy (DAE-SRC), the Board of Research in Nuclear Sciences (BRNS).
Additionally, we would also like to thank Pranab Chakraborty of Wipro Limited as
well as Pinakpani Pal and Manmatha Roy of Indian Statistical Institute for
improving the quality of the text with valuable suggestions and comments.

As we have pointed out, the third author of this book (Subhamoy Maitra) was a
participant in the first International Workshop on ZUC. He cherishes the two initial
slides of that presentation a decade back (credit to Dr. Sourav SenGupta, who was
Subhamoy’s research student at that point of time).
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At that time, it was perceived that Cryptology might be an easier subject to
handle than the gamut of mobile telephony.

Thus, only cryptology was discussed in the presentation 10 years back. Time
flows, and after a decade, we plan to understand the basic framework of mobile
telephony too.

We sincerely wish that the readers will enjoy flipping through the pages of this
brief document.

Kolkata, India Chandra Sekhar Mukherjee
March 2020 Dibyendu Roy

Subhamoy Maitra
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Notations

0n String of zeros of length n.
1n String of ones of length n.
Pr½X� Probability of an event X.
� Addition modulo 2 i.e., logical XOR operation.
�n Bitwise � between two n-bit strings.
ajb Logical OR operation between a, b.
�x Complement of x, i.e., 1� x.
0 Zero vector.
x A bit string of certain length.
a k b Concatenation of a and b.
#S, jSj The number of elements of a set S.
gcdða; bÞ Greatest common divisor of a, b.
jxj Absolute value of an integer x.
GFð2Þ Field with f0; 1g, addition and multiplication modulo 2 operation.
xnn b Left rotate by b bits of the n-bit integer x.
a � t Right shift of the integer a by t bits.
a � t Left shift of the integer a by t bits.
� Addition modulo 232.
abc2 Binary representation of a positive integer.
abc16 Hexadecimal representation of a positive integer.
dxe The smallest integer not less than x.
x;ex x;ex differ at certain bit/byte positions.
Dxi Denotes difference at i-th bit/byte between two bit/byte strings.
a � bmod n n divides ðb� aÞ
wtðSÞ Total number of 1’s present in a bit string S.
Bn Set of all n-variable Boolean function.
LðnÞ Set of all n-variable linear Boolean function.
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AH Most significant half of bit/byte string A.
AL Least significant half of bit/byte string A.
AiL Least significant i bits of bit string A.
AiH Most significant i bits of bit string A.
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