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Preface

The security market has failed.
On Tuesday, October 8, 2003 Aaron Caffrey, age nineteen, began his

trial. The charge: subverting the operation of the Port of Houston.
His prosecution had been a model of international interaction, with the
British and American authorities cooperating at every step. Mr. Caffery
was to be tried in the United Kingdom.

The Port of Houston took all normal security practices. The Port
had developed web-based services for assisting shipping pilots as they
moor, in coordinating loading and unloading companies, and in harbor
navigation. In a denial of service attack Aaron brought the port to a halt
on September 20, 2001. (A denial of service attack consists of repeated
initiations of contact, with the attacking machine pretending to be many
different machines. An analogous attack would be to repeatedly call
someone on the phone and remaining silent until the hearer hangs up,
then repeating the process constantly so no work could be completed.)
The initial stated reason for the attack? A person from Houston had
taunted Aaron about the object of his on-line affections.

Aaron Caffery walked free from that courtroom in October 2003. Se-
curity experts explained that there was no way to disprove his assertion
that his threats against Houston, his association with a hacker group,
and his talents proved nothing. The defense illustrated that there was
no way to illustrate beyond a reasonable doubt that Caffery’s machine
itself was not subverted, so that it acted upon direction other than its
owners.

A hacker who can both manipulate code and illustrate that no one is
immune to hackers, Aaron Caffrey is an autistic young man.

This is the state of the security of the American information infras-
tructure.

In July, 2003 a virus, a variant of one originally named SoBig, infected
one out of every three computers in China. The virus provides spammers
with the processing power and bandwidth of the infected computer in
their distribution of unwanted mass email. The virus caused mail server
crashes, denial of service attacks, and encouraged the spread of an unre-
lated virus masquerading as a Microsoft patch for SoBig. SoBig was the
most expensive in history – until MyDoom arrived six months later. In



the time it takes to publish this work, another even more virulent and
expensive virus will undoubtedly appear.

This is the state of the security of the global information infrastruc-
ture.

Certainly, the web server at the Port of Houston was economically and
politically important enough to warrant sufficient investment in security.
Indeed, the Port of Houston is important enough that a single teenager
should not be able to single-handedly stop the port from functioning.

Similarly, the investment in personnel, networks, and sheer mass of
individual time would argue that a virus such as SoBig would have been
more effectively prevented than battled, or tolerated as a chronic insolv-
able problem, like malaria in the tropics.

Why have market mechanisms thus far failed to create secure net-
works?

The Internet is critical to all sectors of the economy and integrated
into government. Security technologies do exist, and capable program-
mers can implement secure code. Programming projects and operating
systems based on secure design principles populate research databases.
Yet the network at the Port of Houston was sabotaged by a creative
teenager with limited programming experience.

Why? Clearly the answer to this question must include more than
technology. There is a problem in the economics of security, and more
broadly in the economics of information control. These problems emerge
as security violations, spam, ‘private’ databases indexed by Google, and
products based on practices exposed as snake oil decades before.

Computer viruses and worms are no longer the domains of experts
only. Every business experienced infections and disruptions from in-
fected machines in the latest generation of worms. Economics combined
with a management, organization theory, and computer security together
can address the chronic problems of economic security. Yet the prob-
lems of security have not, before now, been systematically examined in
economic and management terms. This text, rather than trying to en-
courage managers and practitioners to become security experts uses the
tools of economics to bear on the problems of network security. The re-
sult is a narrative about the economic problems of information security,
a set of tools for examining appropriate investment in computer secu-
rity, all embedded in a set of rich metaphors for balancing the various
alternative for computer security.

The security market in the case of networked information systems can
be thought of in many different ways, and each view suggest a different
set of regulatory and economic responses. Yet, for all the metaphors
that may apply there is a single potential measure: dollars. Economics
offers a powerful lens for understanding the apparently wildly irrational
behavior of software providers, companies, home users and even nation
states. This text brings all the tools of economics to bear on the indi-
vidual, corporate, and national problems of computer security. Perverse
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incentives, lock-in, irrational risk evaluations and bad information all
play a role in creating the chronically broken network.

The economics of information security is not a metaphor for computer
security, like war or health. Recognizing the economics of information
security allow managers to alter incentives and policy makers to better
evaluate policies that may be presented under the warfare metaphor.

A simple example of corporate incentives is that of patching vulner-
abilities. Individual departments must pay for their own IT services,
machines, and employee time. Engaging ITS to support employees and
requiring employees to patch creates immediate costs for each manager.
Charging each section for vulnerabilities will enhance company wide se-
curity, but such a solution comes from consideration of the complexities
of the security market. Assuming that security works like all other goods
has and will continue to result in the creation of perverse incentives that
cause managers to ignore the long term issue of security in favor of goals
with more pressing time frames.

While the elephant of computer security emerges piecewise, with the
ear and tail and foot, the volume as a whole offers a clear picture of
computer and information security. Such clarity could only be obtained
by painting the whole picture with the palette provide by economics.

Camp’s article discusses the concept of security vulnerabilities as an
externality, and the direct implication of such externalities for market
construction. Of course the use of economics proposes that security must
be some kind of tradable or measurable good. Perhaps security is that
canonical economic failure – a public good. In this case one person’s
security investment is another’s gain, therefore no one makes the ade-
quate investment. Or perhaps it is not the value to others but the simple
lack of return that means that there is little investment. If security is
an externality it can still be subject to measurement. Understanding
security as an externality may inform the security debate and, as the
chapter concludes, offer some insight in how to manage it in a corporate
environment.

Yet perhaps vulnerabilities and externalities is too narrow a descrip-
tion of security. What kind of good exactly is being measured? Hal
Varian offers three scenarios.

First, security can be defined by the lowest investment, just as the
height of a protective wall is defined by its lowest or weakest point. Even
barbarians knew this, as they aimed for the gate and not the towers.

Second, the level of security can be determined by the greatest invest-
ment, as when the town is protected by concentric walls. The highest
wall provides the greatest protection (or rather, the combination of the
strongest gate and highest wall).

Alternatively, the security level can be determined by the average
investment. In this case consider the community involved in the con-
struction of the wall – the wall is as high as the combined effort of all
participants. Individual effort can raise the average somewhat, but not
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significantly raise the wall. Consumer behavior reflects the assertion that
security and privacy claims are not trustworthy. Few consumers exhibit
the understanding of “trusted” computing as trustworthy. Indeed, secu-
rity is more complex than most goods in that its primary function will
be subverted by its users. Passwords written on post-it notes, shared
passwords, violations of security policy, and sharing of security informa-
tion are all common. Why is security both so desirable and so frequently
subverted?

Control and verification of information are the critical goal of security
and privacy. Yet control of information on an individual machine may
be of interest to more then the user. In the most common examples, a
remote party with commercial interests will want to constrain the use of
information; however, even more common is the desire of en employer
to control information use on the employee’s machine. One economics
of security is needed to analyze remote control of information, whereas
distinct economic concepts are required to discuss the protection of a set
of machines with a define periphery.

Digital rights management systems are designed by producers with
complex commercial interests; these interests are often in conflict with
the interests of the user. As a result, the most consistent and highest
investment in security has been in the interest of manufacturers, not
consumers. Trusted computing has been primarily used to implement
bundling. Cell phone companies tie the battery to the phone; auto-
mobile companies tie maintenance to the dealership. What would be
theoretically prevented in the contract can be prohibited by the code.

Ross Anderson has illustrated this dichotomy in a series of case studies
of security as applied in modern technologies. The nature of security as
a good is complicated by the fact that it is inherently a bundled good.
You cannot purchase security in the abstract. There must be a threat to
be considered and the security investment (average, lowest or highest)
must be commensurate with and targeted to that threat. In all of these
the threat as perceived by the user is the threat of external control;
while the threat as perceived by the producer is that of a consumer out
of control.

Having acknowledged that producer security is at odds with consumer
Desires, it is feasible to examine investment from the perspective of the
producer or the consumer. Beginning with the producer, Stephen Lewis
asks if producers have accurately and correctly invested in digital rights
management technology. Indeed, as shown in the next chapter by Stuart
Schechter, investments in encryption against P2P networks are in fact
changing the balance. But the balance is being changed in favor of
the file traders and against the interests of those who would license
the content. Beginning with the argument about the current uses of
security technology, observing the incentives in peer to peer systems,
the final chapter in this section argues that trusted computing may end
up supporting the user and subverting the investors.
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Indeed if reliable security information is so difficult to find, the in-
centives so hard to evaluate, and the results so unreliable, why should
anyone share it? What are the economic consequences of sharing infor-
mation? Esther Gal-or and Anindya Ghose examine the generic question
of sharing security information, to find that it is in fact anything but
generic. The size of the firm, the nature of the market in which the firm
is competing, and even the functional requirements for anti-trust policy.
Information sharing among firms and across industries varies widely, and
this chapter explains why.

Hussein offers a broad look of the quantitative examinations of com-
puter security economics. The findings are remarkably consistent for a
young branch of the dismal science. There are a few discordant findings,
illustrating that there is no single unified theory of information security
but that a range of possibilities suggests reasons for underinvestment.

If security and confidentiality are primarily targeted at preventing
firm loss, then what are the limits to security? If security is primarily a
conceptual issue, then attacks on reputation as well as integrity are a se-
curity issue. Considering the vast investment in brands, are investments
in security rational?

Sharing information may lead to more investment and thus a decrease
in losses to security breaches. Beyond direct loss, what is the loss in value
of the firm when there are security breaches? Larry Gordon and Marty
Loeb illustrate that security breaches by and large have little effect on
stock market evaluation of a firm. Yet when confidentiality is lost, then
there is a high price to pay. The implicit argument is that the market
responds very strongly to losses of privacy and less strongly to losses
of security. The security market cannot be extricated from the privacy
market, without serious misunderstandings of both.

In rejecting techniques that require effort, users are rejecting invest-
ment in the very confidentiality that the market so values. Aquisti argues
that is because users share the characteristic so often identified in the
stock market itself: extremely high long term discounting. Users value
the current convenience offered by privacy violations at current value,
and implement extraordinary discounts for the later potential harm.

This observation is validated from an entirely different perspective by
Paul Syverson in his examination of the security market. Discounts and
probabilities are not well understood when consumers offer information
that could be used against them. However that immediate discount is
extremely well understood.

Shostack makes a counter observation that it is perhaps not the dis-
counts and risk calculations that make users so casual about protecting
their own information. Perhaps users simply have no understanding of
the threat. Just as some miners refused to take the accumulation of gas
seriously as a threat, and no one understood why workers on the Brook-
lyn Bridge were dying of the bends, individuals today do not understand
the value of privacy. To make an analogy, why would someone buy cur-
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tains and then offer details of their home over the Internet? The value
of security for the end user is even more difficult to understand than the
value of privacy for the consumer. The overall evaluation of the security
market when seen from the privacy perspective is not optimistic.

Landwehr argues explicitly that the information flows in the security
market are broken. Not only do consumers not understand the issues
of privacy and security risks, but even vendors themselves do not un-
derstand security. Bill Gates’ vaulted commitment to security includes
training in security for 7,000 developers, yet there has not been a month
without the release of a security patch for Microsoft. Even the con-
siderable financial and technical resources of Microsoft cannot result in
coherent application of security research implemented decades ago in a
complex computing environment characterized by unpredictable inter-
actions.

If security and privacy policies are “lemons markets”, then simple
claims of investment in security are far cheaper and easier than actually
securing a site. If the claims are security are adequate to insure customer
trust (and possibly cause malevolent profit-oriented actors to target oth-
ers) then there is no reason for investment in security or privacy. Like
false claims about a reliable used cars, false claims of secure software
and false claims of privacy policy have no costs. Ironically, the lemons
argument suggest that the core security failure in the information infras-
tructure is one of trustworthy information. Vila and Greenstadt argue
clearly for this counter-intuitive possibility.

Integrating personal actions in security and privacy is a significant
contribution of the next chapter. SoBig, MyDoom, and many other vi-
ral variants depend on a large population of unsecured user machines to
flourish. Users express great concern for security, and privacy concerns
have been monotonically increasing. Given this concern, how can ob-
served user behaviors that illustrate that users share information readily
and avoid installing security patches be explained?

Acquisiti uses the issue of on-line and off-line identities to illustrate
how economics can shed light on the apparent irrationalities of both
individuals and the market, regarding the confidentiality of information.

Odlyzko explains that users are correct in rejecting security designed
for them by merchants and providers because the greatest value for mer-
chants in controlling information is to implement price discrimination.
Offering information to a merchant who can then charge you more is
not in the interest of a consumer, even if the issues of control were not
relevant. Security systems that violate privacy are directly opposed to
the interest of the user when price discrimination is more likely than per-
sonal security loss. In economic terms, users are balancing risks when
selecting privacy.

A more detailed discussion of users who reject security is provided in
the aptly-titled, “We Want Security But We Hate It: The Foundations
of Security Techo-Economics in the Social World”. The undercurrents
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of user resistance to security include economics, as well as being a social
and psychological phenomena. Beyond losing money through price dis-
crimination, users seek to maintain control and confidentiality. When
much security is implemented in order to best reflect vendor needs (as
when security is provided as part of digital rights management) users
seek to avoid the “features” offered in mainstream security solutions.

Perhaps users are motivated but misinformed. Certainly, corporate
organizations are not discouraged from investing in security because of
concerns of control of the desktop - this would be a feature and not a bug.
Perhaps the critical problem in the information age is the information
flow. Information is calculated and generated. Standards are made.
Committees meet. Yet for all the research and effort, homes users do
not see themselves at risk. Corporations do not develop appropriate
responses.

In fact, manipulation of information and users remains a threat that
cannot be addressed through technology alone. Can economics hope to
address the problems of manipulation of authorized individuals and naive
home users? Economics and markets themselves can be manipulated
with the same tools of misinformation. “Cognitive Hacking” can apply
to economic systems and information systems.

Yet within the generally bleak picture of information failure, market
failure and suspicion there are cases of remarkable success. We end with
two of these: secure sockets layer and the cable industry.

Having used economics to extract the distinctions between security
and privacy as information control mechanisms in the market, the book
closes with some specific examples of security in markets.

The story of the secure sockets layer and secure telnet illustrate that
a chronic low level of security need not be an external state of affairs, no
matter how long term or ubiquitous the state of affairs. The cable in-
dustry illustrates that lock-in need not lock out security, if the incentives
are properly aligned. The following examination of the secure shell and
the secure sockets layer illustrates that forward movement is possible
even in a distributed, chaotic market. However, even the success stories
of Larochelle and Rosasco illustrate that history offers as much caution
as promise, as each tale offers specific conditions and constraints that
enable security diffusion.

Economics offers a powerful lens for the examination of security. This
text aims to promote a more sophisticated vision of security in an ef-
fort to assist designers in making systems that respect the alignment of
incentives, managers in aligning their investments with the most criti-
cal security problems, and policy makers in understanding the nature of
the chronic, core problem of modern computer security. Bruce Schneier
explains better than any how apparently technical failures are in fact
economic failures, and his explanation provides the final thoughts in
this text.
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Incentives in the security market are badly aligned, and the technology
is not understood. Ironically in the information age, trustworthy infor-
mation is increasingly difficult to locate. To paraphrase Mark Twain: A
virus can be half way around the world while a patch is still putting its
boots on.
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