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Preface

Although the roots of e-learning date back to 19th century’s
correspondence-based learning, it is only today that e-learning receives
considerable attention through the fact that industry and universities
alike strive to streamline the teaching process. Just-in-time (JIT) prin-
ciples have already been adopted by many corporate training programs;
some even advocate the term just-enough to consider the specific needs
of individual learners in a corporate setting.

Considering the enormous costs of creating and maintaining courses,
it is surprising that security is not yet considered an important issue by
most people involved, including teachers and students. Unlike traditional
security research, which has largely been driven by military requirements
to enforce secrecy, in the realm of e-learning it is not the information itself
that has to be protected against unauthorized access, but the way it is
presented. In most cases the knowledge contained in e-learning programs
is more or less widely available; therefore, the asset is not the information
itself but the hypermedia presentation used to convey it.

The etymological roots of secure can be found in se without, or apart
from, and cura to care for, or be concerned about [Lan01]. Consequently,
secure in our context means that in a secure teaching environment users
need not be concerned about threats specific to e-learning platforms
and to electronic communication in general. A secure learning platform
should incorporate all aspects of security and make most processes trans-
parent to the teacher and student. However, rendering a system totally
secure is too ambitious a goal since nothing can ever be totally secure and
— at the same time — still remain usable. Therefore, the system should
enable the user to decide the trade-off between usability and security.
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Goals

This book has three goals. First we want to raise awareness that security
is an important issue in the context of education. Even though these are
theoretical concepts to minimize each single risk, practice shows that
hardly any precautions are taken — at least not in a systematic way.
We want to provide readers with all theoretical knowledge pertaining to
computer security and e-learning. On this basis we provide guidelines
and checklists to facilitate a well-structured approach that will work in
a real-life educational setting.

Our second goal is to emphasize that security is mainly an organiza-
tional and management issue. Nonetheless, a thorough understanding
of the technical fundamentals is necessary to avoid implementing snake
o0il solutions. Snake oil security refers to various security-related prod-
ucts that hide their technical deficiencies behind buzzwords and glossy
marketing folders.

The third goal is to highlight that improving security is an ongoing
process. All too often, management regards an implementation mini-
mizing risks as effective once installed. They ignore the importance of
continuously updating policies, procedures and also technology. In real-
ity, these processes are just as important as the initial setup of a secu-
rity risk analysis. For example, changing legislation on file sharing now
requires universities to enforce stricter controls to protect copyrighted
material. Understanding security models will help the designers of secu-
rity policies to better understand and evaluate the dynamic mechanisms
and procedures needed to secure their sites.

Organization

This book is organized in three parts. The first part provides a quick
introduction that addresses the main questions that teachers, content
authors, managers or students might have. This part is organized into
chapters that clearly address different target groups: content authors
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(Chapter 2), teachers (Chapter 3), managers' (Chapter 4), and students
(Chapter 5).

The second part provides in-depth coverage of security topics that are
relevant to all target groups. Chapter 6 addresses the question whether
digital e-learning content can be protected and which mechanisms are
currently available. Chapter 7 gives an introduction to security risk
analysis and contains checklists and guidelines that enable readers to
perform such an analysis right away. Chapter 8 contains ready-to-use
lists of essential security related items that all participants of a security
risk analysis should be aware of. We provide readers with the knowledge
and the tools necessary to improve security in their e-learning environ-
ments.

Chapters 9 and 10 give insight into fundamental mechanisms of com-
puter security: access control and cryptography.

The third part highlights useful resources and how they can be best
used to improve security in e-learning. Chapter 11 introduces PGP, a
well known application used to encrypt emails and files. Chapter 12
compares Web sites that support teachers in detecting plagiarism.

How to Read this Book

This book has been influenced by an e-learning module? that the author
has created several years ago. Since navigational links cannot be used
in a printed book, different readers will need and want to read different
chapters. Figure shows who should read which parts and which chapters
are optional.

We refer to people as manager who organize the teaching process. At universities
this are usually department chairs.
2http://www.planet-et.at
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