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Preface

The past two years have seen significant interest and progress made in national
and homeland security research in the areas of information technologies, organi-
zational studies, and security-related public policy. Like medical and biological
research, which is facing significant information overload and yet also tremen-
dous opportunities for new innovation, the communities of law enforcement,
criminal analysis, and intelligence are facing the same challenge. As medical in-
formatics and bioinformatics have become major fields of study, the science of
“intelligence and security informatics’ is now emerging and attracting interest
from academic researchers in related fields as well as practitioners from both
government agencies and industry.

Broadly defined, intelligence and security informatics is the study of the de-
velopment and use of advanced information technologies and systems for national
and homeland security related applications, through an integrated technological,
organizational, and policy based approach. The First Symposium on Intelligence
and Security Informatics (ISI2003) was held in June 2003 in Tucson, Arizona.
It provided a stimulating intellectual forum of discussions among previously dis-
parate communities: academic researchers in information technologies, computer
science, public policy, and social studies; local, state, and federal law enforce-
ment and intelligence experts; and information technology industry consultants
and practitioners.

Building on the momentum of IST2003, we held the Second Symposium on
Intelligence and Security Informatics (IST2004) in June 2004 in Tucson, Arizona.
IS12004 followed the tradition of ISI2003 in bringing together technical and
policy researchers from a variety of fields and in providing a highly interactive
forum to facilitate communication and community building between government
funding agencies, academia, and practitioners. From a technical perspective, we
are very pleased to note that the papers accepted at ISI 2004 are of high quality
and from diverse disciplines. Using ISI2003 papers as a benchmark, there is a
clear indication of tangible research progress made on many fronts both in depth
and in coverage. In addition, several new research topics of significant practical
relevance (e.g., trust management, information assurance, disease informatics)
have emerged.

ISI2004 was jointly hosted by the University of Arizona, the San Diego Su-
percomputer Center, and the Tucson Police Department. The one-and-a-half-day
program included one plenary panel discussion session focusing on the perspec-
tives and future research directions of government funding agencies, two invited
panel sessions (one on terrorism research, the other on knowledge discovery and
dissemination), 41 regular papers, six posters, and three panel discussion pa-
pers. In addition to the main sponsorship from the National Science Foundation,
the Department of Homeland Security, and the Intelligence Technology Innova-
tion Center, the symposium was also co-sponsored by several units within the
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University of Arizona including: the Eller College of Business and Public Ad-
ministration, the Management Information Systems Department, the Internet
Technology, Commerce, and Design Institute, the Center for the Management
of Information, the NSF COPLINK Center of Excellence, the Mark and Susan
Hoffman E-Commerce Lab, the Artificial Intelligence Lab, and several other or-
ganizations including the Air Force Office of Scientific Research, the National
Institute of Justice, and Silicon Graphics.

We wish to express our gratitude to all members of the symposium Program
Committee and additional reviewers who provided high-quality, constructive re-
view comments within an unreasonably short lead-time. Our special thanks go to
the members of the symposium Organizing Committee, in particular, Mr. Chi-
enting Lin, who provided significant help with managing the conference Website
and compiling the proceedings, and Ms. Catherine Larson, who did a superb job
in managing local arrangements. IS 2004 was run as part of the workshop series
of the Joint Conference on Digital Libraries (JCDL 2004). We wish to thank the
JCDL staff for their conference support.

Our sincere gratitude goes to all of the sponsors. Last but not least, we
thank Gary Strong, Art Becker, Michael Pazzani, Larry Brandt, Valerie Gregg,
and Mike O’Shea for their strong and continuous support of this symposium and
other related intelligence and security informatics research.

June 2004 Hsinchun Chen
Reagan Moore

Daniel Zeng

John Leavitt



IST 2004 Organizing Committee

Symposium Co-chairs:

Hsinchun Chen
Reagan Moore
Daniel Zeng
John Leavitt

University of Arizona

San Diego Supercomputer Center
University of Arizona

Tucson Police Department

Organizing Committee:

Homa Atabakhsh
Chris Demchak
Kurt Fenstermacher
Catherine Larson
Chienting Lin
Mark Patton
Tim Petersen
Mohan Tanniru
Edna Reid

Ajay Vinze
Chuck Violette
Feiyue Wang
Leon Zhao

University of Arizona
University of Arizona
University of Arizona
University of Arizona
University of Arizona
University of Arizona
Tucson Police Department
University of Arizona
University of Arizona
Arizona State University
Tucson Police Department
University of Arizona
University of Arizona

IST 2004 Program Committee

Yigal Arens

Art Becker

Brian Boesch
Larry Brandt
Peter Brantley
Donald Brown
Robert Chang
Sudarshan Chawathe
Andy Chen
Lee-Feng Chien
Bill Chu

Christian Collberg
Tony Fountain

Ed Fox

Susan Gauch
Johannes Gehrke
Joey George
Victor Goldsmith

University of Southern California
Intelligence Technology Innovation Center
Corporation for National Research Initiatives
National Science Foundation

California Digital Library

University of Virginia

Criminal Investigation Bureau, Taiwan Police
University of Maryland

National Taiwan University

Academia Sinica, Taiwan

University of North Carolina at Charlotte
University of Arizona

San Diego Supercomputer Center

Virginia Tech

University of Kansas

Cornell University

Florida State University

Pace University



VIII  Organization
Valerie Gregg

Bob Grossman
Steve Griffin

Alan Hevner
Robert Horton
Eduard Hovy
Joseph Jaja

Paul Kantor

Erin Kenneally
Judith Klavans
Don Kraft
Ee-peng Lim
Clifford Neuman
Greg Newby

Jay Nunamaker
Mirek Riedewald
Gene Rochlin
Olivia Sheng
Elizabeth Shriberg
Mike O’Shea

Sal Stolfo

Gary Strong

Paul Thompson
Bhavani Thuraisingham
Andrew

Karen White
Chris Yang
Mohammed Zaki
Maria Zemankova

Art Becker
James Ellis
Johannes Gehrke
Valerie Gregg
Rohan Gunaratna
Joseph Heaps
Paul Kantor
David Madigan
Michael Pazzani
Edna Reid
Michal Rosen-Zvi
Marc Sageman
Joshua Sinai
Gary Strong

National Science Foundation
University of Illinois at Chicago
National Science Foundation
University of South Florida
Minnesota State Archives
University of Southern California
University of Maryland

Rutgers University

San Diego Supercomputer Center
Columbia University

Louisiana State University
Nanyang Technological University, Singapore
University of Southern California
University of Alaska, Fairbanks
University of Arizona

Cornell University

University of California, Berkeley
University of Utah

SRI International

National Institute of Justice
Columbia University

Department of Homeland Security
Dartmouth College

National Science Foundation
Whinston University of Texas at Austin
University of Arizona

Chinese University of Hong Kong
Rensselaer Polytechnic Institute
National Science Foundation

Invited Panelists

Intelligence Technology Innovation Center

Memorial Institute for the Prevention of Terrorism

Cornell University
National Science Foundation

Institute for Defense & Strategic Studies, Singapore

National Institute of Justice
Rutgers University

Rutgers University

National Science Foundation
University of Arizona

University of California, Irvine
University of Pennsylvania
Department of Homeland Security
Department of Homeland Security



Richard Adderley
Jason Bengel
Benjamin Baran
Haidong Bi
Jinwei Cao
Michael Chau
Fang Chen
Li-Chiou Chen
Yufeng Chen
Wingyang Chung
Csilla Farkas
Mark Ginsburg
Mark Goldberg
Dale Henderson
Zan Huang
Yichuan Jiang
Naren Kodali
Ju-Sung Lee
Jorge Levera
Xiangyang Li
Therani Madhusudan
Malik Magdon-Ismail
Jian Ma

Kent Marett
Byron Marshall
Dan McDonald
William Neumann
Joon Park

Jialun Qin
Benjamin Shao
Moon Sun Shin
David Skillicorn
Cole Smith
Svetlana Symonenko
Charles Tappert
William Tolone
Douglas Twitchell
Gang Wang
Jeng-Haur Wang
Jiannan Wang
Robert Warren
Zhengyou Xia
Jennifer Xu

Organization

Additional Reviewers

A E Solutions

University of Kansas

National University of Asuncion
University of Arizona
University of Arizona
University of Hong Kong
University of Arizona

Carnegie Mellon University
Zhejiang University, China
University of Arizona
University of South Carolina
University of Arizona
Rensselaer Polytechnic Institute
University of Arizona
University of Arizona

Fudan University, China
George Mason University
Carnegie Mellon University
University of Illinois at Chicago
University of Michigan at Dearborn
University of Arizona
Rensselaer Polytechnic Institute
University of Arizona

Florida State University
University of Arizona
University of Arizona
University of Arizona

Syracuse University

University of Arizona

Arizona State University
Chungbuk National University, Korea
Queens University, Canada
University of Arizona

Syracuse University

Pace University

University of North Carolina at Charlotte
University of Arizona
University of Arizona

Academia Sinica, Taiwan
University of Arizona
University of Waterloo, Canada

IX

Nanjing University of Aeronautics and Astronautics

University of Arizona



X Organization

Christopher Yang
Biilent Yener
Myung-Kyu Yi
Wei Yue
Xiaopeng Zhong
Yilu Zhou

The Chinese University of Hong Kong
Rensselaer Polytechnic Institute
Korea University

University of Texas at Dallas
University of Arizona

University of Arizona



Table of Contents

Part I: Full Papers

Bioterrorism and Disease Informatics

Aligning Simulation Models of Smallpox Outbreaks ...................

Li-Chiou Chen, Boris Kaminsky, Tiffany Tummino,
Kathleen M. Carley, Elizabeth Casman, Douglas Fridsma,
and Alex Yahja

Data Analytics for Bioterrorism Surveillance .........................

Donald J. Berndt, Sunil Bhat, John W. Fisher, Alan R. Hevner,
and James Studnicki

West Nile Virus and Botulism Portal:

A Case Study in Infectious Disease Informatics .......................

Daniel Zeng, Hsinchun Chen, Chunju Tseng, Catherine Larson,
Millicent Eidson, Ivan Gotham, Cecil Lynch, and Michael Ascher

Data Access Control, Privacy, and Trust Management

A Novel Policy and Information Flow Security Model for Active Network .

Zhengyou Xia, Yichuan Jiang, Yiping Zhong, and Shiyong Zhang

A Novel Autonomous Trust Management Model for Mobile Agents . .. ...

Yichuan Jiang, Zhengyou Xia, Yiping Zhong, and Shiyong Zhang

Privacy-Preserving Inter-database Operations ........................

Gang Liang and Sudarshan S. Chawathe

Data Management and Mining

Finding Unusual Correlation Using Matrix Decompositions.............

David B. Skillicorn

Generating Concept Hierarchies from Text for Intelligence Analysis. . .. ..

Jeng-Haur Wang, Chien-Chung Huang, Jei-Wen Teng,
and Lee-Feng Chien

Interactive Query Languages for Intelligence Tasks ....................

Antonio Badia

42



XII Table of Contents

Terrorism Knowledge Discovery Project: A Knowledge Discovery Approach

to Addressing the Threats of Terrorism ........... ... ... ... ... ...... 125
Edna Reid, Jialun Qin, Wingyan Chung, Jennifer Xu, Yilu Zhou,
Rob Schumaker, Marc Sageman, and Hsinchun Chen

The Architecture of the Cornell Knowledge Broker ..................... 146
Alan Demers, Johannes Gehrke, and Mirek Riedewald

Deception Detection

Computer-Based Training for Deception Detection: What Users Want? ... 163
Jinwei Cao, Ming Lin, Amit Deokar, Judee K. Burgoon,
Janna M. Crews, and Mark Adkins

Identifying Multi-ID Users in Open Forums ........... ... ... ... ... ... 176
Hung-Ching Chen, Mark Goldberg, and Malik Magdon-Ismail

Self-efficacy, Training Effectiveness, and Deception Detection:
A Longitudinal Study of Lie Detection Training........................ 187
Kent Marett, David P. Biros, and Monti L. Knode

Information Assurance and Infrastructure Protection

Composite Role-Based Monitoring (CRBM)
for Countering Insider Threats. ......... .. .. .. 201
Joon S. Park and Shuyuan Mary Ho

Critical Infrastructure Integration Modeling and Simulation ............. 214
William J. Tolone, David Wilson, Anita Raja, Wei-ning Xiang,
Huili Hao, Stuart Phelps, and E. Wray Johnson

Mining Normal and Intrusive Activity Patterns
for Computer Intrusion Detection ....... ... ... ... .. . i 226
Xiangyang Li and Nong Ye

The Optimal Deployment of Filters to Limit Forged Address Attacks
in Communication Networks. .. ...... ... .. .. i 239
Enock Chisonge Mofya and Jonathan Cole Smith

Monitoring and Surveillance

A Tool for Internet Chatroom Surveillance ............................ 252
Ahmet Camtepe, Mukkai S. Krishnamoorthy, and Bilent Yener

ChatTrack: Chat Room Topic Detection Using Classification ............ 266
Jason Bengel, Susan Gauch, Eera Mittur, and Rajan Vijayaraghavan

SECRETS: A Secure Real-Time Multimedia Surveillance System ........ 278
Naren Kodali, Csilla Farkas, and Duminda Wijesekera



Table of Contents

Studying E-Mail Graphs for Intelligence Monitoring and Analysis

in the Absence of Semantic Information............ ... ... ... ... ......

Petros Drineas, Mukkai S. Krishnamoorthy, Michael D. Sofka,
and Bilent Yener

THEMIS: Threat Evaluation Metamodel for Information Systems .......

Csilla Farkas, Thomas C. Wingfield, James B. Michael,
and Duminda Wijesekera

Security Policies and Evaluation

Balancing Security and Privacy in the 215* Century ...................

Chris C. Demchak and Kurt D. Fenstermacher

IT Security Risk Management under Network Effects

and Layered Protection Strategy ........ ... ... . i

Wei T. Yue, Metin Cakanyildirim, Young U. Ryu, and Dengpan Liu

Mind the Gap: The Growing Distance between Institutional and Technical

Capabilities in Organizations Performing Critical Operations ...........

Gene I. Rochlin

Social Network Analysis

Analyzing and Visualizing Criminal Network Dynamics: A Case Study. . ..

Jennifer Xu, Byron Marshall, Siddharth Kaza, and Hsinchun Chen

Discovering Hidden Groups in Communication Networks ...............

Jeff Baumes, Mark Goldberg, Malik Magdon-Ismail,
and William Al Wallace

Generating Networks of Illegal Drug Users Using Large Samples

of Partial Ego-Network Data .......... ... .. . . i ..

Ju-Sung Lee
Part 1I: Short Papers

Deception Detection

Using Speech Act Profiling for Deception Detection ...................

Douglas P. Twitchell, Jay F. Nunamaker Jr., and Judee K. Burgoon

Testing Various Modes of Computer-Based Training

for Deception Detection. . ........... ...

Joey F. George, David P. Biros, Mark Adkins, Judee K. Burgoon,
and Jay F. Nunamaker Jr.

XIII

359



X1V Table of Contents

Data/Text Management and Mining

The Use of Data Mining Techniques in Operational Crime Fighting ...... 418
Richard Adderley

Spatial Forecast Methods for Terrorist Events in Urban Environments . ... 426
Donald Brown, Jason Dalton, and Heidi Hoyle

Web-Based Intelligence Notification System: Architecture and Design . ... 436
Alexander Dolotov and Mary Strickler

Cross-Lingual Semantics for Crime Analysis
Using Associate Constraint Network ... ... ... ... ... ... ... ... ... 449
Christopher C. Yang and Kar Wing Li

Information Assurance and Infrastructure Protection

Experimental Studies Using Median Polish Procedure
to Reduce Alarm Rates in Data Cubes of Intrusion Data................ 457
Jorge Levera, Benjamin Bardn, and Robert Grossman

Information Sharing and Collaboration Policies

within Government Agencies ............... ... 467
Homa Atabakhsh, Catherine Larson, Tim Petersen, Chuck Violette,
and Hsinchun Chen

Intrusion-Tolerant Intrusion Detection System ......... ... ... ... ... ... 476
Myung-Kyu Yi and Chong-Sun Hwang

Optimal Redundancy Allocation for Disaster Recovery Planning
in the Network Economy . ....... ... . .. . 484
Benjamin B.M. Shao

Semantic Analysis for Monitoring Insider Threats ...................... 492
Svetlana Symonenko, Elizabeth D. Liddy, Ozgur Yilmazel,
Robert Del Zoppo, Eric Brown, and Matt Downey

Towards a Social Network Approach for Monitoring Insider Threats
to Information Security ........ ... . 501
Anand Natarajan and Liaquat Hossain

Part III: Extended Abstracts for Posters

Policy-Based Information Sharing with Semantics ...................... 508
Eric Hughes, Amy Kazura, and Arnie Rosenthal

Determining the Gender of the Unseen Name through Hyphenation ...... 510
Robert H. Warren and Christopher Leurer



Table of Contents XV

A Framework for a Secure Federated Patient Healthcare System ......... 512
Raj Sharman, Himabindu Challapalli, Raghav H. Rao,
and Shambhu Upadhyaya

Vulnerability Analysis and Evaluation within an Intranet ............... 514
Eungki Park, Jung-Taek Seo, Eul Gyu Im, and Cheol-Won Lee

Security Informatics: A Paradigm Shift
in Information Technology Education............. ... ... .. ... ........ 516
Susan M. Merritt, Allen Stixz, and Judith E. Sullivan

Research of Characteristics of Worm Traffic ........... ... ... ......... 518
Yufeng Chen, Yabo Dong, Dongming Lu, and Zhengtao Xiang

Part 1V: Panel Discussion Papers

MIPT: Sharing Terrorism Information Resources....................... 520
James O. FEllis II1

Post-9/11 Evolution of Al Qaeda. . ..., 526
Rohan Gunaratna

Utilizing the Social and Behavioral Sciences to Assess, Model, Forecast
and Preemptively Respond to Terrorism .......... ... ... ... ... ... ... 531
Joshua Sinai

Author Index ... . . . 535





