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Abstract. In this paper, we derive 7 quadratic relations over GF(2)
from the input and output bits of the S-boxes of DES. We apply one of
those to an improved linear attack of full round DES. We describe an
improved algorithm by combining the non-linear approximation method
proposed by Knudsen and Robshaw, and the multiple approximation
method proposed by Kaliski and Robshaw. This improvement can re-
duce the number of required plaintexts and ciphertexts pairs to 25/34
(73.5 %) of those number of pairs 2% required in the linear attack by
Matsui.

1 Introduction

It is well known that there is no linear relation between the input and output
bits of each S-box of DES [Hel76, Bra77]. On the other hand, by representing
S-boxes as Boolean polynomials [Sch82, Dav83, Way92, SAM97], it is easy to
derive some algebraic relations of the input and output bits of S-boxes. We know
that the degrees of these polynomials are less than or equal to 6, so there are
algebraic relations of S-boxes with degree less than or equal to 6. Thus, the
following problem may be natural to consider; what is the smallest degree of
all algebraic relations of the S-boxes, and how are the algebraic relations which
have the smallest degree represented? It can be shown that there is an algebraic
relation over GF(2) which has degree 3 in all S-boxes, so the above question is
rewritten as follows; does there exist a quadratic relation? This paper shows that
there are 7 quadratic relations of S-boxes Sy, Sy and Ss of DES; they can be
derived by calculating the Grébner bases of S-boxes with respect to the degree
reverse lexicographic order in the Boolean polynomial ring. We apply one of
these quadratic relations to improve the linear cryptanalysis offered by Matsui
[Mat93].

In 1993, Matsui succeeded in recovering the secret key of the 16-round DES by
using linear cryptanalysis in computational experiments [Mat94]. His main idea
was the approximation of the S-boxes by linear relations. He recovered the key of
16-round DES by using 243 pairs of plaintext and ciphertext, which took 50 days.
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Since then, some theoretical and practical enhancements or extensions to linear
cryptanalysis have been proposed [LH94, KR94, KR96, THHK98]. Kaliski and
Robshaw proposed an algorithm using multiple linear approzimations [KR94].
They applied it to small-round versions of DES to confirm its performance. As
an example, they tried the 1-R attack and 2-R attack of 7-round DES, and suc-
ceeded to reduce the number of required texts. On the other hand, Knudsen and
Robshaw proposed an algorithm using non-linear approzimation [KR96]. They
considered whether the linear approximations can be replaced with non-linear
approximations. They constructed relatively simple non-linear approximations
whose absolute bias are larger than that of the best linear approximation to S-
box S5, and adopted to 5-round DES. However, their techniques do not seem to
offer any significant advantage over the existing attack to full round DES.

In this paper, we deal with derived quadratic relations of the round function of
DES, like non-linear approximations, whose probabilities are 1. By using one of
the quadratic relations, we construct an improved linear attack algorithm for full
round DES. We combine the non-linear approximations method and the multiple
approximations method. This improvement can reduce the number of plaintexts
and ciphertexts to 25/34 (73.5 %) of the 2%3 pairs required in Matsui’s attack.

2 Deriving the algebraic relations of S-boxes

In [Sch82, Dav83, Way92, SAM97], the polynomial expressions of the S-boxes of
DES in the Boolean polynomial ring over GF'(2) were constructed.

At first we summarize the notion of the Boolean polynomial ring. The Boolean
polynomial ring over GF(2) with n variables 3, ...,t, is defined by the following
quotient ring of the polynomial ring

GF(2)[t1, .y ta] /Id(3 + t1,..., 12 + 1), (1)

where Id(t? + t1,...,t3 + t,) is the ideal generated by the fundamental relations
2+t =0,...,t2 +t, = 0 of Boolean variables ti, ..., tn.

Now we review how to obtain representations of the input and output bits
of S-boxes in Boolean polynomial. For example, since the output of S-box S
corresponding to input 4 (= (0,0,0,1,0,0)) is 13 (= (1,1,0,1)) (Figure 1), we have
the following algebraic relation of input Boolean variables z, ..., z¢ and output
Boolean variables yq, ..., 4.

(z1 + 1)(z2 + 1)(z3 + 1L)(z4 + 0)(z5 + 1)(z6 + 1) @)
(11 +0)(y2 +0)(ys + 1)(ya +0) +1) =0

Since there is an algebraic relation corresponding to each input from 0 to 63, we
have 64 algebraic relations for each S-box which are similar to equation (2).

In commutative algebra, the technique of Grébner basis is well-known as a
basic tool {Bec93]. By using this technique, we can obtain another representation
of these algebraic relations. For example, we can obtain the representation of each
output bit y; by the polynomial of input bits x4, ..., zg by computing the Grébner
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Fig. 1. S-box S; of DES

Y, 1+ —0 =z,
Vo 1471 8§, [0 %
Y, 0+ —1 x,
Y, 1+ —0 x,

Table 1. The number of the quadratic and cubic relations of the S-boxes

S-box [ S S S3 Si S5 Se S7 Ss
quadraticc 1 0 0 5 1 0 0 0
cubic (103 112112 75103 112112112

basis with respect to the lexicographic order of the sum set of polynomials in the
above 64 algebraic relations and the fundamental relations z? + z; = 0,...,y7 +
ys = 0 of all Boolean variables [SAM97]. We compute the Grébner basis! in
order to obtain algebraic relations which have much smaller degrees of S-boxes.
With reference to the problem of the degree of the algebraic relations of S-boxes,
we have the following lemma.

Lemma 1 1. There is no linear relation for all S-boxes. [Hel76, Bra77].
2. There is a cubic (that is, it has degree 8) algebraic relation for each S-boz.
(See Appendiz A.)

Does there exists a quadratic (that is, it has degree 2) algebraic relation of
each S-box? In order to see that, we can use the reduced Grobner basis. By using
the reduced Grébner basis with respect to the degree reverse lexicographic order,
we can obtain all algebraic relations of each S-box which are linearly independent
over GF(2). Table 2 shows the number of quadratic and cubic polynomials in the
reduced Grobner basis of the Boolean algebraic relations of S-boxes as derived
above with respect to the degree reverse lexicographic order.

From Table 2, we know that there are 7 quadratic relations of S-boxes in
total. All quadratic relations are given in Appendix B. Now we pay attention to
the quadratic relation corresponding to the S-box Ss : (z1, 3,3, %4, T5,%6) —

(y1,Y2,y3,ys) as follows.
T1Y1 + T1Y2 + T1Y3 + T1Y4 + Ty + T2Y2 + T2y3

+Toys + T2T1 + TsY1 + TsY2 + Tsys + Tsys + Tso (3)
+hFYy+yzst+ys+ 1 +23+z5+1=0

! In order to compute the Grébner Basis over GF(2), we used the computer algebra
system Risa/Asir developed by Fujitsu LABORATORIES LTD. [Nor92].
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It can be factorized into the polynomial as follows?.
i+ye+y+ya+z+l) (23 +22+25+1) =0 4)

Tt is surprising that, in the first factor of the left side of the polynomial (4),
there is the best linear approximation (5) with bias 5/16 corresponding to the
input and output bits of S5 discovered by Matsui [Mat93].

Y1+y2+ys+ysa+22=0 (5)

In the remaining part of this paper, we will try to apply the quadratic relation
(4) for improving the linear attack of 16-round DES.

3 Application to non-linear cryptanalysis

We denote the sum of the coordinates from 4; to i; by X[iy,4s,...,4;] for each
vector X € GF(2)". In particular, we denote the i-th coordinate of X by X[s].
We can easily extend the algebraic relation (4) to the algebraic relation of i-th
round function F; : (X, K;) = Fi(X;, K;) as follows;

A (Fi[3,8,15,24] + X;[17) + K;[26] + 1) ©)
' -(X;[16,17,20] + K;[25,26,29] + 1) =0,

where X; € GF(2)*? is an input of i-th round and K; € GF(2)*® is a i-th round
key of the round function F;.

In [KR96], Knudsen and Robshaw tried to apply the following non-linear
approximations of S-boxes Sy in order to raise the bias of best linear approxi-
mation of 5-round DES. Each non-linear approximation has bias 24/64, 18/64,
respectively.

NMiyi+ya+ys+u

= T9 + T1Z2 + T1T5 + ToZe + T5Ls + T1T2T6 + T1L5T6 (7)
D:yi+y2+ys

= Zg + Tq4 + T1Z4 + T1T6 + oLy + ToTe + T1XT2Tq + T1Z2T

By replacing linear approximation with these non-linear approximations, we can
raise the bias 2.26 times more than those of linear approximation of 5-round
DES, which reduces the number of plaintexts and ciphertexts pairs required for
recovering one bit of key information of 5-round DES. They tried to recover
more key bits using Matsui’s 1-round and 2-round elimination method. They
said, however, their techniques do not seem to offer any significant advantage
over the basic attack.

In the above, we derived the quadratic representation (6) of the round func-
tion. In the first factor of equation (6), we can find the following best linear

2 Because the Boolean polynomial ring is not a unique factored domain, each polyno-
mial in the ring may have another factorized form. In fact, polynomial (3) can be
factorized into another form (y; +y2 +ys+ya+ 1 +25+1) - (x1+ 22+ 25 +1) = 0.
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approximation A for the i-th round function F; with the absolute valued bias of
5/16 that appeared in [Mat93].

A:  F[3,8,15,24] + X;[17] + K;[26] = 0 (8)

Matsui derived the following linear approximation (9) for 16-round DES by using
best linear approximation of 14-round A-ACD-DCA-ACD- whose bias is p;s =
1.19 - 272! which is a concatenation of the three linear approximations A,C,D of
the round function [Mat93],

P,[3,8,14,25] + B[17] + C1[8, 14, 25] + Fy (P, K1)[17]
+F16(Cr, Kle)[s, 14, 25] = K2[26] + K4[26] + K5[4] + K6[26] (9)
+K3[26] + Ky[4] + K10[26] + K12[26] + Ki13[4] + K14[26],

where P}, P, are left and right halves of plaintext and Cj, C, are left and right
halves of ciphertext, respectively.

Since A* is a non-linear approximation with bias 1/2, we obtain the following
non-linear approximation A*-ACD~DCA-ACD- of 16-round DES by replacing the
linear approximation A with quadratic relation A* which has higher bias than (9).

(Pr[3,8,14,25] + R[17] + C1[8, 14, 25] + Fy (P, K1)[17]
+Fi6(Cr, K16)[8, 14, 25] + K2[26] + K4[26] + Ks[4] + K5[26]
+K3[26] + K9[4] + K10[26] + K12[26] + K13[4] + K14[26] + 1)
-(131[16, 17,20] + F (P, K;)[16,17, 20} + K2[25, 26, 29] +1)=0

(10)

The bias of non-linear approximation (10) is higher than (9). We may not,
however, be able to use (10) directly in order to reduce the number of required
plaintexts and ciphertexts for recovering the effective key bits of 16-round DES,
involved in (10), because the numbers of effective text bits and effective key bits
involved in (10) become much larger than those in (9). In the next section, we
will apply (10) to the multiple approzimations to avoid this problem.

4 Application to multiple approximations method

In the previous section, we showed the non-linear approximation (10) of 16-round
DES. The numbers of effective text bits and effective key bits corresponding to
(10) are 24 and 26. We think it is not efficient to derive all 26 effective key
bits at once, because the size of counter table corresponding to the effective keys
is quite large. In order to avoid this problem, we deal with each factor in (10)
independently. The following equation is the second factor of (10).

P[16,17,20] + Fy (P, K1)[16,17, 20] = K,[25, 26, 29] (11)

When (11) holds, the bias of (9) changes to eg = (1/2)/(5/16)p14 = 8/5p14-

When (11) does not hold, it changes to €; = 2- (1 — (8/5)/2)p14 = 2/5p14. Thus,

we deal with the linear approximation (9) as two linear approximations; one is
when the equation (11) holds, and the other is when it does not hold.
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Let N be the number of plaintexts and ciphertexts pairs. Tp (, T1) be the
number of plaintexts and ciphertexts pairs such that the left side of equation
(9) is equal to 0 and the equation (11) holds (, does not holds). We calculate
the statistic U = agTp + a1T) for some weights ay a; such that ap + a; = 2.
For maximizing the distance between N/2 and the average E[U] in terms of the
standard deviation oy, we use Lemma 2.

Lemma 2 (Kaliski and Robshaw [KR94]) The distance |N/2 — E[U]|/ov
is mazimized for given N when the weights a; are proportional to the biases of
the linear approzimations.

From Lemma 2, we conclude that the best choices of the weights are ap,a;
suchthat ag:a; =€ : €61 =4:1.

Lemma 3 (Kaliski and Robshaw [KR94]) The success rate of the algorithm
with optimal weights a; with respect to the biases €; is

>
@ (wﬁ TTzeg) . (12)

Lemma 3 tells us that the success rate of original attack with N plain texts
is the same as that of the improved attack with N’ plaintexts as long as the
following relation holds. On the assumption of random input, we can assume
that the number of times of holding the equation (11) is N'/2.

N (8/5p14)® + (2/5p14)?
2\/;\/1 — 4((8/5p14)? + (2/5p14)?) = 2‘/NP14 (13)

This is equivalent to

2
N:=3_Z(1_4.g_§p14) -Nz§N=0.735-N. (14)

Therefore, we can reduce the number of pairs to 73.5 % by using our attack.

5 Improved algorithm for attacking 16-round DES

In this section, we show the improved attack algorithm for 16-round DES. It still
requires a large number of effective texts and effective keys in equations (9) and
(11). In order to minimize the work spent in processing the data, we divide the
algorithm into two parts. The first part is Matsui’s original attack (part 1, 2, 3).
The second is an improved part which replaces the exhaustive key search part
in Matsui’s attack with multiple approximations (part 4, 5, 6).

1 Compute plaintexts and ciphertexts pairs and count up the effective text bits
of equation (9) and (11).
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2 Count up the counters in the set X corresponding to effective key bits of (9)
if the left side of (9) is zero.

3 Sort the effective keys of (9) using the counters X in order of reliability.

4 For the most reliable effective key of (9) when the right hand of (9) is zero,
count up the counters in the set Hy corresponding to effective key bits of (11),
with bias 4 or 1 by whether the left hand of (11) is zero or not, respectively,
count up counters in the set H; with bias 1 or 4, respectively, in the same
way as Hop.

5 Sort the effective keys of (11) using the counters Ho and H; in order of
reliability.

6 From the most reliable effective keys of (9) and (11), search for the remaining
key bits.

In [Mat94], the effective text and key bits of (9) are shown. The 13 effective
text bits of the left half of equation (9) are

P,[32], P,[1], ..., P,[5], P,[16], ..., P,[21], P;[3,8, 14, 25] + B,[17] +C}[3, 8, 14], (15)
and the 12 effective key bits of left half of equation (9) are

Ki[1}, ..., K1[6], K1[25], ..., K1[30]. (16)
The 11 effective text bits of (11), if the key bits in (16) are fixed, are
P/[16,17,20], P,[8], ..., B,[17), (17)
and the 13 effective key bits of (11) if the key bits in (16) are fixed are
K;[13], ..., K [24], K25, 26, 29)]. (18)

Moreover, we can use another approximation replacing the plaintexts P and
ciphertexts C in (9) and (11), similarly.

In our algorithm, we prepare a counter corresponding to the effective keys of
equation (9) in the first part whose size is 12 bits long, and those of equation
(11) in the second part whose size is 13 bits long. Thus, we can reduce the total
size of effective key counter from 2 x 22° to 2 x (22 + 2!%) by using the improved
algorithm.

6 The computer experiments

In this section, we show the results of computer experiments. Detail of the al-
gorithm is shown in Appendix C. In order to estimate the complexity of our
improved attack on 16-round DES, we consider the attack of 8-round DES by
using plaintexts and ciphertexts pairs whose number is

1.49-25/34 .27 = 1.09 - 217, (19)

which is equivalent to the attack of 16-round DES using 25/34 - 24% pairs. Our
computer experiments recovered the all round keys 10,000 times. Table 2 shows



207

Table 2. Complexity and success rate of attacks on 16-round DES (%)

257W 9t 937 I8 ¥

complexity
(1) 47.9 54.9 62.0 68.7 74.3 81.4 86.6 90.9
(2) 24.7 30.3 36.6 44.1 52.2 60.5 68.8 76.2
3) 50.1 54.4 61.3 68.2 75.1 81.3 86.8 91.2

(1) : The original algorithm with 2*3 pairs.
(2) : The original algorithm with 25/34 - 2** pairs.
(3) : Our improved algorithm with 25/34 - 2*3 pairs.

the comparison of the complexity and the success rate of the Matsui’s original
algorithm and our improved algorithm.

We also conducted a computer experiment of recovering all round keys of full
round DES using 25/34 x 2% pairs by our improved algorithm. The computer
environments we used are 16 Sun workstations (Ultra SPARC 167MHz x 14 and
200 MHz x 2)% and a DEC workstation (Alpha 21164A 500MHz). By using the
above machines and by implementing the algorithms in a bitslice manner [Bih97,
NM97, SAM97] with Kwan’s instructions sets of S-boxes [Kwa98]*, we achieved
1.14 Gbps in total®. It took about 6 days to compute all pairs of plaintexts and
ciphertexts, 44 seconds for arranging the order of the key bits and about 4 hours
for exhaustive key search (= about 237 times of encryption). In total, we could
recover the all key bits in less than 7 days. ‘

7 Concluding remarks

In this paper, we derived the 7 quadratic relations of S-boxes. We used one
of those quadratic relations for improving the linear cryptanalysis with 2-round
elimination method proposed by Matsui. We constructed an improved algorithm
for attacking 16-round DES which is a combination of the non-linear apprximation
method and multiple approximation method. Moreover, we showed an effective
algorithm that consisted of two parts to reduce the size of counter table of effective
keys and minimizing the effort in processing the data. Overall, we could reduce
the number of required plaintexts and ciphertexts pairs to 25/34 = 73.5 % of that
demanded by Matsui’s original attack for recovering the key of 16-round DES.
From computer experiments, when we attack 16-round DES with 25/34-2%3 pairs,
the probability of finding the secret key equals that of Matsui’s original attack.

3 These workstations construct the parallel computer AP3000 with 16 nodes developed
by FUJITSU LTD.

4 For calculating one S-box, 51 instructions are required on average.

5 Ultra SPARC 167MHz : 51 Mbps, 200MHz : 62 Mbps, Alpha 500MHz : 336 Mbps
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Appendix A. Proof of Lemma 1 (2)

For each S-box S; : (z1,%2,%3,%4,%5,%6) — (Y1,¥2,Y3,Y4), there are Boolean
polynomial representations in input bits z;,z3, 3, 24,25, T of output bits y1,
..., Y1 as follows.

n= ?211, ---,meg

Y2 = Jo\%1,-.-, T8

Y3 = f3($1, '",xﬁ) (20)

ys = fa(x1,...,T6)

From these Boolean polynomials, we obtain the following algebraic relations.
TiY; = zifj(xly -~-,x6) (7' € {17-"’6}’j € {11 14}) (21)

The number of these polynomials in (20) and (21) is 28 (= 4+ 4 x 6). It is easy
to see that the right halves of these Boolean polynomials in (20) and (21) have
degrees at most 6, and these polynomials are linearly independent over GF(2).
Since the number of terms with degree more than 3 in a Boolean polynomial with
6 variables are 22 (= 15+ 6 + 1), we can eliminate the terms with degree more
than 3 from these algebraic relations.

Appendix B. All quadratic relations of S-boxes

We label the input and output bits to S-box as follows.

Si : ($1,$2,$3,$4,$5,$6) - (y11y2’y3’y4)

S1: @ Toxy + T3T3 + T4 + TsT2 + TeT2 + Y1T1 H 1T + YiT3 + Y1T4 + Y175 +
Y1Te + Yo2T1 + Y2 + Yoz + Y224 + Y25 + Y2Te + Y31 + Y3T2 + Y323 +
Y3T4 + YsTs + Y3Te + YaT1 + YaT3 + YaTa + YaTs + YaTe + Yay1 + Yay2 +
YsYs+T1 +Ta+ T3+ T4+ Ts e+ + Yy +ys+ys +1=0,
Si1:e 3Ty + Ty + TsTz + Y13 + Y15 + Y223 + Yo's + Yaxs + YsTs + YaTs3 +
Yaxs + 1+ T3+ Ts+ 1ty +tys+ya+1=0,
® Toxy + T3Ty + T4Xy + Z5T1 + T5Ta + Y1T5 + Y1T6 + Y25 + Yoo + Y3Ts +
YsTe + YaZs + YaZe + 1 +y2 +y3 =0,
® I3 + T4y + T4T3 + TsZy + TsT2 + TsT3 + Y11 + Y1%2 + Y174+ Y1T6 +
Y21 + Y2Zo + Y24 + YoTe + Y3T1 + Y3T2 + YsTa + Y3Te + YaZ1 + YaTa +
YaTy + YaZe +T1 + 23+ T +y1 +yzs +1=0,
® T3T1 + 3T + T4x3 + T5Ty + TsTz + TsTa + Y31 + YsY2 + Yay1 + Yay2 +
To+Ta+zTa+n+ys +1=0,
® T4T1 + TsTy + TsLy + Y102 + Y1 T4 + Y22 + Y24 + Y2U1 + Y3T2 + YaTa +
YaYs +YsT2 +YaTa +Yay1 +Yays + T2+ T3+ T4+ T5+Te+ 1 +Ya+1=0,
S5 : ® TaTy + TsTe + Y11 + Y1 T2 + Y1 Ts + Y21 + Y222 + Y25 + Y3T1 + Y3T2 +
Y3y + YaTy +YaT2 +YaZs + T1+To +Ts+ Y1+ Y2+ Y3 +ya+1=0.
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Appendix C. Detail of our algorithm

In this section, we show detail of our improved algorithm. The following two
non-linear equations are obtained from best linear expression of 14-round DES
with 2-R elimination method and the quadratic relation of the input and output
bits of S-box Ss;

(P-[3,8,14,25] + P[17] + Ci[8,14, 25] + F (P, K,)[17)
+F16(C,-, Km)[s, 14, 25] + K2[26] + K4[26] + K5[4] + Ks[zﬁ]
+K8[26] + Kg[4] + K10[26] + K12[26] + K13[4] + K14[26] + 1)
(P[16,17,20] + F, (P», K1)[16, 17, 20] + K»[25,26,29] + 1) = 0,

(22)

(Cr[3a 8, 14, 25] + Cl [17] + IJI[S’ 14, 25] + FlG(Cf" KIG)[17]
+F1 (P, K1)[8,14,25] + K3[26] + K4[4] + K5[26] + K-[26]
+Kg[4] + K9[26] + K11[26] + K12[4] + K13[26] + K15[26] + 1)
-(C[16,17,20] + F16(Cy, K16)[16,17,20] + K15[25,26,29] + 1) = 0,
(23)

where Fj, P, are left and right halves of plaintext and C), C, are left and right
halves of ciphertext, respectively, and K is i-th round key with 48 bit long. We
define the notations of the vectors of effective text and key bits corresponding to
equation (22) as follows.

A(P,C,K) = P,[3,8,14,25] + P,[17] + C[8, 14, 25]

+F1 (P, K1)[17] + F16(Cr, K16)[8, 14, 25] € GF(2)
B(P,C) = (P,[3,8,14,25 + A[17] + Ci[8, 14, 25),

Po(32], Po[1], o, Po[5], C.[16], ... C.[21]) € GF(2)1
DK) = K,[26] + K4[26] + K;5[4] + K¢[26] + K5[26]

+Ko[4] + K10[26] + K12[26] + Ki13[4] + K14[26] € GF(2)
E(K) = (Ki[1), ..., K1[6], K15[25], ..., K15[30]) € GF(2)*?
G(P) = R[16,17,20] + F1 (P,, K3)[16, 17, 20] € GF(2)
H(P) = (B[16,17,20], B,[8], .., Pr[17]) € GF(2)!!
I(K) = Ky[25,26,29] € GF(2)
J(K) = (K13, Ki[24]) € GF(2)12

Similarly, we define the following notations of effective text and key bit vectors
related with equation (23).

A'(P,C,K),B'(P,C),D'(K),E'(K),G'(C),H'(C),I'(K), J'(K)
Algorithm 1 (Improved Attack Algorithm)

1 (Data Counting Phase) For N pairs {(P;,C1),...,(Pn,CN)} of input and
output, count up the following counters.

V(b,d) = #{n | b= B(Py,Cn),d = H(Py)}
VI(¥,d)=#{n| b =B'(P,Ch),d = H(C,)}

2 (Original Linear Attack Phase)
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W) =Y, V(b,d), (0<b< 21%)
W) =3, V'(¥,d), (0 < b < 213)

By using the above counters W, W', sort the effective key vectors correspond-
ing to the following in order of reliability by using the original linear attack.

((D(K), E(K)), (D'(K), E'(K)))

8 (Data Counting Phase II) Let (k,k') € GF(2)% be the most reliable key
vector obtained in the step (2).

T(d) = Zcondl V(b) d)’
T,(d’) = Zcondg v (bl? d,):
condy : A(b, k) = D(k), conds : A'(V', k') = D'(k").

4 (Key Counting Phase) For m,m' (0 < m,m' < 2'?), calculate the following
counters.

U(e’ a’) =4 Zconda T(d) + Zcond4 T(d)

conds : G(d,a) = e, condy : G(d,a) = e+ 1,
U’(el’ o) =4 Econds T,(dl) + Econds T,(dl)

conds : G'(d',a") = €, condg : G'(d',a') = €' + 1.

9 (Key Sort Phase) Sort the set of key vectors {hj(= (e,a))}, {h}:(= (¢',a'))}
which are belong to effective key vectors of

((I(K), J(K)), (I'(K),J'(K))),

in order of |U(h;) — 5/4N|, |U'(h}) — 5/4N|, respectively, and sort the set
of pairs of key vector (hj, h},) € GF(2)* in order of reliability.

6 (Ezhaustive Search Phase) For each key vectors (ki,kis, hj, h}y), search for
the remaining 14 secret key bits in order of reliability until the correct value
is found.

In exhaustive search phase (Algorithm 1,(6)), the reliability of a vector (k;, k},, h;,
h},) has been determined in order of the magnitude of ((i + 1) x (i' +1))!?® x
(7 +1) x (' + 1) which is the formula derived experimentally from the case of
8-round DES.

In the improved attack algorithm, all of effective key bits are 52 bits, that
is, D(K), E(K), D'(K), E'(K), I(K), J(K), I'(K), J'(K) in total. There are,
however, 10 of 52 bits are duplicated as below. Therefore, the number of the
remaining key bits which should be executed exhaustive search is 56 — 52+ 10 =
14.

K1[3] = K16[15], K1[5] = K16[24], K1[13] = K16[4], K1[14] = K;6[22],

Ky [15] = K16[23], K1[16] = K14[6], K1[17] = K16[21), K1 [19] = Ki16[2],
K1[20] = K16[18], K1[23] = K]G[l]



